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Abstract: The evaluation of the security limits of radar micro-Doppler gait recognition systems under
adversarial conditions is of practical significance. Current attack methods, primarily adapted from the optical
image domain, do not consider the detailed feature distribution and time-frequency characteristics of micro-
Doppler spectrograms. This oversight leads to limited effectiveness in cross-model black-box targeted attack
scenarios. To overcome this challenge, we propose Gradient Guidance and Adaptive Cropping Radar Gait
Targeted Attack (GAC-Attack), a targeted black-box attack framework for human gait micro-Doppler
signatures. To reduce the number of semantic shifts caused by high inter-class similarity and closely distributed
features, an inter-class relationship-guided robust gradient optimization mechanism is developed. In addition, an
adaptive local cropping mechanism is designed that takes advantage of the concentration of discriminative
information in local time-frequency regions, thereby increasing perturbation interference on shared

discriminative features across various models. We construct two datasets, one for single-action gait recognition

WehsE: 2026-03-09; Bml FH: 2026-05-11; FIZEHIAR: 2026-x00xx

MEEES: BH yang yang@tju.edu.cn *Corresponding Author: YANG Yang, yang yang@tju.edu.cn
FEETH: EK AR RS (62471329)

Foundation Item: The National Natural Science Foundation of China (62471329)

THEESR: EEA  Corresponding Editor: QU Xiaodong

©The Author(s) 2026. This is an open access article under the CC-BY 4.0 License
(https://creativecommons.org/licenses /by /4.0/)


http://radars.ie.ac.cn/CN/10.12000/JR26056
https://cstr.cn/32380.14.JR26056
http://radars.ie.ac.cn/CN/10.12000/JR26056
http://radars.ie.ac.cn/CN/10.12000/JR26056
mailto:yang_yang@tju.edu.cn
mailto:yang_yang@tju.edu.cn

2 Tk

(gL

H15%

and the other for multi-action identity recognition, and conduct systematic comparative experiments across

seven network architectures and seven black-box targeted attack methods. The experimental results show that

GAC-Attack improves the targeted attack success rate by approximately 7% and 4% compared to the strongest

competing baseline on the gait and identity datasets, respectively, while consistently achieving top performance

across most model combinations. These results validate the effectiveness of the proposed framework in complex

scenarios and its robustness in cross-model transfer settings.

Key words: Radar gait recognition; Black-box targeted attack; Semantic shift; Gradient optimization; Adaptive
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Fig. 1 Example of a black-box targeted attack process for radar gait recognition
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Fig. 5 Signal acquisition system and experimental scenario
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Tab. 1 Composition of the gait dataset

HAr2 5 WL RS
SIS N Fi1 730 146
SN2 676 135
SN 513 718 143
B INAT! 594 118
SN 515 585 116
B HINATH 662 132

it 3965 790
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Fig. 6 Examples of micro-Doppler spectrograms in the gait dataset

dB
0
b7
-10
378 H —20
H —30
GG
if
= H —40
b
=
AT
H —50
e —60
=70
AT
-80

0 0.5 1.0 0 0.5 1.0 0 0.5 1.0 0 0.5 1.0 0 0.5 1.0
T2 FE] (s)
Bl 7 S BE G0 3 i E A

Fig. 7 Examples of micro-Doppler spectrograms in the identity dataset
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Tab. 2 Composition of the identity dataset

H b5 25 BN W S

PR INAY 133 27
SEE N 512 120 24
PR INAE! 132 27
SEES N 514 103 21
DR INAT 57 12
SEE N 516 149 30

st 694 141

A, HARFEARMT IR %078 & BRI A
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DR EE 7T HEVE -

BEAN, ASSCE R 0 Bl R B 3 0 17 4 1
HIKMETT s s R R, MAREE— D8 AR
fRIEEN A . MRS IR LR AE 5 82 AR

H—LHe .
5.1.2 ##ENEEESHEE

TE8 P R T, R T TR A A AR
(173 FARTY, AL FEAFNIE H EHE 73 25 85 ResNet 5014
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Uf. fESEE IR, XFGAC-Attack 7k, Rk
Tl 22 I i B 6k NI B AR S AR R R AR
200K, a(BhEHEHDK, HIE1PEI)EA
2/255, XHshm KIE R E Ne=16/255. Z&1H
B THRN.5, PR REN=0.5, A HME
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Tab. 3 Recognition accuracy of the target model

it HEHIREACC (%) SHBIELEACC (%)
ResNet50 98.61 97.16
ResNet18 99.24 99.29
DenseNet121 99.24 98.58
VGGNet16 97.72 98.58
MSF-Net 95.32 98.58
Deform-DCGAN 95.95 99.29
MF-CNN 97.97 93.62
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Fig. 8 Attack success rates of different baseline algorithms across different surrogate

models on the gait dataset
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Tab. 4 Average attack success rates of different baseline algorithms across multiple surrogate models on the gait dataset (%)
AR CFM DI TAFT GI SU TI-FGSM DI>-FGSM GAC-Attack

ResNet50 304 37.7 29.3 25.7 26.5 17.2 16.9 46.6
ResNet18 31.7 39.8 29.1 23.1 26.5 16.9 18.6 48.3
DenseNet121 26.5 31.4 25.2 21.2 24.1 14.7 18.5 36.4
VGGNet16 23.2 23.7 15.7 17.6 21.2 10.6 14.2 30.6
MSF-Net 25.7 28.5 23.3 21.0 25.1 15.0 20.4 25.3
Deform-DCGAN 214 21.9 20.4 21.2 21.7 16.2 174 23.7
MF-CNN 26.5 16.8 22.7 6.8 24.9 9.3 13.8 37.4
Average 26.5 28.5 23.7 19.5 24.3 14.3 17.1 35.5
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BT CFM DI TAFT GI SU TI-FGSM DI>-FGSM GAC-Attack
ResNet50 37.2 35.6 28.5 24.7 25.5 11.9 13.6 43.5
ResNet18 32.6 37.2 28.2 24.1 26.6 16.5 14.1 45.7
DenseNet121 27.8 27.6 23.0 23.1 22.6 16.5 15.5 31.0
VGGNet16 24.0 21.0 14.2 17.6 20.2 11.5 10.7 26.2
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Average 28.1 26.1 22.1 19.3 22.4 14.8 14.1 32.1
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Tab. 6 Average attack success rates of different ablation variants

TR XPEONEC BARERR O BEBIE BERR REXKBUEI  OCHEXBEE B PSSR (%)
Baseline 20.5
Var(1) N N N 25.4
Var(2) N N N v 28.6
Var(3) N N N N N N 31.7
Var(4) N N N N v 31.5
Var(5) N N N N N N 33.5
Var(6) v N N N N v 34.5
Var(7) N N N N 30.9
Var(8) v N N N N N 33.9
Var(9) N N N N 34.0
GAC-Attack v N N N N N 35.5
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Tab. 7 Average targeted attack success rate (%) under different weighting schemes

e 2% ResNet50 ResNet18 DenseNet121 VGGNet16 MSF-Net Deform-DCGAN MF-CNN Average
In(-) 46.6 48.3 36.4 30.6 25.3 23.7 37.4 35.5
IR 43.4 45.9 32.6 26.9 23.3 21.2 35.6 32.7
B1% 45.5 47.6 32.0 25.6 24.1 20.2 38.1 33.3

* 8 TRISNREMH THRIBRE K BIREEHRINE (%)
Tab. 8 Targeted attack success rates (%) of different surrogate models under different SNR conditions

SNR ResNet50 ResNet18 DenseNet121 VGGNet16 MSF-Net Deform-DCGAN MF-CNN Average
Clean 46.6 48.3 36.4 30.6 25.3 23.7 37.4 35.5
30 dB 47.4 49.6 37.2 31.2 24.5 22.7 36.5 35.6
20 dB 47.9 49.6 37.2 31.6 24.9 22.8 36.5 35.8
10 dB 43.9 44.3 31.1 31.2 19.6 24.2 33.3 32.5
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Tab. 9 Comparison of per-sample generation time (ms) of different attack algorithms across surrogate models

ik ResNet18 DenseNet121 MSF-Net MF-CNN
DI 361.9 1106.1 196.8 222.3
CFM 326.8 1194.3 1234 149.4
GI 4194 1579.1 558.0 296.2
SU 408.5 1249.6 513.7 287.1
TAFT 633.9 2055.6 358.4 371.5
TI-FGSM 348.3 1099.4 139.8 166.4
DI-FGSM 359.6 1191.8 2134 209.7
GAC-Attack 1249.7 4943.4 779.7 776.9
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Tab. 10 Comparison of per-sample generation time (ms) of GAC-Attack partial ablation variants across surrogate models

A7 ResNet18 DenseNet121 MSF-Net MF-CNN
Var(7) 1275.8 3997.5 619.3 684.5
Var(1) 774.0 2739.6 427.3 423.9
Var(5) 994.6 3512.9 516.6 574.0
Var(4) 1106.8 3780.0 594.0 553.6
Var(6) 1231.2 4059.3 761.8 740.7

GAC-Attack 1249.7 4943.4 779.7 776.9
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Tab. 11 Target model recognition accuracy under data

partitioning based on acquisition order (%)

B HEBAREACC
ResNet50 83.58
ResNet18 83.24

DenseNet121 82.34
VGGNet16 72.44
MSF-Net 78.18
Deform-DCGAN 75.93
MF-CNN 77.50

(DIFICFM), S5AT#2GAC-AttackitfT L, 45
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Tab. 12 Targeted attack success rates (%) of different attack algorithms across surrogate models under data partitioning

based on acquisition order

Bk ResNet50 ResNet18 DenseNet121 VGGNet16 MSF-Net Deform-DCGAN MF-CNN Average
GAC-Attack 60.2 60.1 49.3 27.8 414 47.0 46.8
DI 45.7 48.1 39.1 29.9 34.8 26.0 36.7
CFM 37.0 34.4 29.7 27.0 26.8 32.7 31.0
IR o N =148t 2% E Wz
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