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Abstract: Synthetic Aperture Radar (SAR) can acquire high-resolution radar images of region of interest under
all-day and all-weather conditions, a capability that has been successfully applied in many fields. In the
environment of military confrontation games, complex electromagnetic jamming severely impacts SAR image
interpretation and intelligence generation. Scholars have proposed numerous SAR anti-jamming approaches to
date. However, the recognition of SAR image jamming types, which is the prerequisite of anti-jamming, has
rarely been reported. This work focuses on active jamming type recognition in SAR images. First, five typical
active jamming modes are selected and further subdivided into nine jamming types based on various jamming
parameters, which serve as the objects of jamming recognition. The typical active jamming datasets are then
constructed based on the stacking of simulated jamming signal echoes and real-measured MiniSAR data in the
echo domain and SAR imaging processing. Based on the jamming datasets, an attention-combining deep
Convolutional Neural Network (CNN) model has been proposed. Thereafter, comparative experiments are

performed. Experiments show that, compared with traditional deep CNN models, the proposed method achieves
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more accurate recognition and more stable performance across various scenes and jamming parameter

configurations.

Key words: Synthetic Aperture Radar (SAR); Active jamming; Deep learning; Attention mechanism,;
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Fig. 1 Flowchart of jamming data construction
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Fig. 2 Image chips of MiniSAR data



5 1

MRIEARSE: TR CNNEZYFISAR EEA TR R 7575 901

BT EI4NSARE G Yy MG T &
R X TEISETHAEN, BIE T
BB AR ER AT BRI, Dt
FEAMT- AN o BRIl [RIBICRFR 86 RT3
A4 43 A PR [ ) R 7 - AN 7 A6 ) ] R
FERE R T P2fh . IRk, 52T R mT gl 5 A ohh
TR, TN, e RE STk
FEFIAER, LR EIM AR T E .
WHESFA[F M5t (Jamming to Signal Ratio,
JSR), A5 b ST T R0 R 46 9195 45
SR E

JSR =101g 10% (13)
Hb, PPRRTIMER, RERFEHBIBES

MRS, T B AR 141 SARKE
BO . BV R R EINTINALE, &
ANTFIRHUELE B INOF T8, R1ags TA
F BN SHRE . M TPREaFE5.0 dB,
7.5 dB, 10.0 dB, 12.5 dB, 15.0 dB, 17.5 dB,
20.0 dBF122.5 dBIL8FF{ELL. Fitk, T H
R BUE N14x9x9Ix8=90724 .

CLZ 5 H AR SAREUE T I o fl, B3 TS
5.0 dBI A FF-HRBAAF F-HALALE FISAR K
BFHEA H, 847 W B4 LR A F 1)+
PR, AKUGEME S T80, e, B8
MBI, BB, BT, 5
e (B BCRAE G R TP T 7 1 TR BICR AR 3 RT3
B AGITFAMEIR Z k. F—F N ERT
FKRANFERTINALE . O TP RA 2 I AN
T HERR . oA, WS i P78 5 AN 5
] 52 A AT U A & R P AR M B bR s BEATLAS A

®1THSHRE

Tab. 1 Jamming parameter configuration

T SHWRE
oo . JSR=5.0, 7.5, 10.0, 12.5, 15.0, 17.5,
I 7 T ok 20,0, 22.5 dB
[i] 58 BT R=20
BENLEE AT R=20,a=-1,b=1
BHBITI R =20, fg, =0
S BRI R=20,N=3, fi=fq, f2=0,

fs=—fa
R=20, D, =0.1

R =20,D,=0.1
R =20, L =100
R=20,N =2

B 17 IR RICR AT 3 R T4
5 S TR 1) BJCR A T
b T
SEIR 24k T

TARAE YEEMER P AR B B [ SR T Pt
Fo BT P B 16 7 2 T 4 HAR 7 A1 — 2 e
B SPBEITH. Eh I H T AR 2 kT
WAE— WS TR E R [EECRAER K
T EEAT5 L ) B S 1 P AR R E b s . BT
&, AFARMAGETIRESAREIG LRI AR
Frtk, e TIRSRARBIBE T Lt

4 SARBEGHRETHEEIRMNGE

MEISE AT, AFEZEBE T HAESAREIE +
SRR E R MTHENA AR, AIETHAE
SAREIGHEZ RN —MREINR, FFEAH
. I, ER VLSRR UK T G R
B XA T AR R RS A 5] B T
SARBEG A 1) AE /A M, ACAVGG-16
RNEFML, $EH—M A EEINLEIE R
FAPHN ML o K FH SR [44) 38 H 10— FP IR & 63
B, XTEG A RRE AT R, Az
2B AE R A e o X AR TR R R P R B X
S mEE I RuH R, WEl4(a)fiR. BAEIG
HERZE. JEREER B, BatchNorm/Z PL &
BOGE AR 13X R o S5 2
ITPHEE, MR EERRETR INEE M . i it 34
HEH 7 UL K Softmax 2 J5 15 B e 2 T HR R B 25
B RCHTIR M KRR L AVGEGG-164+Attention
Net (VGG-16-+AN), 45 5RHE R 51y i 4 (b)
FrR .

TESR A2, ASCWE T 7R R I HLEI A
ResNet-181 %Y, Inception vAFHYAH 25 S ) W 25 A5
M, BlResNet-184+ANAFlInception v4+AN. A
M, #IBsLIRY, ResNet-18+ AN AL I Zr3E LA
WS, TMiInception v4+ANAELRY FF K7 R AR 7 4 B
PPt WA Ak B THiE = JI WL AL 5 ResNet-
18 Inception v4ASERM 455, FAE LG Fi
Wit K, fEF— X seid, A HAFEE
VGG-16, ResNet-18, Inception v4fIVGG-16+
ANIZARRRL T

5 XTEESEIG

A5 F A 2 I SAR G A VR T 45 B A i
£, IRUE AN A VAR B CN NSRS St AN [A] T P 2 28 fg iR
WITERE . T W 2845 A 24 % FH AD AMARC AL 28 3247
ZH MM . ADAMMBALZESERE NG = 0.9, B2 =
0.99PA Jee = 1078, YIZRIRELCHN100, VILGE: 2R
1074, FHRH 205 2] Rk, RIFEEE40, 60
DL S ORI b, Hg 27 ) B 32 P A JE R 1120%
DA BRI G R IS/ KK s. KA



©
S
)
Hif

11k

. - 5 :
. ; .

—
=

(b) () (d)

(f) (e) (h) (i)

B 3 B O TR B AMOR T HUHLAL B B 50 HARSARIEE YA () A EHITI, (b) BERHTI, (c) MBI TIL, (d) Pk
BOTI, () TBBHTIL, (f) ERERMECRIEE KT, (o) AL MHCRIEE KT, (h) MaiRsITIH, (1) R 2k TH)

Fig. 3 SAR image chips with vehicle targets containing 9 jamming types and 9 jammer positions((a) Noise suppression jamming,

(b) Fixed shift-frequency jamming, (¢) Random shift-frequency jamming, (d) Stepped shift-frequency jamming,

(e) Blocked shift-frequency jamming, (f) Intermittent sampling repeater jamming in range, (g) Intermittent

sampling repeater jamming in azimuth, (h) Micro-motion modulation jamming, (i) Delayed multi-taps jamming)
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Fig. 4 Active jamming type recognition network model based on attention mechanism
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JSR_TS Inception v4  90.79+49.64 85.0843.84  1004+0  93.654+6.43 97.46+1.27 75.564+7.88 99.68+0.63 87.624+4.64 94.60+2.94 91.6040.56
VGG-16+AN 100+0 99.684£0.63  100£0  99.05+0.78 100+0 100+0 100+0 99.37+0.78 100+0 99.794-0.13
VGG-16 10040 99.15+£0.98 10040  98.31£1.93 99.8940.21 10040 10040 95.56+3.61  99.474+0.67 99.15+0.63
. ResNet-18 10040 75.87+£8.75  100£0  93.864+2.45 90.69+3.82 96.40+£2.38 10040 73.1244.06  93.974+3.20 91.5541.32
ISR Inception v4  96.03+4.89 88.8942.39  1004+0  95.2445.48 98.10+£0.86 84.974+4.50 99.89+0.21 90.904+3.13 96.51+2.43 94.5040.57
VGG-16+AN 100+0 99.894£0.21  100£0  99.5840.40 99.79+0.42 100+0 100+0 99.584-0.62 100+0 99.874-0.11
VGG-16 10040 99.37+0.74  100£0  98.65+1.60 99.92+0.16 10040 10040 96.03+£3.33  99.6040.50 99.294-0.55
. ResNet-18 10040 78.81£7.79  100£0  95.004£2.21 92.06+£3.57 97.30£1.78 10040 74.68+3.75 94.9242.98 92.534+1.20
JSRATS Inception v4  97.0243.67 90.4842.20  1004+0  95.7945.16 98.49+0.77 87.624+4.03 99.924+0.16 91.7543.14 97.14+2.11 95.3640.63
VGG-16+AN 100+0 99.924+0.16  100£0  99.68+0.30 99.84+0.32 100+0 100+0 99.44+0.59 100+0 99.884-0.10
VGG-16 10040 99.4940.59  100+0  98.924+1.28 99.94+0.13 99.24+0.25 10040 96.44+3.08  99.68+0.40 99.30+0.51
. ResNet-18 10040 81.33£6.96  100£0  95.94+1.84 93.5243.07 96.51+£2.10 99.94+0.13 76.13+£3.86 95.814+£2.51 93.24+1.01
JoR22 Inception v4  97.62+42.93 91.9442.07 10040  96.324+4.42 98.73+0.72 89.5243.83 99.94+0.13 91.874+3.24 97.65+1.69 95.9540.64
VGG-16+AN 100+0 99.944+0.13  100£0  99.754+0.24 99.87+0.25 99.49+0.52 100+0 99.37+£0.57 100+0 99.824-0.12
< 3 L2/ FETHABNRFNER (%)
Tab. 3 Active jamming type recognition results of experiment 2 (%)
. . e i 5 BEATL = Wik P 25 1) Jrfirin) IR sl
MR T B 2 i MU FECREE  WECREE ZML R OA
VGG-16 10040 99.37+£0.74 10040 98.4941.38  99.604-0.25 99.84+0.19 10040 96.674£2.95 99.68+0.30 99.2940.48
ResNet-18 99.864+0.28 77.94+7.19 1004-0 93.8942.47 91.1143.30 94.37+2.51 1004-0 72.86+3.31 93.654+2.50 91.52+1.27
Fara_20 Inception v4  94.03+3.11 89.924-2.87 10040 94.764+5.05 98.10+£1.16 84.4445.12 99.4440.59 91.674+3.65 96.98+1.41 94.37+0.77
VGG-16+AN 10040 99.9240.16 10040 99.5240.30  99.924-0.16 10040 10040 99.37+0.78 10040 99.864-0.09
VGG-16 10040 98.89+0.95 10040 93.104£5.64  99.844-0.19 99.76+0.32 10040 87.30+£5.42 82.3847.44 95.70+1.41
ResNet-18 99.94+0.12 72.86+6.93 99.7640.48 86.67+5.85 89.37+3.82 92.1443.97 99.76+0.32 62.464+8.97 65.00+£5.47 85.33+2.26
fara_22 Inception v4  94.154+3.18 91.7544.37 10040 73.504+16.35 95.714+1.21 83.4945.11 99.2940.53 91.90+4.68 72.2248.26 89.124+1.43
VGG-16+AN 10040 99.444+0.69 10040 96.594+4.34  99.6040.35 99.84+0.19 10040 95.164+6.31 93.81+2.85 98.27+1.14
VGG-16 10040 99.37+£0.48 10040 94.2944.17 10040 99.84+0.32 10040 91.1944.06  8.734+4.46 88.16+0.53
ResNet-18 99.98+0.04 72.5447.96 99.844-0.32 88.57+5.84 89.37+4.85 94.0543.47 1004-0 60.95+5.30 15.16+2.61 80.05+2.31
Para 2 Inception v4  94.2143.38 92.464-2.81 10040 76.11+£9.43  96.3542.67 83.4145.06 98.494+0.85 91.11+£8.15 8.89+6.80 82.34+0.64
VGG-16+AN 10040 99.684+0.30  100.04-0 99.2941.24 10040 99.60+£0.50 10040 92.70£8.58  6.51+4.93 88.644-1.36




%5 BRiEMSE: B TR CNNER SAREME AR IR ALRM T % 905
HR3
Tt - Ly [i5] 7€ BEAL B Sk FE B Ji LI SEIR sl OA
o e Tt 2 iz iz iz [EECRAE  RWCRAE ZAhk T
VGG-16 100+£0 99.37+£0.89 100+0 95.714+4.74  99.4440.78  99.68+0.39 100+0 69.60£16.78  4.764+6.06 85.40+2.01
ResNet-18  99.88+0.24 66.5948.44 99.8440.32 88.0244.01 85.56+8.16 89.44+4.07 10040 44.2146.53  12.6243.28 76.244-2.34
Para_ 26
N Inception v4 94.17+3.60 91.674+3.98 10040 64.604+17.06 93.49+3.28 84.444+4.49 99.8440.32 73.80+13.37 7.78+4.67 78.8840.95
VGG-16+AN 100+0 99.844-0.32 10040 92.5412.77  99.054+1.17 98.33+2.39 10040 73.40£23.68 1.1941.20 84.94+3.68
VGG-16 100+0 99.92+0.16 10040 85.5416.14  98.73+1.38 98.73+1.16 10040 33.20£19.38 17.504+13.83 81.53+3.88
ResNet-18  99.88+0.24 71.1+£10.00 99.7640.32 81.0345.15  84.05+7.81 84.44+46.63 10040 38.4143.30  30.0844.91 76.544-1.47
Para 28
- Inception v4  94.07+3.67 92.4643.21 100+0 49.1422.05 93.734+4.39 81.5945.35 99.60+0.43 52.90417.55 26.904+11.50 76.7242.78
VGG-16+AN 10040 10040 99.8440.32 82.7419.32 97.22+43.13 97.1442.71 100+0 42.50426.56 29.604+11.54 83.2545.08
VGG-16 100+0 99.21+0.75 10040 73.34£26.03 96.754+4.36 94.76+6.04 99.92+0.16 20.30+£16.48 31.204+17.88 79.51+5.44
ResNet-18  99.82+0.36 59.504+12.56 99.844-0.32 75.3247.83 73.70413.23 76.3546.43 99.68+0.63 37.54+5.86 36.3545.60 73.134+2.42
Para_30
Inception v4 93.91+3.35 89.8443.76 10040 45.60+£20.60 88.414+£8.62 78.57+6.04 99.1340.30 39.50416.96 37.904+10.90 74.77+2.82
VGG-16+AN 10040 99.84+0.19 99.8440.32 79.7+£19.91 94.9244.77 93.25+6.03 99.92+0.16 34.30+£26.16 46.67+7.65 83.17+4.71
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