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Abstract: The hardware imperfection can generate a unique fingerprint of the trasmitter, and it is attached to
the radio signal. The unique attribute of transmitter can be used for Radio Frequency Fingerprinting (RFF).
Due to the unknown channel conditional and the lack of prior information such as modulation scheme, the
traditional method of RFF faces huge challenges to non-cooperative conditions. On the contrary, RFF methods
based on Deep Learning (DL), especially those that can directly process raw I1/Q, show great potential.
However, the research results of this direction are scattered, which seriously hinders researchers from grasping
the key issues. This paper first classifies and compares the RFF methods based on DL according to the
utilization of prior knowledge, and focuses on the RFF methods based on raw I/Q and DL. Then, this paper
focuses on the classification and discussion of the deep neural network model of RFF using raw I/Q, and
summarizes the open source data sets, data representation methods and data augmentation methods related to
RFF. Finally, this paper discusses the difficulties and research directions of the RFF based on DL, hoping to
help the research and application of the RFF.
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Fig. 1 Comparison of RFF methods based on deep learning
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(a) RFF-CNN1  (b) ORACLE (c) DeepRadiolD (d) RFF-CNN2 (e) IQCNet

3 il FRaw 1/ QuEATSHAIHR SOR I A FE Al 45 R 442 o) 23 A Y
Fig. 3 The basis CNN model inputted with Raw I/Q for RFF
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2N ERUZFIA BRI Z AR, AR TR e ot
T 3242 x LB BUAZAE I, QP % I AH SRR AIE
BRI T BRI SH AN R, EEARELHE.

PA bRl 7 LR B A Raw 1/ QuEAT S 4iifE
SUR B A FE A A 22 X 2 R AR, HL AR 2 B A2 3]
LeNetSF 2 B HAF K&, H1~ 2N EGRESK
Kb E BB AR o, KRBT HEEHS
AP A IO SE R H BRI R I . BAZ I E I
(B 1A 77 ) 8 BhH2 T/ QA5 5 [ JR BT (R 0 &R, B FH
BAEBANME SV BILESH, /6 Sta 8U
—PERIANS PR A UG T3 v I 45 7 N ) 4
JE E BB HR I I SR R . AE T BUR R AR TR X
ZJa, nTUMERZ B AERE, T DUEH
SER AL R AT RIE R A 5 BN R eE S,
258 U B R BUR TS5 -
3.1.2 FREWIT

B 25 BET O RE NS IR I Hh 2R A P 4B A 1] R, P&
IR T8 2 1 XU, IR B VR K 4% . 20194E,
Gritsenko® A& ResNet-508 8, FEHRHAEL/Q
B —4ERT B P8R s, WTE T —FResNet-50-1D
B (K4 (a))s ResNet-50-1DRER A ] —4EEFUZ,
PRGSO AR, R E A BhRERE.
FE500/ B 7% I WIFi £t SE M ADS-BE 4 5 11y sk
15328, ResNet-50- 1D 114 fE Lk DeepRadiol D
R > FSETE T 15% 7% 1EFHE R I (100004 15

| Softmax _|

Identity(ID) Block

H_/

Residual Block

Conv Block

(a) ResNet-50-1D

#)WIFifIADS-BH##a 4 b scia iy, Il Zrke
HE%, ResNet-50-1D# A FDeepRadiol DA%
FRAER s IRBEAIE I KA e oy R uE it
ADS-BEREAE _F I HER T Ry fEVIZRRT LR E1E
RN HA RN KB 5 8 HELEHT % Deep-
RadiolD#E 2 114 it L T ResNet-50-1D, FEIR/Z
IR A —E T 20204, SBhRIREE A1)
Wit T — M ResNet B!, If5 XUEFEAE TR 5%
A FRaw I/QRICNNARE AL 5 vE3E4T 15T b, HF
FURBA, TRIE S ) J7 vt e s B o i S
HResNet 8 b ONNFEA (1) GE B 4F . 20214F,
Zhang% N1t 7 —MRFFResNet % (4(b)),
HSHHE NResNet-34-1DIERI ) —F £ 47,
FHUSE TSI R, 4% BB I A 2 K b
Uf, TWESHAREMITE; FrEl N 2%
ML EHE )25, A BE % ) BIE 8 I s 8Ot A
PEAERLA

B 2 0t A — b R4 R L 17 B R0 5 i,
e85 7 (b 5 AR LS, AnTE S E N 2% Hh ik e
55 B 7R 2 BT, Bl S EEnTR, AR
R S Re )kt — 8T, BEiE S TR KT
P53 4 7]

3.1.3 S XE

SHoR L E SR ERE RN, ZEHDNN
R OTR] DU B A P AT 5, B R b ] DASRAS S 47 1Y

| Softmax |

|_ID Block |
| Conv Block |
| ID Block |
Conv Block

|_ID Block |
| Conv Block |
| ID Block | x:
| Max-Pool |

1x7 ConvlD(64)

Identity(ID) Block

H_/

Residual Block

Conv Block

(b) RFFResNet

4 I Raw 1/QuEEAT RSO M T ResNet F 2
Fig. 4 The ResNet model inputted with Raw I/Q for RFF
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RO, TESHIR a0 B, Chen®s N 7E B
S LoRa (Long Range) FIWiFi¥d £ b, #4171
AR 28 2 R (AR R A B L S )
R0 24 2 2 SIS R A0 R S 1 L T Rk (A b-
lation)SE&S, UESE [ R S5 & REUH AR, &
FHDNN K GE 4% T A R R FH TS N Q% IR RS
B, BHDONNER PR IA 20T SCEDNNA A,

20194, Gopalakrishnan® NPt T —F &
HCONNBLE (5 (a)), %A 2R HCEEE R
2NEREHM, E AN EHEER RS IUR
1k, SR8 A SR B2 4 B HOERAIE e 4y SE 3R
fiE, FEIE NS A 45 (temporal averaging) 2. 5K
R, S HCONNEA, FEHCNNEAE
ADS-B¥idE EYERESETT 176.66%, fEWiF#ihdE I
PERRIR T T 1.64%; FEWIZRAT 5 s e 07 (1 e 75
RE% 10 151 X 45 2% > T B FR ) S AR 20 I ZR%icdl
R RS RS IEAR IR BE T B, Bk g 2]
&5 R L& FFESRIDEAR N S /5 B Agadakos
25 NPURIStankowiczZE N2 # it T E I CNNE
A, fEDARPA%#ESE FSLio R, SHCNNE
RUZE ST SOR B 25 v B 558 K 3R e A
TERIZ AR, FEZ TN A5 T8 3 7 52 M A5
PR s L B S s IR, R SRS OL T B

| Softmax |
¥
| cFC(class) |
Dropout(0.1) 4
| cBN |
| Softmax |
t | cFC(128) |
l FC(class) | Dropout(0.1) 4
t | ¢BN |
| FC(100) | 3
+ cFC
(256)
| Avg(+100) | Dro;|)out(0‘1) 4 |
T | BN |
| BERERE | ;
+
| 1x5, cConv(100) | | 1x8 cConv(64) |
) Dropout(0.1) f
| MaxPool | \ c];N |
["1x40, cConv(100) | | 1x16 cConv(128) |
?

[ Raw 1/Q(1x320) | | Raw 1/Q(2x128) |

(a) SCHR[20]H B ELONNAERY
(a) The complex-valued CNN
model used in Ref. [20]

(b) SCHR[43]H H A C NN Y
(b) The complex-valued CNN
model used in Ref. [43]

TSR, KR BAAHIHIER . 20204, Cekic
2 NIk a4 FH SCHR[20] H R B CNNE AU AT 78 T
ANFRER B (NS MRATER —K) . IR
FTCLR A5 1B AR SR % R R IR Se s . &5
RERW, BRI RE 2 T B AR R R
4, BMFZ M2 E52 )R AN R R B E
REAE, T AN AR RE LR S SURFE, R4 A5 FH 3L
I 38 5 5 VR R PR TE MR iz L MERE . 20204E,
GuZ NI T — M EHCONNEA (E5(b)), H
N EHEREMEREERZZ /N T 14
SHBNJZEFM14Dropout/Z, A LI Z5iE
BRI A, 7RI ANLIE 72 Sl $d 45 b sz
B, SACNNEAAR T4 CNNEA, FCNNAR
A, 20204F, Wang® NI 7 —HF 5 $ResNet
B (5 (c)), Homat 84N HE S 1) B Bk 22 B fe BURF
fiE, RIEEH3N2ERZE 0, 1E20N K& WiFi
A Fseie s BRER, STHResNetfi M L E
B CININ A 7R A0 L T 25 34 2 B P ) SE A CNIN S AL
Re#RUT, HAEFRFER7E13.6 msPAN, HEEFCNN
BT R RS, (HI N T3 TSR R BRE T
SEALCNNA A HEHFERS, B B ResNet A B fif
ANHEAT BT AL FOFA AL B M2 AR BE 05 18 2R = 1)

Avg-Pool
Residual Block

Raw 1/Q(2x1000)

Residual Block

(c) SCHik[44] 1 1) 2 HResNet F A
(¢) The complex-valued ResNet
model used in Ref. [44]

5 i FRaw 1/ QuEATSTAIHR SOR I A 52 HOAR BE I 4 ) 20 A5 Y
Fig. 5 The complex-valued DNN model inputted with Raw I/Q for RFF
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FESHRFRSCR A b, [R5 2561 N S HDNN
RER L SEEDNNE (g P REE 47, 1 HZHDNN
RREBUGHAE e L AR A L INFIA] I BRI R AN TE AR AL 45
BRI EBIEL LT, WAL, MR
R A ARAY (8 N AR AT FAE TE 4

3.1.4 Hibp# 757%

(1) ASINVE T S HILA o o 2 A 1Y

R N RE 8 AT 128 15 b 0 oik B EEAE Bl
E, MHIEAE B REE, PengtS ANPUFECNNL
RGN T HEESIHLHISE (Squeeze-and-Excita-
tion)MiHR, FEWIFiEdE &£ ERSei R, #in 1
SER I CNNE B AEARE MR L, IE#f R &,
PERESE N EFE. IbAh, W SRR TR ] — Le S 0e
R, Rt — B IR T B PERE, I WengsE
NBAR T — PR B 5 R i e 5045 R B v
BB L (Message Structure aided Attentional
Convolution Network, MSACN), %M #:44 HA A
[F) T 3 A5 BOAS 5 8623 0 B R NI M 4, AR5
X 2B YRR B AT IR IO & 9F, JEEA
RYERTHUE 58T 7 — M E R bS], Seiek
i, MSACNBA R IEZA T-ONNBLALP, ResNet
R BN G A E 2 VR FE i 48 I 2% (Convolu-
tional Long short-term Deep Neural Network,
CLDNN) 57,

(2) ZRIFGIAHE I 2% 157

20194, YufE NPV I T —Fh 2 SRR SR
28 [ % (Multi-Sampling Convolutional Neural
Network, MSCNN)#8Y, Hi@ i fFH 2> KA
e H BT 2 RIEERHER DU 7328, AR TR
TR A 00 B 005 47 % S I S 1S DX 40 i A A ) T J AR A
HS e S AR S KR AE, AT BAS R FE 1
Z RIS 5. 1E54 ZigBee W 5 HH 4 L5k
R, FEAEE, JEREERI S FMERELLTS LT, MSCNN
B HR L ONNAE R PO S B e S A . R
MSCNNE A g N T/ QB 23k 1 M wA% . AH
RS AN DL RN FF AL B R A, BRI e AL
P S — SRR IME SR I AR, (HZ R AL
7 BRI 15 KA.

(3) MR TR P IR A A 2 I 2 A 2

20204, Robinson% APUHTH T —Fhf s )4
KA R E R (Augmented Dilated Causal Convolu-
tional, ADCCO)RERY, {E& I\ JykE Sl eft B AR
RAMBANANF L, PR IC R AR S0 8
PE. ADCCHRERY AL F HE S 1) 5k 72 B N AREAMAEA TR HIP
16001/ QB H R B 7= A 2500 MFFAE, 44 5 Al

BN 3K B TR R 19204 1 41 R X
2500/ NMRHAIE, B 5 AR 22 BRI e 5 AR A% S B (1)
TEERER, 1R ARAMANRE . BN TP AR I
FRVRFAEAS 22 %2 9w 05 A7 B 58 MRS 005 B BL 52
M, AR EFTEAR MM SHTE L T K 7K
ZH, XLl S ADCCHRY BENS 2 2] 5 MU TE
KIBEAFFREL, AR ZREAR 5 56k 255 1) 43 A AH A
PG T e R IR m iR . (it — D4
AT S I TRAL BE 7 V5] BE RNV BR A5 18 20N
R SR P SHARAR S, ANReHE) B TE 115 5 2R84,

(4) UK A AR 22 ) 255 15 7Y

20204F, Tian%E NPHEH T —F0% CNNAS
B, HWIFiHT 215 5 B 27 5K ) 257 51
I3 AENPAFEAT B SR, SCRR )N 4% 254 5 OR-
ACLEB R GREREA—F, FFEBREZGY
IT7BNR, &M N ERENR R G,
PSS R B Rl G, AN 32 2 BN .

B 1 DA sk v i Ao AR A 2 I 28 e FLedadE Ty
E2 A, W E E R DenseNet 97, 3D&FIfHEE
WX 21081 [ gt | 2 i 000 B /N O AR b A 70 4
JPEHAT IR EOR A, NFRATR AL T IR 0 Lk

AL & CNNEY %0, BT 7 CNN
TSP S5 A VA R 0 I SZ B, A CININASE 2R fi o
I 31 U9 99 f 47 (inductive bias)™, J& L AEAEHEEL
HAME— YRR [ S04 SURFAE IO ORAIE . J8 5T
BRI 28 2k SO gRTTi . AT B8 s
GINFRZE B8 T Benl DUdE— 2B 3R I 48 1 2 J= IR
FHESRINIER & RE 1. £ R&RANE T8 5
FVRIIIEDL T, & AT R F 26 56 R0 R it — 28 X ) 2%
SEREE TG, SRTH A X R EAE S R S AR S
MR Sy ek, AR T R N i O P
. AR 22 57 T e 2 BLCN NS A i Hi Al
R R FEART, ONNBLEF P S I A A
A, AR T AN R PSR, CNN
B A By A7) SR 75 L5k

3.2 TR MLEIRE

RN N A5 2 48 K $2 HUCEC A 10 B () AH DG PR RRAIE
FEARARAL PR . 355 R 05507 1 2 A5 3] 7 BT R A,
87 L PR RN INASE 2 A7 75 K RS J2 O/ A7 R0 A i N\ ik
BRZ B F JE, KA HE1Z (Long Short-Term
Memory, LSTM ) 2% 45 41 1R 4 #h 50 AR 11X A
A NI ES T HRNNA R (R LS TM R 2% A5 7Y
FE AR SO T R o

3.2.1 KEFHRICIZ W 4 4R AY
20184F, Wuss NI A LS TMAR AL i3k 4T
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SR SO A, 1Z M4 1 LSTMZ A1~ Soft-
maxFE4L K, EZANUSRPEEE i seib £,
LST M [P 2% 152 704 77 AR A e LU sy ] BRAS IR 47 AR .
[F4E, JafariZe NS S#F 7 —MLSTMA R, %
W25 3 NS MLSTMERIAN &R ZEH K, 15
6 R 5 1) ZigBee Bt % L ISZIR KB, FONNAEL
FYFNTCNNRL Y ) IE A 2 B B AL T LSTM [ 2 4571
20214, Al-Shawabka®s A9t T —FRFF-
LSTMA (Kl6(a)), B H3NHESHKLSTM)E
AN 2EEEHE, BANLSTME & a5
HNANBIEKE, FALSTM)Z 2 J5 1 RN
0.5 Dropout#EJk /bt #l &, 7E100LoRaik#%
B FR s R, Bk ECONNR B OTLE fr g
WP L LS TM M 48 A5 70 T AR A5 S 4
HONNEERIAH L, RNNLRZE 54545 208 5
W ORI 7T AR AR b fE /NI B R 42 L LSTM
R P AR T CNNRESY, 1 75 KRB His £ 1
PISEEGR B, CNNEARLTLSTMAA!, LSTME
R A I ONNASE L () 5 R AT A A2 LS TMAR L $2 B
()2 B TR0 AH SRARFAIE , 170V O 2 [ AE S REAE, 1
T G i () A R AE AN AR FE SR I S AFR S0, T RE
SR E T HEAR A R R PIRHAIE, LU [ 25 B 78 g
B — B W (S TERHIE AT MR, M{E I8
KA, BRI Re & B3 R
3.2.2 BF&CNNARNNEHY

A CNNAIRNNAE Y AT DL [E] i 71 CN N A% Y
PRI 2 (] FH & 45 0F FRIN NS 780 47 B ] A 5 48 iF
FIME A, FE S 5 TR H R 7, EAEsE

FC(classes)

SimpleRNN(512)

CLDNNEAY bE s e I CNINBR B 14 e A K a4
o 20194F, RoyZE N¥% it T —FRFF-Conv-
LSTM2D# A (E6(b)), ZAE A 12N ConvLSTM2D
R R R AR, 7E8N RIS USRP B210
AR RSB R Y], RFF-ConvLSTM2DAR R 1)
IEZIE 3] 797.2%, T GRUBAL(95.3%)
LSTMM 7 (92%) . 20204E, Soltani%g AU
it 7 —MRFF-ConvRNNELA (E6(c)), %A
BT . RNN L BRI 42 7 455 F AR
R, MBI AT mT N ER RS ERE
MR Z A K. B S G AR B oA e B
[ HH AR AE, 4R A F Simple RN N JZ $1 B 1] 41
KAHE, e B R TR, EDARPA
Hn 4R (50N WIF g ) LRSI R, FEAR M H]
AR R IE I, RFF-ConvRNNARE RS IE#j 2%
EAR T DeepRadiol DAY, i 24 4 F £ dfs 8 98 77
1£1F, DeepRadiol DA &Y [ IE i 2 J 1 #% AL T
RFF-ConvRNN. 20204, Liu%s APt 7 —Ff
TRE MY (E6(d)), SR HEAY A&
SERLH ) — 4t 5% 22 & UM 4% (one-dimensional
residual convolution network with dilated convo-
lution and squeeze-and-excitation block, Conv-
OrdsNet ) MR XU < A 12 12 (Deep Bidirec-
tionalLong Short-Term Memory, DBi-LSTM) M 4%
AR, A NEE Dy K B A3 EE, B .
QERMAHALAE , AHALAE FH T4 B4R BURFAE AL PR
S, 1E16N A B S5 USRP AR 41 [ 152 ih R 0,
AT ZR G T R E B FERE M
AT RE RS S AERA 2, EAH [F) IR R T w5 2

[ |
| AvgPool1d | | FC |

ResNetSE 1d

| Softmax |
T
| FC(classes) |
T
| FC(256) |
Dropout(0.5) T
| FC(512) |
Dropout(0.5) T ReLU
| ConvLSTM2D(256) |
Dropout(0.5) T ReLU
| ConvLSTM2D(1024) |

Raw I/Q(2xN)

(a) RFF-LSTM

| Raw 1/Q(1x2048) |

(b) RFF-ConvLSTM2D

MaxPool/2
1x7 Conv(128)

ResNet64 1d

7'
DBi-LSTM
ResNet128 1d
X7

(c) RFF-ConvRNN

6 f FRaw I/QuEEAT ST TR ORI I PR F o 0 o) 2 15 Y
Fig. 6 The RNN model inputted with Raw 1/Q for RFF

(d) RFF-(DBi-LSTM+Conv-OrdsNet)
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I/QFEARTER; EHBR TES TR, MW,
ARAL WAL S AR R0 f5, AT AT DANE = i
B B gy AHOC B HARBSGERHAE, B BRIP4
AR SRRy i

B CNNARNNA A R AE SR IAE /), E—
Lo RES RIS A e, (H AW FTHE
7E MR EHE 5 I 2504 o A A — B, CNNA
P RE IS T B A CNNAMRNNAE A, S Fh
REGERWEF GG A STM: — Z&CNNEL
B REE ARG 5 P AR B A PR A A VE (P RFE
RN 8 56 1 — 0 i 42 2 A R R - 52
A QAR B [B) R AH DG, 3 W] e A2 AR I R 25 1)
KIPARFAE, R R RE A b T SR 56 7 1 A0 BN
i, A V] RESE o8 A5 18 S TR AR R 2= BT 3R I ¢ B[]
FHIGHRHIE, T HAEARF RN 4G E SRR R R
It 51 2 4 R AE AR AT R b 4 S U [ A R A 5 5 3
X B RNNALA (1) 5] N S M5 15 78 A A8 1 14
REWAL; —RCNNAALE S MR M % 24 et
RIS FEOR B SZ Y, AT B A 4240 B8 K (] R |
B PR 77, X —EEE Lygkh T CNN
LAY LR ] (0] SRR AE SR O T %5 % . BB CNN
FIRNN R (1) — sl s 36 ok LR B, ¥ 1 58 5 K
AR [E] ), BN 2 E B AR R AR . £
B5R 78 WIZRJ7 V5 7 TN L R ARSI, 7500
Al ReE RS S, FEUN I AL RE I T B
3.3 Transformert&#Y

TransformerfE B & A6 FFCNNAE AL, CNN
B, RNNEEM R S50, Heeik i il
i, I YR A AL AR SRR SR IURAAE, 20174F
RN FHAE SCAEIE R, 20204 15 YE F 4l Trans-
formerfRHAAZE FIVIT (Vision Transformer) 747!
ST BRI, B TR H Transformer B A 34T
SHTHR SOR A B T D . 20214F, XuZ N
Hh A A 50 Y Transformer 5 84 F128 4 43 #1 777 (In-
tra Class Splitting, ICS)HEAT AR F05& S A], H
i F Transformer 5 A [ 2 A4 #8350 70 32 HUH A48
80, BRI RS 5 AT 5 B AR RAE A%
IS HIR R AE Miself-attention ¥ B 7 U@ ME, AL
BT 552 2% P RN SR O B R AIE, 7E30NUS-
RPEEE LIsLI0 R, 1% LR UL s ks B4R
“dik RIS SR ME S, SRR TIHA R
fl FF£E 5] (Open-Set Recognition, OSR) /7%
20214, Shen%F AP F Transformerti A s 7
RS SR N 104N R AL 5 LoRa s & AR,
{H 2 1% Transformer B 28 (P4 A FHR RN X NSTET

I ATRE ], A SO A STF T R on 2 253
BT LREHMEMN—RK07%, FEAITHE 42715,

ME T CNNAET A RNNIR A, Transformerf®
RE A 4 R A AR A ) IR AT U RE ), CNNS
AT RN N AR A — 5 fe Ak 21 [ 5 K RE B\ 2L
P&, 1M Transformer &Y B8 6% 4b B AT AR K B 1) 40 N
AR, X5 R Transformerf& 8 B A 547 (1) R
EYERIATY EYE . Transformer i 8 ¥ N FH A7 7E
—LERE|, W Transformerts B4 1) U4 4 f 4 56 2D,
JUF e N>, MCONNEMMRNN
W B R IR Az By . A (AR M L N [) S AR 2
Bom A AN s, X BAE A RS, Transformerfs
R EBEE LIS EE. £, BGRSEEA
ADFR. KB, S EBRE, 1ETES0N
MAEGE D, X R T Transformerf 8 7 5 4
FREURN IR

3.4 JUfIREF SJHER

BARIR L2 2 T E DI SH TAR 2 408, T8
BT SRR LR, (HDNNAERY K& a5 —
Ffe TR, AT E ALK . 20214F, Bronstein
2 N VOB H UK FR I RO S 55— BRI, MR &
AR BT VA 9l G R DX 2 B, 3 M LT A6 Y
FRMN CTURIREZES]”

KRR AT — P O A R B S ) AR 4, X —
MNEEMEEH, AR ME S T — DX FREE,
WHERZ PSR S — MR, RIS
FZ %% Bh 2 78 S H R B A = AR 40 R B i 7%
gl), IXAEEG AL o — A A B R LT Se e, X
N PR R B e 3 A ) A ) 28 ) 5 LA TR b H B
TR, Kbz, ML HBAESRIA N E B
R ) S AR SN M PR HF— B, CNNALAL 1~
FESEARNYERTS T 5 e SR Sl n) 8 — Fh 2 B AR RR
PR B, CNNAE RS AR 5 A S0 7 H 1 s 2 B
WAESEIX — B A . (HEfRrh ELEE S S
TR TR STE TR WAL 5] R RS S5 TR
SRR BT e AR . A B AR L, XS
I B 20 A AR R 58048 7 A R AR T 0%, AT RE
FECT MESBIRVERER T . R BRAEP R EAE
S S e i G 2 S S e TP N DO 7161
ARl i 33k — 20 0 5 DY) 25 A 2R 6 S A 4 SO X
Gt , $ETt 2B R B R e, Mo —
A A1 BE R U0 5 1 R g 4 S5 A T 5 22 I 2R 4
o FAh, BT R IR 2 AN A R B[] R 4R 1 £
i ASFEHZEAUCREREAR . BRI R TTE. 25
BN RN SR RN 2, BRI i 90 26 5
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NBAEARAC I EREIE . A R AR I B 5 I 2R 5
Yoo A A — BUN B AR R RE PR, (H IR
AT HE SRR A A B TAT, HlnREE
¥I 20 AN T RE 7 o T AT LIRS B 1 5t U5 vk v
HRELE— € o B WS ST IR WA . AL e
SERRAT, B R B AR IS TR,
JUARTIR JBE 55 =0 PE AR 28 A 37 X 238 B MR B 1
TiVER R — R RO S . BRIRAT A EE A ER L
B A5 5 R () TP R R A 325 18 S5 IR 2% A 35
Wi (RIS IR O, X R BRI f X R, (1) S AR
BeR (t)REUEIRFF AL

F(Ra(t)) = f(R(1)) (3)
Hrr, Ry (6)/& R, (t)52 2R 2% IR 2 520 Jim & 28 1 25
AR He, S TE VRN To Lk BLAE S HIME .

A2 1 5B 3% MBI, IS 5 Ry (6) B AR
WL Are?, r e RT, 0 e R, BRI Er-FMADE
08 HIE ML 2 RE, 421 7y B2 dn 2 3k T 1)
B DURZEBER Y, 040 BRI DR B BEU (1) = o |
0 € R/2nZ}, SSO2)HEFEM, WZERRT x UL)A]
DA Hr R 5 6 ik (15 3 0 488 2 ) A A e % (15 5 AR A
L) o

20214F, Brown%§ AW T —FiE 8GR
7~ %% (Channel Robust Representation Networks,
ChaRRNets) AL, %45 A 0f 46 A8 45 A il 242
#4110 (Group equivariant Convolutional Neural
Networks, G-CNNs) AT T HH s, HIIANT
wFMIg &7, fFHGEH T RE&HRE T4, 4E
SN TR EA T R, W EEPHEREE,
BEI AR BE SRR AT’ — MR L,
AR L2 FEERDIHFERT < U1), B
FEREM R BRI B A, 7 H SRR,
ChaRRNetst 8 B A X 2252k K &M, JF A
SRR v A5 B3 % DR RS N S o ) R it v
AFAE R Z IR ETEM S Z AL RE /) DARPASE
& ESRIRERY], 7R R IUBEAMAZCE B I Gkt
AAELL T, ChaRRNets# R L G HCNNB R H AT
IR A ANZAGRE JT, XK BRS AR I £ AH

AT LA 25 S AR S S0 ) v T 72
PEARD, SRR B AR 28 0 28 75 56 S4B 80 ) h
N RCRE, SR ARIER B, Befig It T k2%
RER ) AR D 45, AT DA 82 T o 6% 50 55 € ] R
FRIEIRANRE /), SEILE m B A, 32801210
RE U EE SRR, HATR K.

i, ACHE I Raw 1/QuEET S 41 HE SR 71
IDNNEE R AT T RGE R, FF5F % BlF 70 485 Rk
TT . ML ESAFAR TAEM S tn] DIE R

B, MRS AR AR A ZR VA S M
RIRIREAA, RTHE IR ORI RE i 5 2 AR TT
TG, I TR X I A SR A A SOR T F 7E 7 5
itk BRI A 5y T R AR T B 4

4  HSESURR BT RBIES . BIERT
TR R EIE R R

4.1 FrRSSIE SRS

Bm. FIRME N RIRES 3R, &
R R BRI YR B0 SR R HE BN TR 22 ST R
WEE . ERLHE ST, W HAX
AN RRIGH R 2 U AR AR, R E S
BRI, BEAITIRFEEE AR/ N, HAT, &
T HAE S G R H, RML2016.10al?/ Al
RML2018.01al I AN S N 72 . T AE St
BHRSCR A, BARWAAAE — TR S AR, (H2
FH T 5 AR SO AR X TR R O 22 S 1, an i A
TRECER DXL EEELFRAER RN,
S AR SO NEAR R B BN EE L, B
BIME K. 54b, BT RS E LGB
N, SEDARP AL T R K 45
SOR B R TTIR, DA FIFFIR S i ts S0
EIL A BE G I A 7 R

FAFNH T HB 5> BUA 1T IR 5 A sUBE 4R
BRI E, 5. (S, RENASERE,
PO BC B3N AT T A, DUt e SRR 4R
PSR ESH . RO im il BN L. &
EX. SR EMWIFiIfE 5. ADS-Bf55. LoRa
G555 ZigBeefs 555 E NN R . B0 — M Adi
USRPE NN, RFFREFEEAFRIES A
R v, R Rk, RIEHT R H 3T
SIEERCE, Blanml B SO L [ B EE B AL
FEHRASE, TEANFRIB TR T 200 R AR, U IR AL
Z IR HIREES, TESEhR TAFM BT ek f kg = RS

TE5 B 1) — e b e SO AE b, IR T
HECRR TR SRR, (HIX AL L2
TEBRMFIES, TR/, BEAUEE IR EE
£ BRI RN BEAME R LB, JE B AL T
I8 RN AS [ ) (8] B R A 85 . RMEFLIH 41 7E
DARPAE R IUAEE S b AmE 7 SESE T iX —
R SRR SR ARG N, R [R R TE)SRAE 1 2R
FREC R AR O S5 17 0 AR 2 A AR TR
KILETR. Fk, fERETsacdaent, &
B AR SEAMASE . WRHLIEE . 285N,
B ARBERHLESFFRZR, AR E R
SigMFFr#E AL T Z A GHAFE so s £, HAH
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FH 70 B8 F 20 it 3R SR BT/ QBUHE 1N P R A i 4 L
MIEAEIE SR E . HUon Z 5 B R .
Ak, AEARFVRE SR BT, H TR SR A
SRBHE 73 AT INZ A RE T IR B 6 A R St T
HE R P MR DAL 2 7 GE T EJT 4113
BT SR AE NFORIAIT T WO LR 2o 6] 5500

RO E R, H TR 2 AU R SUR BB 7T
AR DRAFIRWHLANAL , AT 2 B U HTLXT S 4345 S
WIS . (HSE, 7RG SOR TN A )83 B B
AT Ay B — UCRAE AN ZR AT 2 R e F 2 )
AR R E, A R RIS S AR
DRI R 3 7 22 A SO ) Bt £ AR AT 0 22

& 1 FRRSH e SRS

Tab. 1 Open source dataset of radio frequency fingerprint

R i o
B2 N CHENIPIS S 1 —
AR M [FERA WL P Fofth
=N s AFEPEE(2~62 ft,
[63] USRP X310 16 IEEES02.11a EA; LOS; T‘HEE%’@ 62 ft USRP B210 5 MS/s 27N/ QRAE S/ AME
6 el K)
USRP A EIE /W /E A ANFERE(10 d); , 288N/ QR FE i JHEAR,
BT No1o/x310 20 TEEES02.11a/g Fl— Rt R KL USRP N210- 20 MS/S o0 s ek Aot M
= . ANEIE . SR )
[81] USRP X310 4 IEEES02.11a B LOE’/ NEOS’ AFIRTE 2 d): USRP Ba1p ° M5/% 512/1\1/Q7Kj$\ﬁ/$$2!§,
/LTE/5G-NR AR B 5 (300~1000 m) 7.68 MS/s 36N/ QRAE S /A
N EHN: LOS: ARIEE(4 d); USRP B210/ , SHEALTHR IR, 14
[62)  ekpa® 174 IEEESO2.11a/g A FHEAHL(411) N210/X310 25 MS/s TBR/N, I T4
. Tektronix 250 MS/s, N
20 ot . E : AN
[82] “#E2FHL 86  Bluetooth LOS; [#5E#EE(30 cm) TDSTI04 5 GS)s 1504 FEAC /A
[83]  kATHE 140  ADS-B LS RAT R USRP B210 8 MS/s K FE3ed L FEA
e D30/ e g Signal Hound , e A
18] kATHE 198 ADS-B BRATHE SM200B 50 MS/s  200~600%kFEAs /AMA
_ , o , 81924/ QRAE ri /FEA
[84] LM 60 LoRa #EW; LOS/NLOS; #il/#3h USRP N210 1 MS/s 1000 A /M
. T _ HEH /S AR5 d); AR (5 m/ ‘ AT JOSERE & (A
[85] WKW 25 LoRa 10 m/15 my20 m): AFEBALEA) USRP B210 1 MS/s  2e8/M/QXHE s /M /R
P E A AR, 600/ QRFE s /FEA
86] USRP 2932 21 IEEE 802.15.4 USRP 2932 5 MS/s
18] T D N N
87) DJIMI100 7  EbsiEBE  WEERSE AFEBER(6 /9 /12 ft/15 ft)  USRP X310 10 MS/s £99263 M/ QARFE £/ HEA

2240 FFEA /MK

AP A E R SR
SO SR BENE AL AT FU 8 (R A — R 2k BRI
B 5%, e PR SRR, IR L
fEIEIE . R, SRAEI A AR YO L AR 22 Fhik 2 [
2N, LAEDS B TS SR SN S e . R
WZREHRE A ANZARE S AR HE L F 1 5 it
SR B 55 2 o )RR I ST H

4.2 HHESURA B BIER TN

il VR B2 57 21 04T o 4 i A - A B — N BT
FIRIEFE T 1], 4 S N B e i R s T 2T B
RTDNNBAIGER 2 5] H bR K R e 0,
FETCE LT T PRSI AL L ZAE 5 TR AT 55
HURIL, HiERRE S ESFSNRA K, &i&
B RN T T FFDNNBL Y P fE . 78 5 4
FRECGRA P HIR R RS EAAT/Q. A/¢. FFT. H
IR (Nature Logarithm, NL). Z71/Q%. #K2
I T TSR IR RN, B8R SR TR Sl R

ANTE AT B SOk L L4518, FR4A T St
PSR, F5RMAE &R, K21
STFTYEA—FEEEFR RN, T SEIUELT IR A
RRAESRI, Sebr b fF Bk B A EN S 5.

SCHR[42) KB, R EECNNEAR,, KH
I/Q+FFTHRRER T/ QRRIEAXE L. SCHR[90)]
RI, EERHLSTMERE, RAT/Q+NLFERE
XA LUNLZ R A BT, HR8RTEm
FaiE . SCHR[51)RIL, FEMKEMELL T, FFTRRIE
KNI/ QEAREXT L. SCHR[O1)RI, ZEHT/QFE
REAT/ QERERE L, FTiERBRZEDBHE
RE 5 0 AH A R 2 3O % 1 22 35 380 255 1) 52
M, (HREENERSHN TR ETF TIRE. SR8
RIL, TEEHCNNERE, 1/QRRFERNMA/oR
AEREL, MAAFETE RS, nTHENAE AR
S A AT S LR S B K . STk [26]
RIL, STFTHRRIENI/QERERMFFTER R
A LF, TERBIRAME G, 3FhRR LA
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Tab. 2 Research of data representation

R ELC R s

N o K ) 2 g ) ML A7 Sehr L 7':45‘/\
SCHR R ARA {55248 W& P WL
" - 1/Q,
[42]  HEHCNN WiFi/ADS-B 100/1000 | /Q/sz‘FT I/Q+FFTHE4F
- 1/Q, NL, o
[90] LSTM WiFi 4 T/QNT I/Q+NLE R E
(514 & AIHLHI CNN WiFi 20 1/Q, FFT FFTHELT
[91]  HHCONN WiFi 20 1/Q, Z451/Q ZENT/QELT
85] CNN LoRa 25 1/Q, FFT, A/¢ I/QFIA/pTELT
1/Q, FFT, STFTHELF. ZSmthe/a, 3HhERERIHRA
6] CNN LoRa 20 STFT R EA IR, STRTH 4
1/Q, A/ <10MBE&N, A/SMSTFTSLSTMBAEIA il 10~49 M 50,
[50]  CNN, LSTM LoRa 100 STFT AJSRIT: 50N LAY, SHEUR TR A MR
(66] CNN. 5% Wired/WiFi/ [10/25 1/Q. AJé SHCONN: LoRa¥tilie I, 1/QELf, Wired MIWIFilas I, A/¢Hlf
CNN LoRa ’ SHCNN: LoRafIWiFi¥dasE b, 1/QELF, Wired$¥itE F, A/ EIT

ROEMf SRR T BRI, SCER[50) KB, TE%
R T 100, LSTMMKRAL 5 A /¢ Fnit
KXMSTFTR R AW ST HMAS T 7
WAABRENL0~49M, A/oRRIERM T JLF3H
T A GO fER&AEBERTH00, 1/Q, A/¢,
STFT 3PP R TE U B (1 P BB AR AR 22 . SCHR[66)
KB, EfEHCNNBAR, fELoRa%¥¥isk L,
I/QFERENXFEL; EWired MWiFi$d 4 I,
AJpRRNTEXELF; R R HCONNE AR, 78
LoRafIWiFiZ#E4E I, T/QRRNIEAXFEL:, 7EWired
Bk b, Ao,

gE LRk, AR SR I R R R T X
SIREE S )5 A5 SRR AUT S B O, s
BR[50] I T HR R I, 3FhEE 2 7 1 RN 1 o ) 2%
B R A 7 A M RE A IR KA, SCHR[26)
FSCHR[50] FIHIF 70 H & DX T LoRaiX fil 4 M 4545
T, AP I AR B B S TF T 3R 7 7 2 B AR
W, R, BT g g R SR AT RERI T/ Q M
HAeTEmEMEER TR, B8RRI RE
R 28 5 TR A A I A 2 SRS IR AR, e o e
B (14 40 ) S5 A7 22 T B0 3R s T xR L 4 & v DRk
HWEEMEIER RN, WS — e xS
ORI T

4.3 HHESURA B BIEILRTS

FEEERAET, FAEEED, DNNEAEGA
Blreilgk, HHRELME, mHARSFILER
% i BAEARRIPAEG T REAT BRSO, 3
IV R AR 5 A 2 A A — St & — Kbk
il FHAS 5 W ORI R B 745 T8 R] B R R BRI A5
ARG SURFAL, EXYEASRERE BT A AIME 53K

RIBY, 43495 (Data Augmentation, DA) 75572
— R AR A b 0] R A S it . AR e R R
E— R EIRAMIGRE AR Z /) 0/, I Hod i
TRTEs 2 Fett, RERE M LG I R, PR AIons 3
HE VR % R 2R UM, PR R DNINRE &Y 192 4k e
770 BRI R T7 V20T DLE AR — PR FE 2 ST R (1)
IENALEEPIF B, S Dropout. A H Bk 45 7 20
FBANFE], B3 58 75 15 B B AR I 285 A 7 [ 25
AN E SR AR R . B B R TV O AE U R
AL PRI N, 1ETCE HAS 5 R SR BT
K, BN e R O it N A T R VRN SR
PE¥G 7% . G5 HRIRHEA R, ST SURIE
ARG ZAGE IR R, it 4T s
B TR RS AR SRR 2 R R T 1B I AE AR
FURI I R o T T S A9 S0 ) I 1 5 7 Ve
AT BB I8

(1) = g s

TN TINAS [F) A5 R b 1 v 20 1 e 75 e DARSEFBLU R L
B AN [F) P 8 R 3 ek, A s FH I BIOHE 1S 507V, 1%
J7 35 AT DIAS AR B AR A [A) 45 e LU R #0528 i vk
BE. Shen%5 NPT FH T (1 e 75 3047 49 A 4E 808 s
Wk, AR HEL. BRI R4 T
Transformerf& Y, SZUG 3R W 7E 2k 38 98 SR K Ul 9k ()
BT e P SR P T TR A, I R (] L e 2R 3 o
TR B )4

FEE B IEIAEE T IR 20 s i S B A ] Re bl A
SIEI AT B, TELRAE 1 R R T X
KPR EES T TR, W T SEbR 4 EIE
FRIR, 8 FE Y 2R B e 7S NS 18 = 3 ROV AT A3
FHA R 5 A5 TE AR B M, iMerchant %
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NP FRayleigh{s R AT Hdm 1G5, 7EVIZR
B SIN T 2R, (EAEAAE LRI ET T
PERE R &R /N; Al-Shawabka % A PO i [7] i
ITU-RAZ 18 % V& BLAUA & 0 g s, K 0k S5 )
ZRBUE A N R — RAG LT B IE A 2 82 % 4 = 2
91%, K I ZRBE S ATE R — R A IER %
19%42 5 $36%;  Shen® N B [ {8 HI A5 1 32 74
RO 37 e 7 AT B g i, FL {5 S VR AR Y
[F] I 25 58 T 2 AR RN 2 8 8, o i b i
(23 ¥ k% 9100 Hz) T B IR % M 68.6 %2 7+ 2
80%LA Fo

(3) A F4 LA

R HUAIB SO [ HR37 % B3 AR T 227 A
BN, . SRR ER R R A
BERAAS , T HLRH ks FE AR LA AT DO 4
TR FEAT LA, DR e A 2 4f B8 5 AN A2 7T SE 1) S AR
g0, A LB RS 5 5 NS (e A A AL R S R
SEAR B AR R 2 2R, CekicE AR T [
IS FH 15 T8 S v BT AN B Wi #% (Carrier Fre-
quency Offset, CFO) R G 58 777, KINBEE
W ZREHE £ b AL 5 AN [R] I 8] B ZRAE A R 3 22
TR 1 98 07V ) RO ORI T SR BB R
i A% A2 RS 3 ik () 265 070, B EIE A SR
SRR LR AT DLod i 3= & 2 2 PR R iR b e e
FIRBIAAE

(4) BHER AT

SR A T8 S VA AR R P B8040 19 5 7 S B b B
8 5 TE VR AL — AN EK, RPN i) 15 18
TEVAR I SRR B P A AL — € HUARME, 2%
FAEIAEIR AN, 2R R E I R A —
AR . SoltaniE A CUR] H 5 EFIR JER S UG
AT TEXN T2 S SRR M, 51 N1
{5 T TE T RN 7 2R R BEAT B R G o, AT X R
KRS NS TE AR B A B, AR ER
FIETERSEIR AR, LI R IMEHEERERE, CNN
B 73 R IEM RG] T 2/035% M7t .

Ak, A AR5 3 39 4% (Variational
AutoEncoders, VAE)"), Az gttt i 45 (GAN) B
AN BEHURR 53 0055 BEAT S SR SO ol ) 080 1 5 07
%, BASFE R B AR A A AR
5 REMRE

HAT, fES1ERM T R&Er5e5mE B n
AT, I BANZREE S5 M 15 TE M B AR AL
BUN, SRR SCR M B IR IR IF RO, JFH
TE— ORI EAE A F kAT 7Rk, (2 fEEE

BERAL A5 5 MET RELRE R BEZN, JF R
R SGR R IRE —F R MERAESS, 1 EHLBEE R T
VA RBCRI G, AR 2 AWrHE T ASCIAR
EAESRAE T SR SR TR R, B e S
TRSCRA BT SR S AR TG DLREATHEYE, 8T R IR T
R 7 AR FE 5 2] J7 VEAE S IR S0 5l Hh ) A8 sk
L FERRESATEL B 1 UL R [ N AT TE Bl A 1 2 it
F, 4R T Raw I/ QFIRBE S S I 75 2 il ek
AR T R SR — 2 AW A B EOR
@it. MFHMCNNER, RNNKA, Trans-
formert A DL K J LR L 2 3 510328, X e
A A LA Raw T/QIEAT S AR SR FIDNN
BRREAT B A5 08T, THE T BRI fL sk sUNE H
VL R AR A SRS, IR RS
W28 AR AT & PR RS AR PR B, T 19X 2% U 290 v
U RS B i AR R P S IR A S R 1 A
RIS Z AR ). BJa, X HBT T &
TR S AP A S AR SO BT IR B SR B 2
YRR TREMBAE G 8T IR AT T ARG K, ¥
FMAGN, N JE SRHE 50 TAE SR AL — DO 175 B
Jitl.

RERPE S 21 5N S0R AT T, REfs
ALBRRAE . TG —HIALBEHESE . AN E 4
SRR ER . BARAETCERASIE . MR As TR
PIER S0 T (3 34 SOR B 0T B 1 — 2 it
&, FERIDIRR T MER . (R IEFR IR S i 4
WONT5 3, AR SR AR ST i (1 7R 2% DX 3 2 HLAE DA
P, BRI S TR RS e B AT, 3R AF
FEVE 22 3 i )RR 7 ZIR AW TE, A9 IRA K& 5Lk
PERIE TS TARG FRHESl . iR B2 2 =) BA B A
R, FOT AR SS,  O% TR LS S AT R
W — MEARERIITT ;SRR R & 35
Hm o3 A A A, HE TS R 2 ST R BE A
s TR 2 ST RERE AR AT 55 IR S A A AL HEAT
VRIBEN H AR AIERS , A2 B EHE 7 Al AL AL Y — A
ARFBG H AT SR SOR T BT FL £ 7
IR, ROWEFTan el £E — N BREE 5 A BEAT S AUHR
SR, T AT R R SRR AT T B R R —
AN SIS B N A T R 22 R SR FR AR a4
PO M I TR 5, E2ESREN,
AT AEA R R A ME S AR SIS BL T, RIEE
F R 2 AME T R SR 2 EIA
MRS BB R AS . TQAST-H SR A2, AT XE
P WL SR S0 FEARIFE - An e/ M Z L
X AAESLRITAN,  SEBLS B SEA RS2
(8] i — MEFFIT SR TT 1] o BEAE, TE2 2190
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Abstract: The hardware imperfection can generate a unique fingerprint of the trasmitter, and it is attached to
the radio signal. The unique attribute of transmitter can be used for Radio Frequency Fingerprinting (RFF).
Due to the unknown channel conditional and the lack of prior information such as modulation scheme, the
traditional method of RFF faces huge challenges to non-cooperative conditions. On the contrary, RFF methods
based on Deep Learning (DL), especially those that can directly process raw 1/Q, show great potential.
However, the research results of this direction are scattered, which seriously hinders researchers from grasping
the key issues. This paper first classifies and compares the RFF methods based on DL according to the
utilization of prior knowledge, and focuses on the RFF methods based on raw I/Q and DL. Then, this paper
focuses on the classification and discussion of the deep neural network model of RFF using raw I/Q, and
summarizes the open source data sets, data representation methods and data augmentation methods related to
RFF. Finally, this paper discusses the difficulties and research directions of the RFF based on DL, hoping to
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1 Introduction

Inherent variations exist in the manufactur-
ing and assembly processes of radiation source
components. These variations!! endow radiation
sources of the same model and batch with unique
intrinsic characteristics that distinguish them
from other individual devices?. Such characterist-
ics manifest themselves as unintentional modula-
tion of radio signals without affecting the original

communication or detection functions of the radi-
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ation sources. By characterizing this attribute
through specific methods, the correlation between
radio signals and radiation sources can be estab-
lished to achieve individual identification, re-
ferred to as Radio Frequency (RF) fingerprinting
(RFF)E or Specific Emitter Identification (SEI)Y.

Initially described as “subtle features” for dis-
tinguishing individual radiation sources, the afore-
mentioned attribute was further expected to ex-
hibit fingerprint-like or even gene-like character-
istics with excellent stability and robustness.
Ideally, it should solely depend on hardware vari-
ations while remaining independent of factors
such as wireless channels, modulation schemes,
protocols, receivers, temperature, and temporal
variations. Therefore, terms such as “subtle fea-
tures,” “RF fingerprint,” and “electromagnetic sig-

)

nal gene”? essentially represent different expec-
ted levels of individual identification capability.
The actual achievable level requires experimental

validation. For consistency, this paper adopts the
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term “RF fingerprint” throughout subsequent dis-
cussions.

With the advancement of networking, in-
formatization, and intelligentization, the number
of radio devices has surged and electromagnetic
spectrum resources have become increasingly
scarce. To maximize the utilization of limited
spectrum resources, new signal modulation
schemes and transmission protocols continue to
emerge. Furthermore, intelligence-enabled radio
devices are equipped with enhanced spectrum
Sensing[ﬁ] and autonomous parameter adjustment
capabilities—such as carrier frequency and modu-
lation methods—particularly in adversarial and
competitive environments. These developments
have intensified the competition for electromag-
netic spectrum dominance, leading to more com-
plex operational electromagnetic environments,
greater challenges in spectrum utilization and reg-
ulation, and heightened difficulties in safeguard-
ing electromagnetic space security. RF finger-
prints stem from hardware variations in emitters,
exhibiting characteristics that are difficult to imit-
ate or clone. These fingerprints can enhance wire-
less network security, protect data privacy”, and
improve anti-spoofing capabilities in critical civil-
ian applications such as global positioning sys-
tems and Automatic Dependent Surveillance-
Broadcast (ADS-B) systems®. Additionally, they
bolster electronic intelligence reconnaissance and
electromagnetic spectrum situational awareness!”).
As a pivotal technology for safeguarding national
electromagnetic space security, RFF demon-
strates broad application potential across both ci-
vilian and military domains!'”. However, the fol-
lowing pressing challenge remains: how to achieve
reliable RF fingerprint identification for nonco-
operative unknown signals in complex, dynamic
electromagnetic environments.

Feature engineering methods rely on domain-
specific expertise to extract interpretable features,
yet they suffer from labor-intensive manual design

and protocol-dependent constraints!!

, limiting
flexibility. In contrast, data-driven Deep Learn-
ing (DL) automatically learns features and ad-

apts flexibly to tasks, albeit with weak inter-

pretability. While DL has surpassed feature en-
gineering in fields such as image processing and
text translation, radio signals lack an intuitive
visual representation. Typically converted into
complex baseband signals via receivers and stored
as In-phase/Quadrature (I/Q) data (structured as
2 x N matrices, where the first dimension repres-
ents I/Q components and the second denotes tem-
poral sequences), I/Q data can be analogized to
narrow grayscale images. These data may be dir-
ectly input or preprocessed before feeding into a
Deep Neural Network (DNN)!'?, Early DL-based
RFF methods often transformed I/Q data into
time-frequency representations using domain-spe-
cific knowledge, which proved restrictive in non-
cooperative scenarios. In 2016, O’Shea et al.l'? pi-
oneered the use of Convolutional Neural Net-
works (CNNs) for direct I/Q data processing in
modulation recognition, later validating this ap-
proach on large datasets!'®). The 2017 DARPA
Radio Frequency Machine Learning (RFML) initi-
ative further advanced raw RF data utilization to
reduce reliance on expert-defined features”, with
RFF identification being a key application. Sup-
ported by REML, Riyaz et al.l'"¥! demonstrated in
2018 that CNNs could achieve end-to-end RFF
identification directly from I/Q data without re-
quiring prior knowledge such as that related to
frequency offset compensation or protocol
formats. Subsequent studies show CNN-learned
features outperform handcrafted ones in emitter

1516] " with considerable accuracy im-

discrimination
provements observed in large-scale WiFil'" and
ADS-B datasets!'®!, even under a low Signal-to-
Noise Ratio (SNR). Growing evidence indicates
that raw I/Q data-based DNN methods hold im-
mense potential for RFF identification for un-
known signals and channel conditions.

Although DL methods have achieved prom-
ising results in RFF, there remain many chal-
lenges to address. For instance, discrepancies
between the distributions of training data and
test data can lead to performance degradation in
DL models. The Confounding Factors!'” contrib-
uting to these distribution differences include

training and test data being collected on different
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days, variations in wireless channels, oscillator
frequency drift caused by environmental temper-
ature changes, and the use of different receivers
for data collection, among others. Without addi-
tional measures during training, DNNs tend to
learn features associated with these confounding
factors, resulting in an RFF model that is specif-
ic to wireless channels or temporal conditions
rather than hardware differences. Research has
also found that DNNs may achieve individual
identification by learning latent signal segments
that implicitly indicate emitter IDs®", ultimately
yielding a protocol-specific RFF model. Moreover,
DNNs tend to exploit these specific signal seg-
ments to “cheat,” producing artificially high ac-
curacy rates. Therefore, the proper application of
DL methods is crucial for obtaining hardware-spe-
cific RF fingerprints.

This paper focuses on the discussion of how
to utilize DL methods to directly process 1/Q
data for end-to-end RFF. A systematic review is
conducted on Raw I/Q data-based DL ap-
proaches for RFF from two perspectives: network
architectures and data processing, aiming to clari-
fy developmental trajectories and research trends.
The review first provides an overview of RFF re-
search, with particular emphasis on analyzing
DNNs that process Raw 1/Q data. Subsequently,
open-source datasets, data representation meth-
ods, and Data Augmentation (DA) techniques for
RFF are summarized. Finally, comprehensive con-
clusions and future research prospects are presen-
ted.

2 Overview of RFF
2.1 RF fingerprints

Hardware variations among radio emitters—
such as manufacturing tolerances and assembly
discrepancies in Digital-to-Analog Converters
(DAC), I/Q modulators, filters, and power ampli-
fiers—imprint unique characteristics onto trans-
mitted signals. The emitted radio signal T,(¢) can

be expressed as

Ty (t) = [htx * ! /W/2 X(w)ei“’tdw} et (1)

P -W/2

where hy, represents the system function of the

emitter, reflecting unintentional modulation char-
acteristics tied to hardware-specific variations;
X(w) denotes the spectrum of the intentionally
modulated signal z(t), which is devoid of hard-
ware-related information; W is the signal band-
width; w, is the carrier frequency; and * denotes
convolution.

Prior to being down-converted to baseband
R,(t), the transmitted signal T,(¢) undergoes dis-
tortions caused by confounding factors such as
channel fading, frequency drift, and receiver non-
linearities. The impaired baseband signal R(¢) is
modeled as

Ra(t) = he * To(t) + nt) (2)
where hc denotes the combined effects of con-
founding factors and n(t) represents additive
noise.

Effective RFF methods must extract hard-
ware-specific fingerprints from R, (t) to enable ro-
bust individual identification. Let hX*™ and A
denote the confounding factors during training
and testing, respectively. A distributional mis-
match between AZ*" and A%™ can lead to over-
fitting on training data and severe performance
degradation during testing.

The proposed RFF method is expected to ex-
tract hardware-specific RF fingerprints from sig-
nals R,(¢), demonstrating robustness (or resili-
ence) to confounding factors while remaining de-
coupled from confounding factors.

2.2 Comparative analysis of RFF methods

Fig. 1 presents a comparison of key differ-
ences in DL methodologies for RFF applications.
Based on whether I/Q data are transformed into
expert features, these approaches are categorized
into two main classes: Expert feature-based DL
RFF methods and I/Q data-based DL RFF meth-
ods. Expert feature transformations, such as
Short-Time Fourier Transforms (STFTs), wave-
let transforms, and constellation diagrams, re-
quire manually configured parameters that are
distinct from those in DNNs, as these parameters
cannot be learned during training. In I/Q data-
based DL RFF methods, the role of expert fea-
ture transformations is replaced by DNN architec-

tures. Two preprocessing schemes are identified
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Fig. 1 Comparison of RFF methods based on DL

based on data handling strategies: Scheme 1 in-
corporates both Preprocessing O and Prepro-
cessing @), while Scheme 2 employs only Prepro-
cessing (D. Here, Preprocessing (D refers to prior
knowledge-agnostic operations such as normaliza-
tion, segmentation, sampling, interpolation, and
Fast Fourier Transform (FFT). In contrast, Pre-
processing @) involves prior knowledge-dependent
steps, including time synchronization, Carrier Fre-
quency Offset (CFO) compensation, and phase
offset correction. This study defines Scheme 2
(without prior knowledge) as the “Raw I/Q data-
based DL method” and treats FFT-derived rep-
resentations as alternative forms of I/Q) data.

As illustrated in Fig. 1, transitioning from ex-
pert feature-based DL RFF methods to raw 1/Q
data-based DL RFF methods involves a progress-
ive reduction in the requirement for expert fea-
ture transformations and Preprocessing @ steps,
accompanied by a diminished reliance on prior
knowledge. This shift extends the end-to-end pro-
cessing pipeline of DL closer to the raw data do-
main, thereby enhancing the applicability and
flexibility of the methodology. However, it simul-
taneously poses major challenges for designing do-
main-specific DNN architectures tailored to RFF
tasks. Furthermore, in scenarios where prior
knowledge is unavailable, individual device identi-
fication necessitates exclusive reliance on raw I/Q
data.

A comparative analysis is presented for the

following: (1) RFF methods based on expert fea-
tures and DL and (2) RFF methods based on
Raw I/Q data and DL.

2.2.1 RFF methods based on expert features and DL

When prior knowledge is available, expert
feature-based DL approaches typically involve the
following workflow: (1) Preprocessing operations
such as signal synchronization and CFO compens-
ation are first applied to mitigate adverse effects
such as wireless channel distortions. (2) Expert
feature transformations (e.g., STFTs, wavelet
transforms, and constellation diagrams) are em-
ployed to convert I/Q data into domain-specific
representations such as time-frequency maps, bis-
pectral features, or constellation diagrams. (3)
The transformed expert features are fed into
DNNs for feature extraction and classification.

In 2019, Baldini et al.?! converted amplitude-
normalized time-series signals into image formats
using STFT, Continuous Wavelet Transform
(CWT), and Recurrence Plots (RP), followed by
CNN-based classification, with experimental res-
ults demonstrating the superiority of CWT over
other methods. Concurrently, Pan et al.*? ap-
plied the Hilbert-Huang Transform (HHT) to sig-
nals, converted Hilbert spectra into grayscale im-
ages, and utilized ResNet for classification. Peng
et al.”® proposed transforming 1/Q data into a
Differential Constellation Trace Figure (DCTF)
prior to CNN classification. While DCTF genera-

tion eliminates the requirement for synchroniza-
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tion-based prior knowledge, it requires empirical
manual parameter tuning. In 2020, Lin et al.? in-
troduced a method to convert Raw I/Q data into
a Contour Stellar Image (CSI) for statistical rep-
resentation, achieving high accuracy via CNNs. In
2021, Yuan Zelin* fused time-frequency and bis-
pectral features as inputs to a ResNet model,
demonstrating enhanced performance at the cost
of increased computational overhead. In the same
year, Shen et al.?® utilized STFT time-frequency
maps with CNNs, further improving classification
accuracy by incorporating Carrier Frequency Off-
set (CFO) compensation.

Despite their effectiveness in RFF, expert fea-
ture methods exhibit limitations: (1) dependency
on domain knowledge for feature design, (2) re-
quirement for problem-specific parameter selec-
tion during I/Q-to-feature transformation, (3) ad-
ditional computational overhead for feature con-
version, and (4) protocol specificity of expert fea-
tures.

2.2.2 RFF methods based on Raw I/Q data and DL

Raw I/Q data refer to unprocessed 1/Q
samples, which means that the 1/Q data output
by the receiver has not suffered any loss of in-
formation and retains interference factors (such as
channel distortion) that are detrimental to RFF.
Shen et al.?” and Gritsenko et al.?® applied pre-
processing operations such as CFO compensation,
phase correction, and time synchronization to
Raw I/Q data using signal-specific prior know-
ledge. They argued that preprocessing suppresses
channel-induced distortions while preserving RF
fingerprints in I/Q data. However, Cekic et al.'”!
challenged this view, suggesting that residual arti-
facts from preprocessing might obscure intrinsic
RF fingerprints. They advocated DA to enhance
the robustness of the DNN model against interfer-
ence. Notably, in noncooperative scenarios, pre-
processing steps like CFO compensation or syn-
chronization are infeasible, leaving only raw 1/Q
data available. Current research highlights the
following advantages of Raw I/Q data-based DL
methods for RF fingerprint identification.

(1) Domain-agnostic and end-to-end learning

These methods eliminate reliance on domain-

specific knowledge or prior assumptions, enabling
data-driven feature learning in an end-to-end
manner.

(2) Protocol-independent fingerprint
extraction

Raw I/Q data-based approaches exhibit the
potential to learn protocol-agnostic RF finger-
prints, which are harder to forge. Unlike expert
feature-based methods tailored to specific proto-
cols (e.g., modulation schemes), DNNs trained on
raw I/Q data can generalize across protocols®
extracting fingerprints that are independent of
physical-layer protocols®’*!, Studies further sug-
gest that handcrafted features (e.g., CFOP? and
phase offset'®*) are vulnerable to spoofing via
baseband signal manipulation, whereas DNN-de-
rived latent representations lack explicit inter-
pretability, enhancing anti-forgery capabilities.

(3) Scalability and flexible deployment

Leveraging pretrained models or transfer
learning®®**"!, these methods enable rapid adapta-
tion to new environments or protocols with min-
imal or zero samples. This aligns with the vision
of “train once, deploy anywhere” for cross-scen-
ario RFF.

(4) Large-scale device identification

DNNs excel at high-dimensional classification
tasks, achieving identification across hundreds!'”
to tens of thousands!"! of devices, surpassing tra-
ditional feature engineering approaches limited to
tens®® or hundreds!! of devices.

This overview analyzes the characteristics and
applicability of RFF methods, focusing on nonco-
operative scenarios. Raw I/Q data-based DL
methods minimize dependence on prior know-
ledge, align with end-to-end learning paradigms,
and leverage the nonlinear mapping and high-di-
mensional feature extraction capabilities of DNNs.
These advantages position them as superior in un-
covering latent relationships between RF finger-
prints and confounding factors. To enhance per-
formance, research efforts can focus on three di-
mensions: model architecture, training strategies,
and data utilization. The following sections re-
view DNNs that are compatible with Raw I/Q
data, summarize open-source datasets, and dis-
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cuss data representation formats and augmenta-

tion techniques for RFF.

3 DNNs for RFF Using Raw I/Q Data

DL is a mathematical framework for learning
representations from data, typically involving
dozens or even hundreds of sequential representa-
tion layers, which are almost always learned
through neural network models®”. Fundamental
building blocks for constructing DNNs include
fully connected (FC) layers, convolutional layers,
recurrent layers, and Transformer modules. Com-
binations of these blocks yield architectures such
as FC Neural Networks (FCNNs), CNNs, Recur-
rent Neural Networks (RNNs), Transformer mod-
els, and their variants. Generative models like
Generative Adversarial Networks (GANs) and au-
toencoders (AEs) have also been applied to RFF.
These generative networks, primarily composed of
FC or convolutional layers, are often used for
tasks such as DA and denoising. For instance,
GANSs have been employed to detect and identify
adversarial rogue emitters®®*l. However, this
study does not focus on generative models.

Fig. 2 presents a categorization of existing
Raw I/Q data-based DL methods for RFF, along
with their literature sources, into FCNNs, CNNs,
RNNs, Transformer modules, and geometric DL.
The FCNN architecture, an early neural network
structure, employs FC layers. While it can per-
form RFF using Raw 1/Q data as input®, its in-
ability to extract and preserve structural features
in data limits its robustness in fingerprint extrac-
tion. This limitation is less evident in small-scale

datasets but becomes increasingly pronounced as

dataset size grows*). In modern DNN architec-
tures, convolutional layers are typically used for
feature extraction, while FC layers handle classi-
fication at the backend. Consequently, this paper
does not separately discuss FCNN-based RFF
methods.

CNNs and RNNs have been widely adopted in
RFFs, with CNNs being the most extensively
studied. Transformer models and geometric DL
methods are relatively recent introductions, with
limited research to date. Geometric DL attempts
to unify DL approaches through symmetry, geo-
metric stability, and scale separation!’’). In the
context of RFF, group-equivariant CNNs (G-
CNNs) represent the primary application of geo-
metric DL.

Although Raw I/Q data-based DL methods
for RFF reduce reliance on expert features and
prior knowledge, they impose high demands on
neural network modeling. As noted in Ref. [62],
simply increasing the scale and sample diversity
of RFF datasets does not necessarily improve
model generalization performance. Instead, more
insightful neural network architectures are re-
quired to achieve further performance enhance-
ments. Therefore, the design of DNNs is crucial
for RFF. The subsequent sections provide a de-
tailed review and analysis of existing models, cat-
egorized in Fig. 2.

3.1 CNNs

CNNs are the most widely and earliest adop-
ted network architecture for RFF, with convolu-
tion and pooling serving as their core operations.
Characterized by local receptive fields and weight

sharing, CNNs were initially developed for image

Symmetry, geometric stability,

5 and scale separation
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DNN |
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Fig. 2 Classification of RFF methods based on Raw I/Q and DL



220

Journal of Radars

Vol. 12

processing and have since evolved for RFF applic-
ations. Their development in this domain has fol-
lowed a trajectory similar to that in computer vis-
ion, progressing from LeNet- and AlexNet-like
models to VGG-like architectures, residual net-
works, and attention-enhanced variants. This sec-
tion reviews CNNs utilizing Raw I/Q data for
RFF.
3.1.1 Basic CNNs

(1) LeNet-like models

The first CNN model that is capable of dir-
ectly processing Raw 1/Q data was applied to
modulation classification in 20162, This architec-
ture, resembling the LeNet framework, comprised
two convolutional layers and two FC layers, lay-
ing the groundwork for subsequent RFF research.
In 2018, Riyaz et al.'" proposed the RFF-CNN1
model (Fig. 3(a)), consisting of two convolutional
layers and one FC layer. In 2019, Sankhe et al.[%!
introduced the ORACLE model (Fig. 3(b)), integ-
rating two convolutional layers and two FC lay-
ers. The first convolutional layer employs 50 x 1
x 7 kernels to extract features separately from
the I and Q channels, while the second layer util-
izes 50 x 2 x7 kernels to merge these features.
Following max-pooling, the outputs are fed into
FC layers with dropout and L, regularization to
prevent overfitting. Both Figs. 3(a) and 3(b) rep-

15,4856 typically featur-

resent LeNet-like models!
ing two to three convolutional layers. These archi-
tectures are well suited for small-scale RFF tasks,
often serving as baseline frameworks in early-
stage CNN-based Raw I/Q data processing.

(2) AlexNet-like models

In 2019, Restuccia et al.l'” proposed the Deep-
RadioID model (Fig. 3(c)), a deep AlexNet-like
architecture designed for large-scale RFF. In
2020, Sankhe et al.®’” evaluated DeepRadiolD on
WiFi datasets ranging from 50 to 500 devices.
Their experiments revealed that for a 50-device
WiFi dataset, the identification accuracy dropped
from 85% to 46% when training and testing data
were collected on different days. In the same year,
Al-Shawabka et al.’” modified DeepRadiolD by
stacking its basic building block (Fig. 3(c)) five
times and adding an additional FC layer. Their
study on the DARPA ultralarge-scale dataset
demonstrated that wireless channel effects consid-
erably degrade classification accuracy.

(3) VGG-like models

In 2020, Elmaghbub et al.’®! designed RFF-
CNN2 (Fig. 3(d)), a VGG-like model. Its basic
building block comprises a convolutional layer
with 16 x 1 x 4 kernels, a Batch Normalization
(BN) layer, and a max-pooling layer. Feature ex-

traction is achieved by stacking these blocks, fol-
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Fig. 3 Base CNNs with Raw I/Q inputs for RFF
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lowed by feature aggregation via global average
pooling and classification through FC and Soft-
max layers. In 2021, Cui Tianshu et al.’” pro-
posed IQCNet (Fig. 3(e)), featuring a basic block
with two convolutional layers and one max-
pooling layer. Notably, IQCNet first employs
32 x 2 x 1 kernels to extract correlated features
from I/Q channels, reducing model complexity
and computational costs for lightweight deploy-
ment.

The preceding section has reviewed several
fundamental CNNs that directly process Raw I/Q
data for RFF. Inspired by classical architectures
such as LeNet, they typically adopt one to two
convolutional layers combined with max-pooling
as basic blocks, iteratively stacked for hierarchic-
al feature extraction. Convolutional kernels slide
along the temporal dimension to capture local
temporal relationships in I/Q signals, with para-
meter sharing across signal slices aligning with the
uniqueness and invariance characteristics of RFF.
Pooling layers enhance temporal robustness and
perform downsampling. After multistage feature
extraction, either cascaded FC layers or global av-
erage pooling followed by classification layers are

employed to complete RFF identification.

ReLU

ReLU
F(a)

Identity(ID) Block

—

Residual Block

Conv Block

1x7 ConvlD(64)

(a) ResNet-50-1D

3.1.2 Residual design

Residual connections!® mitigate network de-
gradation and gradient vanishing, enabling deep
architectures. In 2019, Gritsenko et al.*® adapted
ResNet-50 to 1D temporal I/Q data, proposing
ResNet-50-1D (Fig. 4(a)). This model employs 1D
convolutions, identity blocks, convolutional
blocks, and skip connections. Evaluations on 500-
device WiFi and ADS-B datasets showed 15%
and 7% accuracy improvements over DeepRa-
diolD, respectively. Subsequent ultralarge-scale
experiments (10,000 devices)™! revealed the fol-
lowing. (1) Accuracy improves with larger train-
ing sets for both ResNet-50-1D and DeepRadiolD.
(2) Environmental and channel conditions impact
classification. (3) High accuracy is achieved using
ADS-B data. (4) Channel effect removal before
training does not consistently improve perform-
ance. (5) Deeper networks (e.g., ResNet-50-1D)
may underperform shallower counterparts (e.g.,
DeepRadiolD) in certain scenarios.

In 2020, Weng Lintian et al.l*”! developed a
ResNet variant and compared it with bispectral
feature engineering and Raw I/Q data-based CNN
methods, demonstrating superior noise robustness

and performance of ResNet over traditional

:
Conv Block

1x7 ConvlD(64)

Identity(ID) Block

H_/

Residual Block

Conv Block

(b) RFFResNet

Fig. 4 ResNet model input with raw I/Q for RFF
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CNNs. In 2021, Zhang et al.'” proposed RFFRes-
Net (Fig. 4(b)), halving the parameters of Res-
Net-34-1D. Experiments on cellular signals indic-
ated the following: (1) Model scale must match
dataset characteristics, and (2) robust RFF learn-
ing without overfitting requires sufficiently large
high-SNR training data.

Residual design serves as a plug-and-play,
simple yet effective approach that can be seam-
lessly integrated with other methods. For in-
stance, examples of residual design are evident in
complex-valued networks. As network depth in-
creases, the learning capacity of the model is fur-
ther enhanced, making it particularly suitable for
addressing large-scale dataset challenges.

3.1.3 Complex-valued adaptation

Complex-valued data inherently represent ra-
dio signals, and complex-valued DNNs!%! can dir-
ectly process such data, theoretically achieving re-
markable performance. In RFF, Chen et al® con-
ducted ablation studies on real-world Long-Range
(LoRa) and WiFi datasets, exploring variations in
network layers, components (e.g., convolutional

filters or their outputs), and real/imaginary com-

| Softmax |
*
I cFC(class) |
Dropout(0.1) f
| Softmax | | chN |
1 [ crc(zs) |
| FC(;lass) | Dropout(0.1) 4
| FC(100) | | CB$N |
L | cFC@se) |
| Avg(;OO) | Dropout(0.1) 4
[ sz | [ N ]
; '
| 1x5, ¢cConv(100) | I 1x8 cConv/(64) |
4 Dropout(0.1) 4
| Max-Pool | | cBN |
. f

| 1x16 cConv(128) |

f

| Raw 1/Q(2x128) |

| 1x40, cConv(100) |

| Raw I/Q(1x320) |

(a) The complex-valued CNN
model used in Ref. [20]

(b) The complex-valued CNN
model used in Ref. [43]

ponent processing. Their results confirmed that
complex-valued DNNs, with comparable paramet-
er counts to real-valued counterparts, more effect-
ively utilize features from both I and Q channels,
consistently outperforming real-valued DNNs.

In 2019, Gopalakrishnan et al.’) proposed a
complex-valued CNN model (Fig. 5(a)) compris-
ing two complex convolutional layers followed by
two FC layers. Features extracted by the com-
plex convolutional layers were converted into real-
valued representations via a modulus extraction
layer and then fed into a temporal averaging lay-
er. Experiments demonstrated that this model im-
proved accuracy by 6.66% on ADS-B datasets and
by 1.64% on WiFi datasets compared to real-val-
ued CNN. Additionally, the following observa-
tions were made:

(1) Adding white Gaussian noise during train-
ing enhanced the robustness of learned RFF.

(2) Training data should exclude signal seg-
ments containing emitter identifiers to prevent
networks from learning non-hardware-related fea-
tures.

Agadakos et al.!*”! and Stankowicz et al.l*?

Avg-Pool
Residual Block

Raw 1/Q(2x1000)

Residual Block

(¢) The complex-valued ResNet
model used in Ref. [44]

Fig. 5 Complex-valued DNN input with Raw I/Q for RFF
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also designed complex-valued CNNs. Evaluations
of these models on the DARPA dataset revealed
that they exhibit strong representational capacity
and potential generalization advantages in RFF,
achieving high accuracy under diverse protocols,
channel fading, and varying SNRs while requir-
ing few parameters and suppressing noise effects.

In 2020, Cekic et al.l"! further investigated
confounding factors (e.g., temporal mismatch
between training/testing data, clock drift, and
channel variations) using the model from®”. Their
findings indicated that unless explicitly con-
strained, the DNN model tends to learn spurious
features from confounding factors rather than
genuine hardware RFFs. To mitigate this, they
proposed DA to enhance generalization.

Also in 2020, Gu et al.*¥ introduced a com-
plex-valued CNN (Fig. 5(b)) incorporating a com-
plex BN layer and a Dropout layer after each
complex convolutional /FC layer. This design ac-
celerated training and reduced overfitting. Experi-
ments on a UAV remote control dataset con-
firmed its superiority over real-valued CNNs and
FCNN .

In the same year, Wang et al.'*l proposed a
complex-valued ResNet (Fig. 5(c)) with eight
stacked complex residual blocks for feature ex-
traction, followed by three FC layers for classific-
ation. Tests on a 20-device WiFi dataset showed
that this model outperformed both complex-val-
ued CNNs and real-valued CNNs based on equi-
potential constellation diagrams. While its infer-
ence time (13.6 ms) slightly exceeded that of com-
plex CNNs, it remained considerably lower than
that of the constellation-based real CNN. Not-
ably, the complex ResNet achieved high accuracy
even without carrier frequency or phase offset
compensation.

In RFF, complex-valued DNNs consistently
outperform their real-valued counterparts under
identical conditions. These models demonstrate
superior robustness against confounding factors
such as SNR variations, temporal inconsistencies,
clock drifts, and channel fluctuations. Further-
more, they exhibit enhanced adaptability and
scalability to diverse protocol specifications and

varying scales of device populations.

3.1.4 Other enhancement methods

(1) Neural network with attention mechan-
isms

The attention mechanism selectively en-
hances informative channels while suppressing less
relevant ones. Peng et al.’!) integrated the
Squeeze-and-Excitation (SE) attention module in-
to a CNN architecture. Experiments on a WiFi
dataset revealed that the SE-augmented CNN
achieves high accuracy and improved robustness
under low-SNR conditions. Furthermore, incor-
porating modest prior knowledge can further op-
timize performance. For example, Weng et al.’?
proposed a Message Structure aided Attentional
Convolution Network (MSACN), which leverages
prior structural knowledge of message waveforms.
This model segregates signal segments with dis-
tinct waveform distributions into dedicated recog-
nition branches, extracts and aggregates feature
maps across multiple data blocks, and incorpor-
ates a spatial attention mechanism tailored for
low-dimensional discrete signals. Experimental
results demonstrated that MSACN surpasses con-
ventional CNNsP% ResNet?!, and Convolutional
Long Short-Term DNNs (CLDNNs)H in classific-
ation accuracy.

(2) Multisampling CNN (MSCNN)

In 2019, Yu et al. ®*°°l introduced the
MSCNN, which automates multiscale feature ex-
traction and classification through parallel down-
sampling operations. Distinct downsampling
strategies capture both short-term features (re-
flecting local signal variations) and long-term fea-
tures (encoding global trends), generating multis-
ampled baseband signals of varying lengths. Eval-
uation on a dataset of 54 ZigBee devices demon-
strated that MSCNN exhibited stronger robust-
ness than CNNs% across Line-of-Sight (LOS),
Non-Line-of-Sight (NLOS), and diverse SNR scen-
arios. Notably, MSCNN requires preprocessed 1/Q
data involving frequency/phase offset compensa-
tion and alignment—steps demanding limited pri-
or knowledge of target signals. Despite this con-
straint, its multisampling framework provides a

valuable paradigm for adaptive feature learning.
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(3) Augmented Dilated Causal Convolutional
(ADCC) model

In 2020, Robinson et al.*" proposed an AD-
CC model, hypothesizing that radio emitter hard-
ware comprises analog components with causal re-
lationships, which inherently define RF finger-
print properties. The ADCC model architecture
employs stacked residual blocks to extract 2,500
features from the initial 1,600 I/Q samples of each
input sequence. Concurrently, small dilated con-
volutional kernels process the remaining 20 sub-
sequences to generate another 2,500 features.
These two feature sets are concatenated as the fi-
nal input representation. By extracting features
from shorter subsequences, the model prevents bi-
ases introduced by protocol-specific identity
markers. The dilated convolutions expand the re-
ceptive field without increasing parameters, en-
abling the ADCC model to learn protocol-agnost-
ic hardware fingerprints. Experiments demon-
strated high accuracy when training and valida-
tion data share similar distributions. However, the
authors cautioned that channel equalization pre-
processing might inadvertently remove both chan-
nel effects and intrinsic RF fingerprints, limiting
generalizability across signal types.

(4) Dual-path CNN

Tian et al”® introduced a dual-path CNN in
2020 to process WiFi preamble signals. The mod-
el routes short and long training sequences
through two parallel branches separately, each
mirroring the convolutional structure of the OR-
ACLE model but augmented with BN layers.
After feature extraction via two convolutional lay-
ers, the outputs from both branches are fused and
fed into FC layers for classification.

Beyond these CNN variants, researchers have
explored diverse architectures for RFF, including
DenseNet% 3D CNNs®l, denoising AEs!®, and
discrete wavelet transform pooling™, broadening
methodological perspectives.

Convolution and pooling operations form the
foundation of CNNs, providing critical inductive
biases™), such as translation equivariance and loc-
al receptive fields. These properties enable CNNs
to extract unique and invariant RF fingerprints.

Enhancements like network deepening, advanced
training strategies, complex-valued adaptations,
and residual designs further improve multiscale
feature extraction and aggregation. When partial
prior knowledge of target signals is available, ar-
chitectural refinements can optimize fingerprint
extraction for specific scenarios. However, studies
reveal vulnerabilities: minor input perturbations
(e.g., shifts or scaling) may drastically alter CNN
output probabilities!™, indicating that translation
equivariance is not universally guaranteed. These
limitations underscore the need for continued CNN
architectural innovations in RFF applications.
3.2 RNNs

The RNN model excels at extracting tempor-
al correlation features from data and has been
successfully applied in video processing, speech re-
cognition, and other fields. However, a simple
RNN model faces the contradiction between long-
term information preservation and short-term in-
put skips. The Long Short-Term Memory (LSTM)
network model effectively overcomes this limita-
tion. The following sections primarily discuss the
application of LSTM and other RNNs in RFF.
3.2.1 LSTM

In 2018, Wu et al.'*”! proposed an LSTM-
based model for RFF. The network consisted of
one LSTM layer and one Softmax layer. Experi-
ments on multiple USRP datasets demonstrated
that the LSTM model achieved promising per-
formance under low-SNR conditions. In the same
year, Jafari et al."®¥ designed another LSTM archi-
tecture comprising three stacked LSTM layers
and one FC layer. However, experiments on six
ZigBee devices of the same model revealed that
FCNN and CNN considerably outperformed
LSTM in accuracy. In 2021, Al-Shawabka et al.l""!
introduced an RFFLSTM model (Fig. 6(a)),
which incorporated three stacked LSTM layers
and one FC layer. Each LSTM layer utilized a
neuron count equal to the input data length, fol-
lowed by a Dropout operation with a probability
of 0.5 to mitigate overfitting. Experiments on a
dataset of 100 LoRa devices indicated that
CNNP7 generally outperformed LSTM-based net-

works across all scenarios.
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Compared to CNNs, research on RNN-based
approaches for RFF remains relatively limited.
While LSTM networks exhibit remarkable per-
formance on small-scale datasets, experiments on
large-scale datasets consistently favor CNNs. The
inferior performance of LSTM networks may be
attributed to their focus on extracting temporal
correlation features rather than spatial correla-
tion features. These temporal features might not
inherently represent the unique RF fingerprint
characteristics of radio sources but could instead
reflect confounding factors, such as channel-specif-
ic traits within a specific time window. Con-
sequently, model performance may degrade con-
siderably when channel conditions vary.

3.2.2 Hybrid CNN and RNN

Hybrid CNN and RNN can simultaneously
exploit the advantages of CNNs and RNNs in ex-
tracting spatial correlation and temporal correla-
tion features. In radio signal modulation recogni-
tion research!™, the CLDNN model achieved con-
siderably higher performance than standalone
CNNs. In 2019, Roy et al.l! proposed an RFF-
ConvLSTM2D model (Fig. 6(b)) comprising two
ConvLSTM2D layers and two FC layers. Experi-
ments on a dataset of eight identical USRP B210
devices demonstrated that the RFF-ConvLSTM2D
model achieved an accuracy of 97.2%, outperform-
ing GRU (95.3%) and LSTM (92%) models. In
2020, Soltani et al.l®t) designed an RFF-Conv-

FC(classes)

SimpleRNN(512)

RNN model (Fig. 6(c)) comprising three modules:
A convolutional unit, an RNN unit, and an FC
unit. The convolutional unit includes seven
stacked convolutional and max-pooling layers.
Spatial correlation features are first extracted by
the convolutional module, followed by temporal
feature extraction using SimpleRNN layers, and
final classification via FC layers. Experiments on
the DARPA dataset (50 WiFi emitters) showed
that the RFF-ConvRNN model outperformed the
DeepRadiolD model®” without DA. However,
when DA was applied, DeepRadiolD slightly sur-
passed RFF-ConvRNN in accuracy. In the same
year, Liu et al.?® developed a hybrid network
(Fig. 6(d)) integrating a 1D residual convolution
network with dilated convolutions and an SE
block (ConvOrdsNet) and a deep bidirectional
LSTM (DBi-LSTM). The input data have a fixed
length with three channels: I-channel, Q-channel,
and phase values. The phase values assist in fea-
ture extraction and accelerate convergence. Ex-
periments on a dataset of 16 identical USRP
devices!®) demonstrated that this model main-
tains high accuracy under low-SNR conditions
without relying on specific signal segments while
requiring shorter I/Q samples to achieve equival-
ent performance. Additionally, after eliminating
adverse effects such as power, frequency offset,
and phase offset, the model can still extract iden-

tity-related hidden features from signals, exhibit-
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Fig. 6 RNNs with Raw I/Q inputs for RFF
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ing enhanced anti-interference capability and ro-
bustness.

Hybrid CNN and RNN, leveraging their com-
bined feature extraction capabilities, can achieve
remarkable performance in certain scenarios.
However, studies have noted that when test data
distribution deviates from training data, CNN
may slightly outperform hybrid CNN-RNN. This
counterintuitive phenomenon may arise from two
factors. First, while CNNs capture translation-in-
variant features inherent in signals, RNNs fur-
ther extract temporal correlations of recurring
patterns across different scales. These temporal
features could reflect long-term characteristics
(e.g., frequency drift), short-term patterns (e.g.,
abrupt waveform rising edges), or time-depend-
ent confounding factors such as wireless channel
variations. In practice, channel-induced features
may dominate over intrinsic emitter-specific char-
acteristics in certain scenarios, leading to de-
graded performance when integrating RNN mod-
ules. Second, deepening CNN architectures ex-
pands their receptive fields, enabling CNNs to im-
plicitly model correlations over large temporal
scales, thereby partially compensating for their
limitations in explicit temporal feature extraction.

Experimental results from hybrid CNN-RNN
indicate that while designing more powerful neur-
al architectures is critical, rigorous constraints
and validation on datasets, DA methods, and
training strategies remain equally essential. Fail-
ure to address these aspects may result in overfit-
ting and diminished generalization capabilities.
3.3 Transformer model

The Transformer model, which is distinct
from FCNNs, CNNs, and RNNs, relies entirely on
attention mechanisms for feature extraction
through encoder and decoder operations. Initially
applied to text translation in 2017/™, the Vision

Transformer model™

, constructed solely with
Transformer modules, achieved breakthroughs in
image recognition in 2020. However, research on
the Transformer model for RFF remains limited.
In 2021, Xu et al.l'!! proposed a modified
Transformer model with Intra Class Splitting

(ICS) for unknown emitter identification. Their

approach utilized only the encoder component of
the Transformer to extract RF fingerprints, incor-
porating prior knowledge of wireless signal sym-
bol rate and sampling rate to adjust node con-
nectivity in self-attention mechanisms. This ad-
aptation reduced computational complexity and
enhanced feature robustness. Experiments on a
dataset of 30 USRP devices demonstrated that
the method achieved high-precision rejection of
signals from unknown transmitters, outperform-
ing existing Open-Set Recognition (OSR) meth-
ods in classification accuracy. In the same year,
Shen et al.?” implemented a Transformer model
for RFF of 10 identical LoRa devices with vari-
able signal lengths. Notably, their model used
STFT spectrograms as input representations,
which we categorize under expert feature—based
methods (detailed in Section 4.2).

Compared to CNNs and RNNs, Transformer
models exhibit global contextual awareness and
superior parallel computing capabilities. While
CNNs and RNNs typically require fixed-length in-
put data, Transformer models accommodate vari-
able-length inputs, offering greater flexibility and
scalability. However, Transformer applications
face limitations: they possess weak inductive bi-
ases (e.g., no inherent local receptive fields, spa-
tial equivariance, or temporal equivariance) and
rely almost entirely on data-driven learning. Con-
sequently, achieving comparable performance to
CNNs or RNNs demands substantially large train-
ing datasets. Although large-scale high-quality
open-source datasets are prevalent in text and im-
age domains, their scarcity in RFF hinders the
broader adoption of Transformer models for RFF.
3.4 Geometric DL

While DL methods have achieved success
across numerous domains with diverse network
architectures, the design of the DNN model lacks
unified guiding principles and often relies heavily
on empirical experimentation. In 2021, Bronstein
et al.'” proposed a framework centered on sym-
metry and invariance as foundational principles,
from which different inductive biases and net-
work architectures can be derived. This geometri-

cally motivated approach is termed “geometric DL.”
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Symmetry refers to transformations that pre-
serve specific properties or structures. For a giv-
en structure, the set of all such transformations
forms a symmetry group. For instance, the trans-
lation equivariance of convolutional layers repres-
ents a symmetry: Shifts in the input to a convolu-
tional layer produce corresponding shifts in the
output feature maps. This geometric prior is well
justified in image processing, as object categories
are independent of their positions in an image.
Analogously, RF fingerprints extracted from dif-
ferent temporal segments of radio signals should
remain consistent. The translation equivariance of
CNN thus serves as a reasonable symmetry as-
sumption for RFF tasks, and the successful ap-
plication of CNN in RFF validates this hypothes-
is. However, real-world radio signals are subject
to confounding factors such as wireless channel
fading and temperature-induced frequency offset,
which alter signal amplitude and phase. These
factors shift test data distributions relative to
training data, potentially degrading model per-
formance. Introducing additional appropriate
symmetries beyond translation equivariance could
strengthen inductive biases for RF fingerprint ex-
traction, improving data efficiency. Notably,
strong inductive biases are functionally equival-
ent to having more training data.

Studies have shown that training networks
with diverse datasets (e.g., data collected at dif-
ferent times or by multiple receivers) and employ-
ing DA techniques (e.g., limited-range frequency/
phase shifts) can enhance robustness to input
variations and mitigate performance degradation
under distribution shifts. However, such data-
centric strategies face inherent limitations: collec-
ted data cannot cover all operational environ-
ments, and augmentation methods are con-
strained in their perturbation ranges. This neces-

sitates novel data-driven approaches!’”

, such as
exploring methods to endow networks with addi-
tional symmetries through geometric DL.

Suppose that we aim to extract an RF finger-
print from a received signal R,(¢) that is invari-
ant to channel effects and other confounding

factors. This requires the feature extractor fto re-

main invariant to R,(¢) and its transformed ver-
sion R. (¢):

f(Ra () = f(R(1)) 3)

where R (t) represents a transformation of R, (t)
caused by confounding factors, such as the effect
of channel fading on radio signals.

Taking multipath channel fading as an ex-
ample, the received signal R, (t) in polar coordin-
ates is expressed as re'?, where r € R is the radi-
al component and 6 € R is the angular compon-
ent. The radial component r and angular com-
ponent # form independent Lie groups.

(1) The radial component corresponds to the
Abelian Lie group RT under scalar multiplication.

(2) The angular component aligns with the
Abelian Lie group U(1) = {€ | § € R/2xZ}, which
is isomorphic to the SO(2) group.

The Lie group captures two critical channel
effects: (1) amplitude attenuation (channel gain
variations) and (2) angular rotation (signal phase
offset).

In 2021, Brown et all" designed the Channel
Robust Representation Networks (ChaRRNets),
which adapts the G-CNN modell™ for radio sig-
nal processing by introducing complex-valued
modifications and weighted Fréchet Mean (wEM)
operations!”. When the signal bandwidth is smal-
ler than the channel coherence bandwidth, the
scenario can be approximated as a flat fading
channel. Under this condition, signals at each fre-
quency are assumed to reside on the same mani-
fold, and the channel perturbations across fre-
quencies conform to RT x U(1), implying invari-
ance to perturbations at each frequency. Simula-
tion experiments demonstrated that ChaRRNets
exhibits robustness to multipath fading, while the
incorporated domain shifts considerably enhance
its generalization capability to multipath channel
environments unseen in training data. Experi-
ments on the DARPA dataset further showed
that ChaRRNets achieves superior out-of-distribu-
tion generalization over complex-valued CNN,
particularly for large-scale device populations
with limited training samples, thereby alleviating
data collection burdens.
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Current research on geometric DL for RFF
remains sparse. However, the success of G-CNN
in RFF highlights the potential of incorporating
principled symmetry assumptions to enhance in-
ductive biases, improve feature extraction effi-
ciency, and build more generalizable models.

To conclude, this section systematically re-
views DNNs for RFF using Raw I/Q data and
discusses key findings. Notably, model perform-
ance is intertwined with data characteristics and
training methodologies. Enhancing RFF capabilit-
ies requires synergistic advancements across mul-
tiple dimensions. The following sections summar-
ize recent progress in datasets, data representa-
tions, and DA for RFF.

4  Open-Source Datasets, Data Representations,
and DA for RFF

4.1 Open-source RFF datasets

Data, algorithms, and computational power
form the three pillars of DL. High-quality, large-
scale, and open-source datasets are critical drivers

for advancing DL. In radio signal processing,

however, datasets remain limited in size, di-
versity, and openness due to the niche nature of
the field and its reliance on domain-specific know-
ledge. For modulation recognition, datasets such
as RML2016.10a!'?l and RML2018.01a!"* are
widely adopted. In contrast, open-source RFF
datasets are scarce. The unique challenges of
RFF—such as heightened susceptibility to con-
founding factors like wireless channel variations—
demand more rigorous dataset design and greater
resource investment. Furthermore, the potential
application value of RFF datasets has led organiz-
ations like DARPA to withhold access to their ul-
tralarge-scale datasets, leaving existing open-
source RFF datasets insufficient for comprehens-
ive research.

Tab. 1 summarizes representative open-source
RFF datasets, categorized by transmitter config-
urations, environmental /channel/temporal set-
tings, and receiver configurations, providing a ref-
erence for future dataset development. Transmit-
ters typically employ widely available and cost-ef-
fective technologies such as WiFi, ADS-B, LoRa,

Tab. 1 Open-source datasets of RF fingerprint

Transmitter Receiver
Environment/Channel/
Ref. . . . Sample .
Type Qty Signal type Collection config Type rate Other details
[63] USRP X310 16 IEEES02.11a Indoor{;gétvgrf}frs‘isstances USRP B210  5MS/s  2¢71/Q samples per device
Cable-connected/Anechoic/Indoor; i ‘ )
571 USRP o IBEES02.11a/s Multi-day (10 days); USRP N210 20 MS/s 255 1/Q samples per capture;
N210/X310 Same/different antennas 250 captures per device/config
Outdoor; LOS/NLOS; Multi-day
IEEES02.11a R ] 5 MS/s, 512 I/Q samples per capture;
[81] USRP X310 4 /LTE/5G-NR (2 ddys()?lo\éillr)&)lggnf;stancea USRP B210 7.68 MS/s  3e6 I/Q samples per device
Wireless Indoor; LOS; Multi-day USRP Full set: 1e7 packets (1.4 TB);
(62] NIC 174 IEEES02.11a/g (4 days); Multiple receivers (41 units) B210/N210/X310 25 MS/s Subsampled to 4 subsets
. . Tektronix 250 MS/s, .
[82] Smartphones 86  Bluetooth LOS; Fixed distance (30 cm) TDS7404 5 GS/s 150 samples per device
[83]  Aircraft 140 ADS-B Real-flight data USRP B210 8 MS/s Total 3e4 samples
5 N -
(18]  Aircraft “’5’908/ ADS-B Real-flight data Slgélﬁ;ggg“d 50 MS/s  200-600 samples per device
[84 IoT 60  LoRa Indoor; LOS/NLOS; Static/mobile ~ USRP N210 1 MS/s  °102 I/Q samples per capture;
1000 samples per device
Indoor/Outdoor; Multi-day (5 days);
[85]  IoT 25 LoRa Varying distances (5 m/10 m/15 m/  USRP B210 1 MS/s Qegdi/ ?C;M:f}fj et
20 m); Multiple receivers (2 units) viee Y
Semi-anechoic chamber; 600 1/Q samples per ture:
[86] USRP 2932 21 IEEE 802.15.4 Varying power; Dynamic channel with ~ USRP 2032 5 MS/s s szl lpe SOB 5: dgjf’ce“ “
mobile robot interference pies p
Anechoic chamber hover; e y . . .
[87] DIIMio0 7 ewstandard Varying distances (6 f6/9 ft/ USRP X310 10 MS/s 02¢3 1/Q samples per capture;

waveform 12 £6/15 £t)

2240 samples per device
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and ZigBee signals. Receivers commonly use US-
RP devices with sampling rates covering the ef-
fective bandwidth of target signals and maintain-
ing oversampling. Environmental and channel
configurations vary based on research objectives,
including LOS and NLOS propagation, multises-
sion data collection, variable transceiver dis-
tances, and measurements in real-world or an-
echoic chamber environments.

While DL models have achieved high accur-
acy on early RFF datasets, such results do not
guarantee robust RF fingerprint extraction. Mod-
els trained on small-scale LOS datasets often fail
to generalize large-scale NLOS scenarios or tem-
poral shifts. Studies on the DARPA dataset!'! ¢!
by the RFML group confirm this: increased emit-
ter counts, temporal mismatches between train-
ing and test data, and heterogeneous receivers all
considerably degrade identification accuracy.
Thus, constructing RFF datasets requires careful
consideration of factors such as emitter popula-
tion size, transceiver distance, multipath effects,
temperature variations, and receiver diversity. Re-
cent efforts™ have adopted the SigMF standard!™
to build RFF datasets with metadata detailing
transmitter settings, environmental /channel con-
ditions, and receiver parameters.

For unknown emitter identification, datasets
must include sufficient unknown devices to evalu-
ate out-of-distribution generalization and support
OSR studies. Research by Yue et al.*” highlights
that receiver distortions severely impact RF fin-
gerprints. Most existing studies assume fixed re-
ceivers to isolate emitter-specific features, but
practical deployment necessitates models trained
on one receiver to generalize across others. Con-
sequently, multireceiver datasets are essential for
advancing real-world RFF applications.

An open-source, moderately scaled, and high-
quality RF fingerprint dataset enables research-
ers to objectively compare methodologies on a
unified baseline. When constructing such datasets,
it is essential to account for the impacts of mul-
tiple confounding factors, including wireless chan-
nel environments, temperature variations, collec-

tion timestamps, and receiver configurations.

These considerations are critical to support stud-
ies on RF fingerprint robustness, out-of-distribu-
tion generalization capabilities of trained models,
and practical deployment of RFF across diverse
receivers.

4.2 Data representation forms for RFF

DL-based radio signal processing remains an
emerging research direction, where the optimal
data representation form for network inputs may
depend on the DNN model architecture, learning
objectives, and loss function selection®. Studies
on radio signal modulation recognition and wire-
less interference detection have revealed that data
representation forms are task-dependent and
SNR-sensitivel®!, with appropriate representa-
tions enhancing DNN performance. In RFF, com-
mon data representations include I1/Q samples,
A/¢, FFT, Natural Logarithm (NL), and differen-
tial 1/Q.

Tab. 2 summarizes existing literature on RFF
data representation forms under scenarios with no
prior knowledge, including the network models,
signal types, and number of devices evaluated in
each study. Notably, STFT, as a data representa-
tion listed in Tab. 2, requires empirical paramet-
er tuning to achieve effective time-frequency fea-
ture extraction.

Ref. [42] demonstrated that the I/Q+FFT
representation outperforms the basic I/Q repres-
entation when using complex CNN. Ref. [90]
found that while the I/Q+NL representation
showed no considerable improvement over NL
representation with LSTM, it produced more
stable results. Ref. [51] observed the superiority of
FFT representation over I/Q representation un-
der low-SNR conditions. Ref. [91] reported better
performance with differential 1/Q representation
compared to standard I/Q representation, though
noted that appropriate delay parameters still re-
quire manual configuration despite its effective-
ness in mitigating phase rotation, CFO, and Dop-
pler effects. Ref. [85] discovered that I/Q and A/¢
representations exhibit better robustness to chan-
nel variations in CNN-based systems, indicating
stronger channel impacts on RFF in the fre-

quency domain than in the time domain. Ref. [26]



230 Journal of Radars Vol. 12

Tab. 2 Research of data representation

Ref Network model

Signal type  Device count Data representations

Research founding

Complex-valued

[42) o WiFi/ADS-B  100/1000
[90] LSTM WiFi 4

[51] CNN with Attention WiFi 20

Complex-Valued -

[91] CNN WiFi 20

(85] CNN LoRa 25

[26] CNN LoRa 20

[50]  CNN, LSTM LoRa 100
[66] CNN, Complex-  Wired/ WiFi/ 20/ 10/ 25

Valued CNN LoRa

1/Q, I/Q+FFT

1/Q, NL, I/Q+NL
1/Q, FFT

1/Q, Differential 1/Q

1/Q, FFT, A/¢

1/Q, FFT, STFT

1/Q, A/¢

I/Q+FFT perform better

I/Q+NL shows better stability
FFT performs better

Differential I/Q performs better

1/Q and A/¢ performs better
STFT performs better. After frequency offset
compensation, all three representations show significant
accuracy improvement, with STFT being the best
With <10 devices: [Imagel] and STFT work best with

1/Q, A/¢, STFT LSTM; 10-49 devices: [Imagel] performs best; >50 devices:

All three representations perform poorly
Real-valued CNN: I/Q better for LoRa, A/¢ better for

Wired and WiFi; Complex-valued CNN: I/Q better for
LoRa and WiFi, A/¢ better for Wired

demonstrated that STFT representation outper-
forms both I/Q and FFT representations, with all
three representations showing considerable accur-
acy improvements after frequency offset compens-
ation. Ref. [50] revealed the following: (1) LSTM
combining A/¢ and STFT representations
achieved optimal performance for less than 10
devices, (2) A/¢ representation surpassed others
for 10-49 devices, and (3) all three representa-
tions (I/Q, A/¢, and STFT) performed poorly for
over 50 devices. Ref. [66] found the following: (1)
For CNN, I/Q representation worked best on
LoRa datasets, while A/¢ representation excelled
on Wired and WiFi datasets, and (2) for complex
CNN, I/Q representation performed better on
LoRa and WiFi datasets, while A/¢ representa-
tion was superior on Wired datasets.

In conclusion, the optimal data representa-
tion for RFF depends on DL architectures, signal
types, and task scales. As shown by Ref. [50],
There are considerable performance variations
across different combinations of three data repres-
entations and two network models. In addition,
both Ref. [26] and Ref. [50] highlight that the
STFT representation is advantageous for time-
frequency feature extraction in chirp signals like
LoRa. The designed network architecture should
fully exploit I/Q and its derivative representa-
tions. Optimal performance emerges when data
representations align with network models, indic-
ating that developing concise criteria for rapid

search among multiple representations or their

combinations could balance accuracy and effi-
ciency effectively.
4.3 DA methods for RFF

Under noncooperative conditions, the scarcity
of effective data often leads to insufficient train-
ing of DNNs, resulting in overfitting. Further-
more, noncooperative scenarios inherently require
RFF in unknown environments, introducing a
critical challenge: the distribution shift between
training and testing data. While channel equaliza-
tion based on signal protocol knowledge may mit-
igate channel effects, it risks simultaneously re-
moving channel-related and RFF-specific features.
Moreover, equalization techniques cannot general-

3], DA methods serve as a

ize to all signal types!
promising solution to alleviate these issues. By en-
riching training samples and enhancing data di-
versity, DA methods mitigate overfitting, reduce
sensitivity to confounding factors, and improve
the generalization capabilities of DNNs. Unlike
explicit regularization techniques such as dropout
or weight decay, DA acts as an implicit regulariz-
ation mechanism!®? without compromising model
capacity or increasing computational complexity.
DA has achieved success in tasks like image
recognition. In radio signal modulation classifica-
tion, common DA strategies include injecting

3] and simulating channel fading

Gaussian noise
effects. However, unlike modulation features, RFF
characteristics are more susceptible to channel-
induced confounding factors. Thus, designing

DA methods to enhance RFF robustness under
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such conditions remains an open research ques-
tion. Below, we review existing DA approaches for
RFF.

(1) Additive White Gaussian Noise (AWGN)

Adding AWGN with varying SNRs emulates
distance-dependent attenuation between trans-
ceivers, making it the most widely adopted DA
method. This approach improves model perform-
ance across SNR regimes. Shen et al.l’” applied
AWGN-based DA to RFF and compared online,
offline, and no-augmentation strategies when
training Transformer models. Experiments
demonstrated that online augmentation enhanced
noise robustness but required longer training
times than offline methods.

(2) Channel fading models

Models trained on data from specific channel
conditions may degrade under environmental
changes!'’. Statistical channel fading models (e.g.,
Rayleigh and ITU-R) encapsulate real-world
channel knowledge. Incorporating these models in-
to DA enhances robustness to predefined channel
variations. Kevin et al.”!l employed Rayleigh
channel models to simulate multipath effects, re-
ducing performance degradation in multipath en-
vironments. Al-Shawabka et al.’” combined ITU-
R fading models with AWGN, improving accur-
acy from 82% to 91% for same-day test—train
splits and from 19% to 36% for cross-day splits.
Shen et al.® integrated fading models accounting
for both multipath and Doppler effects, boosting
accuracy from 68.6% to over 80% in high-speed
scenarios (Doppler shifts up to 100 Hz).

(3) Frequency offset simulation

CFO), caused by oscillator mismatches, tem-
perature variations, or device aging, is an unreli-
able RFF feature. Simulating CFO and phase off-
set during DA can mitigate misclassification
caused by these drifts®l. Cekic et al.l"”) combined
channel fading models with CFO augmentation.
Their findings revealed that increasing temporal
diversity in training data progressively com-
pensates for prior knowledge gaps, achieving per-
formance comparable to hybrid CFO compensa-
tion and DA approaches.

(4) Complex Finite Impulse Response (FIR) filters

Channel fading-based DA assumes similarity

between simulated and real-world channels, which
becomes problematic when channel conditions are
unknown. Soltani et al.l®'l addressed this by
designing complex FIR filters to emulate channel-
induced amplitude/phase distortions and noise ef-
fects. This method does not require prior know-
ledge of waveform characteristics. Experiments
showed that DA with FIR filters improved CNN
classification accuracy by at least 35% under un-

known noise and channel variations.
Other Methods: Variational AEs!’, GANsP,

96l have also been

and pseudorandom integration
explored for RFF DA. Hybrid approaches combin-
ing multiple DA techniques often yield remark-

able performance.
5 Summary and Prospects

RFF achieves robust performance either un-
der cooperative conditions or with partial prior
knowledge, especially when the channel condi-
tions for the same emitter exhibit minimal vari-
ations between training and testing phases, as
validated on large-scale datasets. However, RFF
remains challenging in noncooperative environ-
ments with unknown channel conditions and un-
available prior information (e.g., signal modula-
tion schemes), and the difficulty escalates as the
number of emitters increases.

This study focuses on addressing RFF re-
quirements in noncooperative scenarios through a
systematic methodology.

1. Overview of RFF Research: We provide a
comprehensive analysis of feature engineering and
DL approaches, highlighting their respective
strengths and limitations in RFF applications.

2. Technical Pathway Identification: By syn-
thesizing recent advances in RFF research, we
propose that Raw I/Q data-driven DL represents
a highly promising solution for noncooperative
RFF.

3. Architectural Evaluation: We categorize
and analyze DNNs—including CNNs, RNNs,
Transformer architectures, and geometric DL ar-
chitectures—designed for direct Raw 1/Q data
processing. A critical insight emphasizes that in-
tegrating inductive biases through symmetry-

aware network design enhances data efficiency, re-



232 Journal of Radars

Vol. 12

duces data acquisition costs, and improves model
generalization.

4. Resource Consolidation: We systematically
organize fragmented open-source datasets, data
representation methods, and augmentation tech-
niques to establish a unified reference framework
for future research.

This study streamlines the understanding of
RFF methodologies under noncooperative condi-
tions while offering actionable guidance for advan-
cing data-driven approaches.

The integration of DL into RFF research
streamlines processing workflows, establishes uni-
fied frameworks, and reduces reliance on domain-
specific expertise. Although progress has been
made in addressing confounding factors such as
wireless channel distortions and frequency offsets
(including preliminary explorations of protocol-ag-
nostic and channel-resilient RFF methods), ma-
jor challenges persist due to the complexity and
uncontrollability of these factors. DL methodolo-
gies, though continuously evolving, require fur-
ther refinement and foundational research to over-
come critical limitations.

The key unresolved challenges include the fol-
lowing;:

1. Interpretability: The inherent “black box”
nature of DL models necessitates focused re-
search on explainability.

2. Data Distribution Shifts: Techniques such
as transfer learning’” offer potential solutions to
mitigate performance degradation caused by en-
vironmental or task-specific distribution vari-
ations.

3. OSR: Current RFF studies predominantly
address closed-set classification; practical applica-
tions demand robust open-set identification for
unknown emitters!*!.

4. Multiemitter Scenarios: Reliable separa-
tion of mixed signals!®® without compromising fin-
gerprint integrity remains a technical hurdle.

5. Receiver-Induced Distortions: Phase noise,
clock offsets, and IQ imbalances introduced by re-
ceivers degrade transmitter fingerprints, warrant-
ing mechanisms for cross-receiver fingerprint

transfer.

6. Emerging approaches such as meta-learn-

B3 federated learning!®” and Siamese net-

[100

ing
I alongside edge computing node deploy-
101,102

works
ments! |, are being integrated into RFF to en-
hance its capabilities. Continued advancements in
DL theory, algorithms, and applications are ex-
pected to drive breakthroughs in addressing RFF’s

technical challenges.
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