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Abstract: Specific emitter identification is a technique of extracting the radio frequency fingerprints of the
received electromagnetic signal only using external feature measurements to determine the specific emitter that
transmits the signal. In recent years, the related theories and practical applications of specific emitter
identification have been continuously improved, and research on radio frequency fingerprinting feature
extraction methods has made great progress. Based on the domestic and foreign academic achievements, this
paper systematically reviews the status quo of the fingerprint feature extraction method of specific emitter
identification. In addition, a new feature classification framework is proposed based on the inherent logic of
fingerprint feature extraction. The classification framework combines the description characteristics of different
radio frequency fingerprinting features and the correlation between them. It divides the existing radio frequency
features into two main categories: direct measurement features and dimensionality reduction transform features,
which have three levels. Finally, this paper analyzes and explores several potential research directions of
fingerprint feature extraction, aiming to benefit the research and application of specific radiation source

identification.
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ding, LLE) VLB 29 10} 5 4E 55 T2 A 73 B (Square
Integral Bispectra, SIB)RHIESEAT B 4E 5341, FHEF
X SR (R s S0 T LLEREAS s i 1 5 SR
s AE RS T

(3) TEIRIE . G -FASHRFE (cyclo-stationarity)
SRNG5S R EERE, fEE Ry 5
HiE 5 A oS I 2R AAH AL S5 AE . IR (cyclic
spectrum) 73 A1 Al LEEAR KARJE HRAE S 5 A RA
TEIAF R B~ AR S X 3 T o BRI 207
T 155 7 W RAERE JJ A0 L D) S 5 B8l
5 I AES BRI TE A T 72 D I a1 1 A
PR AR T e T PR

SCHER [39) R B A T B, 3R 15 % 52 f=0 M
1) o B T V5 (T8 PR U0 o AR AW a6 s 4R AR, 437
T R 22 5, AT 28 21 S A Rl 7
H .

(4) Hilbert i, Hilbertiii T /KA RF- 2 AL 4
(Hilbert-Huang Transform, HHT), {55 &5 H
A7 MR JE A9 B o T AEAR S 2R 2 (Intrinsic Mode
Function, IMF)# 47 i /KA 554 #: (Hilbert Trans-
form, HT). Ay /RAA%:AL# )5 7] LLAS 2 IME I [E] |
B IRIE = IR OG 2, H P IR M £E I () - A3
P 34 B Hilbert 1% H (¢, w) o

PO N HOR] A eicis fE O HH T 5% oh 545
S Hilbertif il ; NS LS T #70 /E HHT 2 i
AT DA B FE SURFAE s SCRIR [42] 32 B T Hilberti
SRtk SCHR[43]) M 5GE T HH TR SURFIELE 518k 37 5

(single-hop scenario)5 H 4k 5t (relaying
scenario) LA S AN RIMETE R BRI .
4.1.3 SR EH

FL(E ARG S A MRS KR s, ATLUH TR
gERl. an802.11 WML R L4 A5 5 Wik (preamble),
NMN ek, HXWmEsSHR. F—RifET,
preamblefd & N EAHE,  BEWE B G HlF B A
R BOFEA T HAH B AR AR AE S nAs g, & s A
[ JC 28 I 285 15 45 AR 0

SCHik[23,44)F FH Wi-Fifg % preambleif 17 o4k
W B9IR T, SCHR[45]F] F 7888 Jo 42 Fe AN BOR N
HL(Universal Software Radio Peripheral, USRP)4%
BT ARG AT R, BT T AR
Ro R, KREGETIEARSWEREEH, 1 HAES
PERE L 38 H JEiR R 5 B A B E ik o

HpreambleR A, FHIAETWALTIH AT LA
TR KGR BCE S HL B B (Ambiguity
Function, AF). £ #)(Doppler) ., Hrh, Bk
B M TR B pr g et e TR
TEATRMS 5 /MR ZE 5o SCHR[47)38 5 32 USRI R
BBV AT HRINS 5700k SCHR[AS)E SCHR[4T]
R bR T R BB B D) LA PR A T
%, XA [F) R A Bk e s BEAT SR AR . £
S NS RO ek BCRFIE EAT T 3t — B Itk .
4.1.4 DEERIER

SEIH AN 05 5 1% i 1 A v 4% 38 1 3 25
B, R REE T FER S MR 2 4. A
I3 B SRR S R AR S 4R, AT DA R T
FEMABRSUH KRR, BN 973 B9 A5 5 (1) 32 EE Rl o A
R O (RS ) St T — g R

I TR 2RSS EEMD, [
i 8] R RITD, A2 3RS 7 filf VMDAS . B
TIEA AR 2 FIEA .
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1021

PLCP Preamble

PLCP Header

Start Frame

SYNC Delimiter PLW

PSF

Header Error Whitened PSDU

Check
(a) G3kbea
(a) Preamble frame format
84-8=16 ps
< > 0.8+3.2=4.0 ps
10x0.8=8 ps | 1.64+2x3.2=8.0 s B 0.8+3.2=4.0 Mﬂ 0.8+3.2=4.0 ps
GI N GI
OO R 28 PR TR 2 P PR P e T, T, /Q SIGNAL |GI| Datal 5 | Data2
Signal detect,  Coarse freq. Channel and fine RATE DATA
AGC, diversity offset frequency offset LENGTH
selection  estimation timing esitimation
synchronize

(b) KA HR Hik
(b) Synchronization (SYNC) structure of preamble

5 IEEE802. 11b ML )5 Sk 7
Fig. 5 Preamble format of standard IEEE802.11b

REMEREHRENGEE R, TREELS. B
AR S, RIAE s 4 25 (8] LA RS 5 &
S M SR, FRIE A EE AR
FH IR RRAE S IR S I A A U ) ook . B,
AU T ERSR A PN U S SN e N ESAR
B2 PERITUR.

(1) B IMAEMD., LU 257 (Empirical
Mode Decompo-sition, EMD)#z4- i Norden % A 1°?
FE1998 4R, e — Rt iRt AR FRafE S 1 o
B 3 LB A AT 5 v

VNN R I | R Y€ S i WA R N
IR HREE T R KB s ME S A R
ek, [EIARMEBERB(IME) D=, SRS it
2. El6ER T EMDA #5545 5 UL TR 7 il
BIMFHIRIREE, B2 TFENEGES R, H
AT BIR R AN IME . HIEI6F WL, EMD3EA
bR A FET R e B AT A LR IR
MEE BRI AT LEIME 7 &, 1 R i 2R A g Bt i
EZES B s & .

204K, E WA A 2 3 T EMDRSEIRF
Fo SCHR[3]E S EMD H THE SRR S b, I
Hwavelet Lt SCHR [54) ) FH IMF 5 #8252 1 I 450
SIATRHIE ;s RIS N PR HEMDYSE 5 1) 3 %
A FHEL & ANRRHAE ) 28 B A 2 B9 SCR[42] 32
HYIMF B 35l RR ARG 1Y) 23 TR AR AIE , 45 6 i N 401 22 A
Hilbertii Z i VE Na SURMIE; SCHR[43]3 T EMD 7y
fle e H3F AN FHFAE, JFHEIRIRA T hdkp i T
HIRFIER I o

(2) [ A E S FRITD. 20074, Frei M
GEENPBEH T 55— A& NAS 5 7%, A
B[] )]UBE 43 @ (Intrinsic Time-scale Decomposition,
ITD). ZITERAE S 0o T E A e o &
M— A A, SEMDML, W2 7 imik
GIEEEELpaw

SCHR [57) R FHITD 73 fife 1) ik By 23 4 B A IR A
58 SUAE S AR S 0 P 25 SR B E 9 RHIE s SCRR[5S)
FEHL T ITDA> i Ja A [ i & 7 & 1 43 TR R A AR DA
PELL S Gl Re it s SCRR[59] I ITDRVE H R4 1
MRS, R R RERIE N A ERE S
&, IR 7RG SRS ESEE. ERTTEE
BR[60]) 1, A TITD o i A B A B 5 9245 & R BURH
NLFRSURRE . BRIk Z A8, ITDIEAYE S0, i
BRSO, Rt o IR A Tz S

(3) BHEESBEVMD . 224> BLAS 43 il
Dragomiretskiy%s NCU7E20144E 32 H, A& —Fh7ERT
SR I {38 U 1 O S A TR SR AE T R T
EARL MG 5t A EEZEAEH ., VMDJ k4,
R, HEER, TSRS N
A5y EIMEFA AM-FM I § 45 805 5 R e, gk
B A2 SE PR IR R o X T EE SRR 5 2 i T
AR Satijads NOITESCHR[43]) 0246 L
¥ VMD RN H 25 S0R A i 7, 415 VMDGE (VMD-
Entroy)fl & & (VMD-EM)E NI SURFIE

(4) E5HEM. BIBITME ST LA 5T
FE4AE J2. 5 H8 SURFE 1) 5 48 B0 B2 T I — 4B
EFE, AR FE TR EM, ST AR 4E bk



1022 wmok R ELE
x10™*
E: T T T T
= I
S 1 1 1 1
0 500 1000 1500 2000 2500
x10™
a 2 T T T T =
(U 4
E -2 1 1 1 1 E
0 500 1000 1500 2000 2500
g 0.05 T T T T
= Or T
= 005 1 1 1
0 500 1000 1500 2000 2500
x10*
E: 2 T T T
0 ;/VW -
E 9 1 1 1 1
0 500 1000 1500 2000 2500
x10™*
L;J 2 T T T
= 0 ;/\/\ —
S} 1 1 1 1
0 500 1000 1500 2000 2500
x10™*
o 1F T T T =
&
0+ 4
E -1 & 1 1 1 e =
0 500 1000 1500 2000 2500
x10™
~ O0F T T T =
E -4 _///’/ ]
P— - 1 1 1 1 .
0 500 1000 1500 2000 2500

Time (x10? ps)

K 6 LB REE SRR R

Fig. 6 Schematic of empirical mode decomposition results

. WHMWENTEE: MG SIELEREAEZ
M rRIEM, BE S SN EIE .

AH 73 18] 43 A1 A2 AR Lo PR Bl 77 2 (R FE A 4 AT 7 1
AH 2 (8] H 3 RE AN AH R0 B Bl T R G — AR
A, A N RGEFPIRASTAS . R E 7
FIRA1E 5 R 40 AR 2 S AR A (], RIAR 25 (6]
B, BN RGTTE TR A7 S AR VR B
ELL PRI,

B b, AFBARSHL RE A R JEZPE R
gt, ELR I A A3 (8] o SR AT AR A R R LI A 1
TEAEFE SURFAE . Carrol 7 e S ) F AH 25 18] BE 44 /7722
A AR IR FR SR A 1) . VFPERLL AR
SR RSV 53 BT ARATT PR 8 18 SO AR 25 (R BB E
SEI BN AT TR BHS .

B T AHE M E RSN, BN FA AT T
fih 4> B A 7 2K BN, T.J. Bihl%E A2
H 7 — PR T B R BN 5 B AR AE ) 2 41
G5 ZhufE NAESCHR[ 71, R (a7 5ME 5
HIAKFATHE(HVG).

4.1.5 & SHLEE 5

Ta SURFENLER 73 A 2 i S IR AR SR 7] 1) 247
RN, MIRRE TIRSURHER Y ELA T, 1RICA
R TR SURHIE B B 25 3

SCRR[T2) MBE AR EE R NT, BN B BR T #5 1
RETHL, K3 SR 5 s 1 S5 5 R B AEARY, $2 tH AR
RUAL R SRR BOR , FE ) o H A AR
AR, ZITIEREAMESE T T FRVR I &
TERIA R . REZEENPLITHE T AL D20
KA AL R E, T8I XHE 53T R R,
PR SURFE AT IR s B 55 N Md it 0
SSPRILARU R VR oL B P S5 AR AR Y, ST T R RS
MUA AT e 75 R 1 E 21335 3)°F- 3% (Autoregressive
Moving Average Model, ARMA) #%!, JFf42 il
I ARMAZ H A T ) i 40 S U 48 SURFAE AT 78
PSR SRR AR

WEE AR R, el e aefF AT AR HoR 1) K
J&, IR RS AT A AT AR SR e SR IR R
SUHLIR FEHRBUA RURHIE 7 15 0 ME B R R 7=
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4.2 PERAETIRIFE

TESEIIE, b sCrr$ B B e & 45 AiE v] A
BN R TR RN BT Rk
2 SRR, 9 Gn o BE ok v B R R AR BE 1A PR 1A
A, s BB B TR B AT 2R . 20K R HL
REFRTER AT BECRFREFE TR 4615 B RTIR T, HHATHY
TEMAR e ml B2, DA T R 9 B8 IR J2 SR R 1 1 45
SURFE, FEH 5T 28800 F . RSOk I gy
HEFR A 5 24 A5 J A1

o 2 A B AR AE A L SRR A I ik, AR
RN &

(1) FEYEdR A e, 5IRIA(E S 450 WIS
E (B 30 B R ) B DA O, A HE R AE 43 A FH 13 v
I GE TR R RAE BRI A S 4 FEAF A, SEBLER
TIE B 2t 55 R AE AR 4

(2) LG PR 4, B BRI HLES 22 ST 48
(PIRFAERRLE 770, R FH B R DG S 4

w5 LB A A R AE A R 2T
4.2.1 SEFHET

(1) W E2e. BiEEBAMER, 55K
A B it e B R M i ) R SRS 5 AR IE R AE 3
Ao T T B A2 i B KPR P b PR AR AR 45 T R M
TR 8 SRR S S ST . RS T
BRBUTFA T S F T TRge RS,

F LR T I aws, e E i S o A
Crhg R CEMAT MeE g, SR,
M R AL AT B2, BRI AR A
(PIRF 5, X EHE 115 B AR FRIE G, TR . H
JeI B RARE R R TS, SR AR
A 2 (R 2, 2 T AR A P 363 S o )t
(R AR £ R T i

SCHR[76,77) 53 A4 A AES B I Th RS I B X
PESHE AT, BGOSR T4, s

*® 2 ETHRY S TRERENESEHED XERTH
P T HRHE
Tab. 2 Dimensionality reduction feature under feature
framework based on the inherent logic of fingerprint
feature extraction

RRHE 77 AR STk
BG4 SCHR[75—T78)
SR BAE Sk [42,79,80]
RS R SCHR[38,39,81]
TR 5 LHR[59,65,82—84]
A SEAE RS SCHR[36,38,85)
LG8 P YT AE SCHR[3,86—88]

3.0
2.5
2.0
> 1.5
1.0
05 [
. - RS A

-0.8 04 0 0.4 0.8
z

P 7 3 A 2 SR s 1 e
Fig. 7 Data skeleton extracted by principal curve

ZH TR E R B YU E NG STREUHE. AT, 1R
ZAE 5D RIEMAGE FEAE GHEIT S gt , H
FORRE IERLE LU N AR, MHESRERKREFER.

BT bR kA, 4R AT DL
T 2R B P I T A

(2) Y. B, s FRT
SIS A 1 TR, IRk iz B AH T3k
PRRAR MG S b . TR SURMIESR I 7
TEHFIER . 15 B 4E. S48, 724830, Lempel-
ZivE R ES . )% NPHTEEMD ) fif 25 ml -it
SN AR bR £ (TMUF ) B S8 R 78 ] P 16 0 T
FFIEZE A Hilbert il 21l b 1) 4 TE 4505 15 0 7R R 5L
H SRR ) B, DA A Dy e 2 B 5 SRR 8 SURMAE
JiE R R A NIV SRR ) o 4k Fa A 5 I 7 22 9 TR 4E LA
JMandelbrot&F 5 /30 TE4E 1, K45 5 U I HRRAE DA
Je AR S VAR SR AR P50 21 4 TEARFAIE 2% [R] s SCHR[80)
I S4B 7 22 JEBURAEAS 5 0 B & A
B, SERAMAR S

(3) R MU . UIXGE R, Bz
FH SR B 14T R AE R DO ) 75 B S R A ) — 4
BEMR, 1B CRAN S, DRI 5 B A Bk —
Yt R B ¥ o — 4. R BRI R R R AR AN R
A LA AR A B XS (RIB) il 1) B 43 X 28
(AIB). [543 XLk (CIB) AR FE R 43 XL ik (SIB)
P G ES TR

FEh, S E AR AT U A RS S R e B AR
SN, ABF L) YEFRERORN Ry, TR B
(PIRFIEREYE . PR RERFAE IR R 47 1 R U B89,

(4) FEETHE . WU, R E R SR L
REM— N, EEERd, XA “Fk
7 B BRI o BILEIRIR R P20t o i
BT, T LSS G R T AR ) B A iR B R R P AR
HRFAE o SCHR [82] 2 Hi 25k T HE 5145 () 8 S IR A AR R
AESREL 7%, Xy A 40 22 S R Ak B A5 A5 5 3T



1024 FH LA ¥ W R
WA __RIBE#E —- CIBE#&Z (Convolutional Neural Network, CNN) ;3. 3
**** AIB##E - SIBEEHE - R[S 25 {8 EEL A8 J (ST T ) A0 P AN 5
e e ey SCRR[SO)RIF T W4k B XA s 75 SCHR[90] 1,
$-—e—e-—y o {E 25 S T IR AT B Th %Al R HL0H L T CNN
N /// : i 5 X FrmEHL(Support Vector Machine, SVM),
NN t o+ M U . BEHLARAR . HRsEht . KITAR(K-Nearest
| S SN il Neighbor, KNN) % fk 5ty 362811053 P e
S R J5 KA W TN R AE SR 5 A R B AR 4
g F———— JEAE—2, LB BB R AT/ QI KO,

1 8 R B AL
Fig. 8 Integral paths of bispectrum

AbER,  HE L R R AR RIS . BRAES
Ab, HAREE A A RN
/RN PSR o

(5) A FHAE T FRSE 7. X s S G A1 AR 40
133 ) FE R EAT B R AE 2 e, DTSR EX T S 4 1
AU AR ST IRAS 5 WAERFIE . A 0 5 I A AR
e J5 1) 4k A TS ST A R E R, KRR
FRAE ) S 2H AR SURFIE »  Sahmel B/ FH & 548 25 (7]
JIERTFUE X OF DMAE 5 45 52 18 S U5 R A i) 7L
[FIE, R i 4R R o B, S5 SRR 4 TURFAE
()42 BV ) 2 45 g UG AR il T R

HEAk, G 2 PR AR SR AN AU R A T
PASEE— & PR 4E RO -
4.2.2 RGHFIERRYE

BRI S S B 4 7V R R BRI /R
FREURFIE2IR BRI I T Bt . B T SEL 48 514 3
BH YA (Linear Discriminant Analysis,
LDA)®., 3438547 (Principal Component Analysis,
PCA)BSTSSIZE SR, IXEIIERA R4 &1Ll
REAEAS B 1) v B R AH DG AR 2R M S S5 MR 1,
HARBRGWRFFIRAERERE, TEMIELERITHE
7o T HLK 3805 A 50 B4 B T 5 SR R 200
WA 78007 RS SRR B R A 1B 0L, AFAEAN D
T LA ]
5 AILERESESHRIESUFIEIRE

UTAEOR,  IRPEES: ) N LA RE (Artificial Intelligence,
ADTIERFEA W B, fERGAE. BRE S
FA S AU A T R o FEAR ST IR AN AR 1 )
R, ATRTIIAAON R RO A — € i3t &
sl 1 R A MSENESE, XF 7 A Ab 3R AR kAT
THTHIE X

FLHA)AH JCHIE 70 #2254 o — P oy 2R 48
W 28 (1) 5 N — MO 45 6 KRR SR IR 48 SURFAE
TGO R SRR, X 2% 454 DL AR P 2 ) 2%

Ly =L |

Ae B

iy ONER SR RON 2 R, BUR T — E R R
TP B3 o o v P4 7 2 R el L2981

B 5 Ao 25 9 2 () R JE, SETATUS AR & HY B 194
LR BRSNS [ BAE 5 i A T3 R Ik
SEFT R TR O F AL, TR S B AR
Kt ERE IS NERRS, Fre st T e
SR 1] AT 7045 AT R, B an R 2B st Bt o 2%
GANBHT R B V6 I s R e AR 1R 50

SR, IREESF ARG W R 2, kT Hy
FESEEL AT @ R TR &, AN 3B SURFIE
S R R FRATLER ) B oK 5 A v, DRIV AT v
FER A RCRA B R4 e, (HRIRE 5 AT
Gy 0T W HOHE B0 B S B SORAE A AR A
B IXMEAR PR T 3T IR B ) R ReFE U
ATV R S s N R G ERA

B0 1 2 i) BB B 3 A T o A e R

(1) TR AR HAR AT B o . H WOV A
el B E e b, RS SENEE. SCEk[o7]) ]
A BRI ETEY REA, i B 5 ik S
X AR IR AR SOR I B 1 B 3 o

(2) B TESURE NIRRT L. RIFIFH & K0
WERTIEL, NRRIE AR RIS &,
g P 8 2 10 2 2] HUOE I FR SUR I . 9 A
5 B i 72 S 00 = SR AT O (A5 1 5 25 B, B
KERERGERSE., ST EHEXHEENE
e, K B 3 Y iR 22 A5 5 VR IR B CNIN W) 4% 1)
HIN, TETZigbeeld & FRMIZHRIAE] 792.29%.

5 VAR v vEA LG, 45 A RSBk 1
3 TR B 22 STISEL R Gk e i S B8 35 5 0
FFRSOR AR T 2k,
6 BHEERE

R SHIERANARR A [ & TR R, AT
FRBRIR N, A IR HR B B A8 lzh, IR B
A8 258 RV SRR A A TR AR R AR T AT 48 SURFAIE
5 XSG WRIIRHEME., HERZ, $#RE
ST S, ARIE B AR B S . SR
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BEE R H s 2%, MRHT8EHIE T2 K
MEP e, WEEE R H 460N, PR RO SURHIE R
M LR OR o A Je i IR AN AU AR AR 58 7
TRV, TR B LR 3AN T TR A 5%«
6.1 EREIRBSSHFIE

BRSO VEAE B PR B B4R Xt & 5%
FUR MO, o 7R N TR S AR S Ak BRI
T, SEILE B S FROURFIE, 18— e It mky
HETTVERE N BE F7 . R AT 32 90 205 78 s s
SHESENMAMER, KR —ERESELN M L&
P RIIPER

SRIMELMY BR AT VR Re Al . H sh AL SRR SUky
TEM TAER AT 2R BRI B, Rl & anf 4 &
KK H AP HOR PR et L5, JRIUE I e
B R R IR R SURFIE S5 1) 880 75 8 I A S50 1)
W .
6.2 FHEFEREZETIA

A FHEMBCEFI R A, B — A )& S
FERAERE ST A R, AN FARFAE AN B A e A1 22
o Rk, HRAEJTEEMISEE FI AR I E 2 1 f %)
I 8 SR ANAFR 8L, NSET ) AR 58 in 4 T )

= H

HiGo

FESEIUE T, FHIEEMZEE R, AMUE
BRI ) 2 R AR R 1R, B iR O
SRR, RAEANFI SRS SUR AL HE AR
RO ZIERE T AR . BE@ R IUR, X
1EGRIE. Biltn, FEVMDZ R 5 25 & I s RAE
A P DA HEAT SRR A & T AR A,

BEXHARSHIRTRSUR L, ROR B HFIELR & AR Y
A BB IS 2 2 UASE v e S AR SURFAE R AN A5
(RIENLRE FT, SRR E S S AT X, (et R A
FAAERI LS BAN A K . #A)IETTE, 4 JESEL
A SR TR A2 52 S TR BCHT R IE R R, B
X RAT PSR AL KA o
6.3 FFEE NIRRT

KAB I RFAIE R REIE MAT BRI 5288, T H
G GRS, SIS
AU, W 72L& % KRR AT ] R IR AR
i3k, DX BT B4 17 5 SRR TR RORAEAE K AT
f, HEBERI WS HEBIAEH R, HikEE
JIEYIRM i 5 5 SRR AW 2, Bk
TRV G MR A FedE . BEAh, FRSH RS SUR
R34 SRV R R B AT ORI

B SETEOA (1 B HTBR B2, %) 4 SURFE
IR TR R R R . IR AR A
TE S ERETAIBRAZN#], RKRKISEY

ARIGSURFIE AR 7 217 3 s gite, Baefe, &%
e, TEERZ AT TR
& E x|
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Overview of Radio Frequency Fingerprint Extraction in Specific
Emitter Identification
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Defense Technology, Changsha 410073, China)

Abstract: Specific Emitter Identification (SEI) is a technique of extracting the radio frequency fingerprints of a

LI Baoguo

received electromagnetic signal by only using external feature measurements to determine the specific emitter
that transmits the signal. In recent years, the related theories and practical applications of SEI have been con-
tinuously improved, and the research on Radio Frequency Fingerprinting (RFF) feature extraction methods has
made great progress. Based on domestic and foreign academic achievements, this paper systematically reviews
the status quo of the fingerprint feature extraction method of SEI. In addition, a new feature classification
framework is proposed based on the inherent logic of fingerprint feature extraction. The classification frame-
work combines the description characteristics of different RFF features and the correlation between them. It di-
vides the existing radio frequency features into two main categories, namely, direct measurement features and
dimensionality reduction transform features, which have three levels. Finally, several potential research direc-
tions of fingerprint feature extraction are analyzed and explored, aiming to benefit the research and application
of SEL
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1 Introduction

Specific Emitter Identification (SEI), also
known as Radio Frequency Fingerprinting (RFF),
was first proposed by Northrop Grumman of the
United States in the 1960s'. It refers to the tech-
nology of extracting information reflecting a
transmitter’s identity (referred to as a “radio fre-
quency fingerprint”) by only using the external
characteristics of the received signal and compar-
ing the fingerprint information with a database,
thereby determining the specific emitter. The fin-

gerprint of an emitter is an inherent characterist-
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ic of the hardware of the transmitting device,
which is unforgeable, unavoidable, and unchange-
able. Moreover, it a weak signal is attached to the
transmitting signal in the form of unintentional
modulation.

SEI technology has a unique role in identify-
ing specific originating individuals and has attrac-
ted widespread attention in the fields of spec-
trum management, network security, cognitive ra-
dio, and electronic countermeasures. Particularly,
in military applications, SEI technology can
identify specific signals from the complex electro-
magnetic environment and associate them with
individual radiation sources, their platforms and
weapon systems, and strategic and tactical targets!!.
It is of great significance for quickly grasping bat-
tlefield situations and grasping initiatives during
wars.

SEI extracts features containing individual in-
formation that characterizes a specific transmit-
ter from the received time series for classification
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and recognition. Therefore, it is essentially a pat-
tern recognition problem.

The structure of a typical SEI system, pro-
posed by Talbot et al.l) in 2003, is presented in
Fig. 1. The general processing flow of SEI is as
follows: First, the signal is obtained through the
radio frequency-receiving subsystem. Second, sig-
nal preprocessing is performed, where the re-
ceived signal is subjected to various processes,
such as filtering, denoizing, pulse detection, and
signal demodulation. Then, extract the fine fea-
tures containing the individual information of the
radiation source device. Finally, the feature is
compared with data in a database and used in
classification and recognition algorithms to de-
termine the specific emitter.

In the traditional SEI (different from the deep
learning-based intelligent SEI method) system,
the definition and extraction of fingerprint fea-
tures are of significant importance. Therefore, the
fingerprint feature extraction of SEI is specific-
ally analyzed in this study.

The structure of this paper is as follows: Sec-
tion 2 briefly introduces the basic connotation of
the fingerprint features of SEI. Section 3 briefly
describes the two currently commonly used tax-
onomies. Section 4 is the main content of this
article and proposes a detailed fingerprint feature
taxonomy framework. It also presents a detailed
review and analysis of the research progress of
various fingerprint features under this framework.
Section 5 focuses on the current status of Artifi-
cial Intelligence (AI) technology applied to SEI.
Section 6 summarizes and presents the future
prospects of the fingerprint feature extraction of
SEI.

2  Fingerprint Features

The imperfection of the emitter hardware

chain leads to the inevitable deviation of modu-
lated signals, i.e., it unintentionally modulates the
hardware information to the signal within the al-
lowable range of the normal operation of the sys-
tem. These subtle differences vary from different
transmitters, such that the unintentional modula-
tion carries transmitter-specific information. This
physical-layer difference is caused by hardware,
which is inevitably attached to the intentional
modulation and is nearly impossible to mimic,
particularly with radio frequency fingerprints.

However, related research on the description
and characterization of radio frequency finger-
prints is very challenging, mainly due to the fol-
lowing three reasons:

(1) The generation mechanism of radio fre-
quency fingerprints is complex, and the perform-
ance is not intuitive and easy to understand like
biological fingerprints. It does not have an accur-
ate definition and cannot be accurately modeled
and expressed with mathematical tools.

(2) The fingerprint differences caused by
hardware between emitters are very subtle, espe-
cially for transmitters of the same model and
batch of the same manufacturer.

(3) A fingerprint is an unintentional modula-
tion attached to a transmitted signal. Compared
with the main part of a signal, its energy is weak
and easily affected by many factors, such as com-
plex channel conditions, multipath effects, and
environmental noise.

Therefore, SEI needs to extract effective fea-
tures from as many perspectives as possible to de-
pict real radio frequency fingerprints. These char-
acteristics are called “radio frequency fingerprint
features,” which should meet the following basic
requirements? %

(1) Universality: The fingerprint features of a

RF N Signal N
system "] processing

Identification Identification
classifier results
Feature ?
estimation
Database
management

Fig. 1 Structural diagram of typical system for specific emitter identification!!
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transmitter should be universally present in all in-
dividual transmitters and all signal samples.

(2) Uniqueness: Feature parameters are differ-
ent in the samples of different individual trans-
mitters, i.e., the fingerprint features of different
emitters are unique, different, and distinguishable.

(3) Stability: The feature of the same indi-
vidual remains stable or does not change signific-
antly within a certain period of time.

(4) Independence: The individual features of
an emitter should be independent of the signal
pattern and only related to the transmitter hard-
ware.

(5) Measurability: Feature parameters can be
extracted and detected from observed samples using
relevant technologies, and the measurement ac-

curacy can meet the requirements of classification.
3 Common Taxonomy of RFF Features

The commonly used taxonomies of finger-
print feature methods for SEI are as follows:
Based on the signal type of the analysis object,
RFF features can be divided into radar SEI fin-
gerprint features and communication SEI finger-
print features. Based on the signal state of the
analysis object, it is divided into transient-state
and steady-state features. These taxonomy meth-
ods are mainly aimed at the analysis objects of
SEI and do not fully consider the performances of
features in describing fingerprints and the correla-
tion between different features.

3.1 Radar and communication SEI fingerprint
features

Related research on radar signals started in
the mid-1960s, and conventional radar paramet-
ers were initially used as the identification basis!!,
the most typical of which is the use of pulse de-
scription words (PDWs) (PDW = {RF, PA, PW,
TOA, DOA}) to identify specific radar equip-
ment. As the radar system becomes more com-
plex, the waveform design becomes more complic-
ated, the working frequency band of the radar
continues to expand, and the working frequency
bands of different radars overlap in a wider range,
especially the use of phased-array and agile
radars. Therefore, conventional radar parameters

can no longer provide enough effective informa-

tion to meet the corresponding identification re-
quirements?”!. The intra-pulse characteristics of
radar signals are increasingly used in SEI.

Compared with radar signals, the research on
SEI of communication radiation sources started a
little later®. SEI of the communication system is
also more difficult: communication signal systems
are diverse, modulation types are complex and
carry a large amount of modulation information,
and subtle fingerprint features are usually sub-
merged in the main intentional modulation in-
formation. Hence, it is highly difficult to extract
fingerprints accurately. Commonly used finger-
print features of communication signals include
signal modulation curve-based features and high-
dimensional transform domain-based features.

In addition to radar and communication sig-
nals in SEI, some studies have focused on other
types of signals, such as satellite signals, naviga-
tion signals, wireless network signals (e.g.,
IEEE802.11 series protocol signals), Global Sys-
tem for Mobile communications system signals,
electronic tags (Radio Frequency IDentification,
RFID), and related radio frequency signals of oth-
er Internet of Things devices.

3.2 Transient-state and steady-state features

Based on the inherent manifestations of sig-
nal states, i.e., noise, transient, and steady states,
fingerprint features can be divided into transient-
state and steady-state features.

The transient state refers to the process of
equipment switching, mode conversion, symbol
conversion of the digital communication system,
and external excitation changes in the system.
The signals in these processes do not contain any
modulated communication data and are only re-
lated to the physical-layer characteristics of the
device, which can better reflect the unintentional
modulation characteristics of emitters™. The fin-
gerprint features extracted in this process are
called transient features.

The premise of transient feature extraction is
to accurately obtain complete transient signals.
However, the detection of transient signals is rel-
atively complicated, and the main difficulties are
as follows. (1)The duration of the transient state
is short. (2)Due to noise, the start and end points
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of the transient state cannot be accurately de-
termined. (3)The amplitude, phase, and fre-
quency characteristics of transient signals are eas-
ily affected by nonideal complex channel condi-
tions”!. Guo et al." compared typical transient
analysis methods, focusing on the analysis of five
transient characteristics, namely, fractal dimen-
sion estimation, entropy, energy trajectory, and
inherent shape of the rising edge.

A steady-state signal refers to the part of the
signal transmitted by the transmitting device
after the power is stabilized. The communication
signal mainly contains the data part to be trans-
mitted and a small amount of noise. Compared
with transient signals, steady-state signals are
easier to obtain. When the emitter is working in a
stable state, the individual difference caused by
numerous hardware units (components or mod-
ules) in the physical layer is displayed on the sig-
nal in the form of “combined forces”, which is
stable. However, the state fingerprint features are
hidden deep in the modulated signal and noise,
making it difficult to extract.

4 Feature Framework based on the Inher-
ent Logic of the Fingerprint Analysis

Considering the inherent logic of fingerprint
feature extraction in SEI, this study combined the
mathematical principles of feature tools based on
the feature extraction method, proposed a new
fingerprint feature framework, and divided the ex-
isting fingerprint features into two categories,
namely, direct measurement features (primary
features) and dimensionality reduction transform-
ation features (secondary features). Moreover,
combined with the principle of the fingerprint fea-
ture analysis, each category is classified in more
detail. The features are divided into three levels
for SEI.

The direct measurement feature refers to the
feature directly extracted from the received sig-
nal based on the basic signal analysis process
(e.g., basic parameter information and basic
transformation information). Under normal cir-
cumstances, the input for calculating direct meas-
urement features can only be the preprocessed sig-

nal series. The results can be directly used as a

fingerprint feature for SEI. Features with higher
dimensionality can also be further subjected to
secondary feature transformation, and the final
result after the calculation (i.e., dimensionality
reduction transformation feature) is used as the
fingerprint feature.

The dimensionality reduction transformation
feature is not closely integrated with the signal
characteristics and does not rely on the basic
knowledge of electromagnetic signal analysis.
However, these features are usually considered
feature description methods to optimize the dir-
ect measurement features. i.e., on the basis of the
primary features, the secondary features are ex-
tracted based on a certain mathematical trans-
formation. In special cases, it can also be used dir-
ectly to extract the features of the original signal.

To facilitate understanding and discussion, let
z(n) denote the preprocessed data, Fy{-} be the
direct measurement feature calculation, F5{ -} be
the dimensionality reduction transformation fea-
ture extraction, and y(m) denotes the final finger-
print feature result, i.e., the input of the classifier.
The extracted fingerprint features are

y1(m1) = Fi{z(n)}, m3=1,2,-, M (1)
yz(mz) = FQ{F1{$(H)}}7 mo = 1,2, "',MQ (2)

where y; and y, represent the direct measure-
ment feature and dimensionality reduction trans-
formation, respectively, and M;, Ms(Ms < M) is
the corresponding feature dimension. However, in
theory, it is also possible to directly extract the
dimensionality reduction transform characterist-
ics of a signal, i.e., ya(me) =Fa{z(n)}. For ex-
ample, the fractal dimension estimation of the ori-
ginal signal can be directly used for SEI. In prac-
tical applications, this situation is relatively rare,
and it usually needs to meet certain prerequisites,
such as a specific signal pattern or specific pro-
cessing. In the taxonomy proposed in this paper,
such features that rely on the special structure of
the signal and the basic signal analysis methods
are classified as direct measurement features.
Thus, in a strict sense, the above situation can be
expressed by Eq. (2). In short, in this taxonomy,
Fi{-}, Fo{-} are serial, usually first F;{-} and then

comes Fyp{-}. F2{-} can be omitted in some cases.
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Compared with the current methods, the
framework refines the classification of fingerprint
features, and it is consistent with the inherent lo-
gic of fingerprint feature processing and analysis.
In addition, it covers all commonly used finger-
print features at this stage and minimizes the
overlap of feature methods as much as possible.
Hence, researchers should further refine and im-
prove the features and study their combinations.

The following is a detailed analysis of the
classification framework and development status
of fingerprint features under various categories. In
the taxonomy framework based on the inherent
logic of the fingerprint analysis, the two major
categories of features are shown in Tab. 1 and 2.
Tab. 1 shows the direct measurement feature, and
Tab. 2 shows the dimensionality reduction trans-
formation feature.

4.1 Direct measurement feature

The direct measurement feature refers to the

Tab. 1 Direct measurement features under the feature frame-

work based on the inherent logic of fingerprint feature extraction

Feature method Reference
General parameter  [1,11,12]
Envelope feature [13-18]
Instantaneous 0_9¢
Basic parameter information feature [19-23]
Modulation [24-26]
parameter
Spectrum feature [3-27]
Time-frequency
analysis [28-32]
Basic transformation High-order [33-37]
spectrum
information )
Cyclic spectrum [38,39]
Hilbert spectrum [40-43]
Signal preamble [23,44,45]
Signal special structure Radar signal [46-51]
analysis
EMD [42,43,52-55]
ITD [56-63]
Decomposition and VMD [9:43,64,65]
reconstruction information Phase space [2,66-69]
analysis ’
Segmentation
reconstruction [70,71]
Equivalent circuit
model [72]
Transmitter hardware Nonlinear circuit 73]
characteristics model
Frequency source
circuit [74]

fingerprint feature that is closely related to the
common basic signal analysis methods. This type
of feature directly acts on the preprocessed signal
to obtain or retain as much of the original signal’s
fingerprint information as possible. This study
mainly considers the following aspects of the dir-
ect measurement fingerprint features of SEI:

Basic parameter information: commonly used
communication signal parameters, radar signal
parameters, time-domain and frequency-domain
basic parameter information, and other paramet-
ers that can be used to identify individual inform-
ation in the conventional signal processing pro-
cess;

Basic transformation information: basic sig-
nal transformation, including time-frequency
transformation, high-order spectrum analysis, and
cyclic spectrum analysis;

Signal special structure: specific structures
contained in the transmitted signal, such as the
IEEES802.11 series protocol signal frame header
and handshake signal in digital radio transmis-
sion, which are used to meet specific communica-
tion requirements or corresponding standards;

Decomposition and reconstruction informa-
tion: corresponding transformations of the re-
ceived time series to improve the data dimension,
including adaptive signal decomposition methods
and phase space reconstruction methods;

Transmitter hardware characteristics: the fin-
gerprint feature generation mechanism modeling
analysis carried out according to the nonideal
characteristics of the related hardware in the sig-
nal transmission process.

4.1.1 Basic parameter information

Basic parameter information refers to the
conventional parameters of the signal, such as the
conventional parameters of the radar signal (e.g.,
PDW); envelope shape; rising edge time; intra-
pulse characteristics, including Instantaneous Fre-
quency (IF) and Instantaneous Phase (IP); sym-
bol rate of the communication signal; carrier fre-
quency deviation; spectral characteristics; modu-
lation parameters; and modulation domain errors
(including IQ imbalance and constellation offset).

Such features are mainly concentrated in the time
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and frequency domains and are common in vari-
ous signal processing procedures. Compared with
other signal processing processes, SEI usually re-
quires high accuracy for estimating such paramet-
ers.

Fingerprint features based on the basic para-
meter information are divided into five categories
in this paper: conventional parameters, envelope
characteristics, instantaneous parameters, modu-
lation errors, and spectral distribution character-
istics. The following describes their applications in
SEL

(1) General parameter

The SEI technology based on the features of
conventional radar parameters mainly relies on
the features directly measured or estimated by
the signal measurement and detection systemsl'!),
such as carrier frequency, pulse azimuth, pulse
coding method, pulse width, pulse arrival time,
and pulse amplitude. Then, these features are
compared with the known signal parameters in
the database to obtain relevant information about

12 The early radar

the intercepted pulse signal
system was relatively simple, the electromagnetic
signal density was small, the pulse signal fre-
quency domain span was small and less over-
lapped, the signal form was simple, and the para-
meters were relatively stable, so the correspond-
ing signal identification based on the convention-
al parameters was effective before. Nowadays, as
the electromagnetic environment is becoming in-
creasingly complex, the signal is diversified, and
the difference in signal parameters is constantly
shrinking. Thus, it is difficult to accurately con-
firm the specific emitter using conventional para-
meters directly as fingerprint features.

(2) Envelope feature

Due to the nonideality of the electronic device
itself, there is inevitably a slight difference in
transmitter performance. This subtle difference
can be mapped on the shape of the signal’s time-
domain pulse envelope, so the waveform is accom-
panied by the characteristics of a specific trans-
mitter, which can be used as a basis for individu-
al identification. The pulse envelope waveform of

the radar signal is shown in Fig. 2.

The received signal can be affected by the
multipath effect, transmitter phase noise, and ad-
ditive noise, and its pulse envelope will produce
varying degrees of distortion and fading!'¥. When
the influence of the multipath effect is large, the
pulse envelope shape may even change. Studies
have found that the rising edge of the pulse envel-
ope is the least affected by the multipath among
the envelope parameters. Therefore, the front
edge of the envelope (including the rising edge
and part of the pulse top waveform) is often used
as the fingerprint feature of the radiation
sourcel' 19,

In Ref. [16], the wavelet transform techno-
logy for the envelope analysis was combined, and
high-precision envelope information was extrac-
ted as the fingerprint feature of SEI. In Ref. [14],
Liu Xu et al. combined the recurrence rate ana-
lysis method to detect the start and end points of
a signal and defined three new variables, namely,
fitting rising angle, fitting falling angle, and P/S,
to describe the envelope shape of pulses. In Ref.
[15], two envelope features R and J excavated the
spurious characteristics of the spurious modula-
tion of the signal envelope to a certain extent.

17l used the short-time Fourier

Rehman et al.!
transform spectrogram to detect the transient en-
ergy envelope curve of the Bluetooth signal and
extracted the area under the normalized curve,
duration of the transient, kurtosis, skewness, and
variance of the curve to describe the subtle char-
acteristics of the envelope. In Ref. [18], four envel-
ope features, namely, Linear Envelope (LE), Tan-
gent Envelope (TE), Quadratic Envelope (QE),
and Sigmoid function Envelope (SE), were

defined.
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Particularly, the radar pulse waveform is sus-
ceptible to atmospheric propagation effects, mak-
ing incidental amplitude modulation an unreli-
able parameter.

(3) Instantaneous feature

Instantaneous features include IF, IP, and In-
stantaneous Amplitude (IA). The estimation
methods of the instantaneous parameters mainly
include the Hilbert Transform (HT), energy sep-
aration, generalized zero crossings, empirical
Amplitude Modulated (AM)-Frequency Modu-
lated (FM) decomposition, direct quadrature, and
normalized HT!*”). Among them, the HT is the
most commonly used.

The transient features are mainly used in the
transient state of the signal and the frame header
structure (preamble) of specific signals. The
changes in amplitude, phase, and frequency of the
processes often become different over time. Fig. 3
shows the IF features of secondary response sig-
nals when four civil aviation aircraft communic-
ate with the ground. Hall et al.l*"! extracted a
number of features from the IF, IP, and TA of the
transient state, including the standard deviation

of normalized instantaneous features, variance of
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change in amplitude, standard deviation of nor-
malized I/Q data, power per section, and average
change in DWT coefficients. In Ref. [21], the five-
dimensional feature vector was defined based on
the IA, which effectively realizes the identifica-
tion of wireless network cards and Bluetooth
devices. Huang et al.?? specifically addressed the
problem of individual identification of Frequency-
Shift Keying (FSK) radio stations, completed the
estimation of FSK frequency distortion paramet-
ers, and established the basis of the IF finger-
print model. In Ref. [23], an envelope and IP were
combined to extract the individual characteristics
of radar signals, and the influence of the radar op-
erating mode on device-specific features was ana-
lyzed based on measured data.

(4) Modulation parameter

The fingerprint feature based on the modula-
tion domain error is also called the constellation
shape error fingerprint feature. It is a steady-state
fingerprint feature (i.e., PAssive RAdiometric
Device Identification System, PARADIS) pro-
posed by Brik et al? in 2008. This method takes
into account the influence of various nonideal

characteristics of a device on the modulation sig-
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Fig. 3 Instantaneous phase characteristics of the secondary response signals of four civil aviation aircrafts
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nal, including the I/Q channel offset, frequency
offset, and limiting effect on the amplitude, which
usually appear as constellation deterioration in
the modulation domain. The nonlinear character-
istics of the oscillator source, mixer, power ampli-
fier, and other devices in different radiation
source hardware devices are slightly different.
Therefore, the shape of the signal constellation
diagram is different. Based on the differences in
the constellation diagram shape, we can determ-
ine the radiation source where the signal comes
from.

Brik et al.?! compared the difference in the
distribution of scattered points on the constella-
tion diagram; defined fingerprint features, such as
phase error, amplitude error, and I/Q channel off-
set; and successfully realized the identification of
138 wireless network cards (quadrature phase
shift keying modulation). In Refs. [25,26], further
research was performed on the modulation do-
main error based on the work of Brik et al.l*!.
The former extracts constellation diagrams on the
basis of carrier recovery, symbol rate estimation,
and timing estimation and uses the Hausdorff dis-
tance to measure the similarity of transmitters.
The latter analyzes the influence of phase noise
on the modulation domain, dynamically clusters
the observation points of the received signal, ob-
tains a reconstructed constellation, and com-
pletes the classification of the constellation ac-
cording to the maximum likelihood criterion.

The fingerprint feature based on the constel-
lation error gets rid of the dependence on the sig-
nal time-domain waveform, suppresses the influ-
ence of noise and bad channel effect to a certain
extent, and is easily implemented in the hard-
ware. However, its shortcomings are also promin-
ent. First, it is only applicable to digital modula-
tion signals. Second, it is necessary to accurately
estimate information, such as frequency, code
rate, and modulation pattern, and the recogni-
tion effect largely depends on the results of the di-
gital demodulation.

(5) Spectrum feature

The reference frequency of the signal gener-

ated by the individual crystal oscillators of differ-

ent emitters is different, which causes the differ-
ence between the carrier frequency and the code
rate of the signal, and the relative deviation (the
ratio of the deviation to the standard deviation)
has nothing to do with the standard deviation. In
Ref. [3], the accurate estimation of the carrier fre-
quency and code rate was examined, and the ef-
fectiveness of frequency deviation as a fingerprint
feature to identify specific emitters was verified.

Although the relative deviation between the
carrier frequency and the code rate is distinguish-
able, the implementation of SEI requires an ex-
tremely high estimation accuracy, and it is diffi-
cult to obtain the standard value of the signal
parameter in practical applications. Thus, it is
impossible to obtain an accurate relative devi-
ation for SEIL.

In addition, the asymmetric characteristics of
the spectrum can be used as fingerprint features
to identify individual radiation sources?”.

4.1.2 Basic transformation information

On the basis of basic parameters, transform-
domain information, such as time-frequency spec-
trum, high-order spectrum, and Hilbert spectrum,
have recently been widely used for RFF.

(1) Time-frequency analysis

Time-frequency analysis, particularly Joint
Time-Frequency Analysis (JTFA), provides joint
distribution information of the time and fre-
quency domains. It clearly describes the relation-
ship between the signal frequency and time and is
a powerful tool for analyzing time-varying non-
stationary signals. The most common time-fre-
quency analysis methods include the Short-Time
Fourier Transform (STFT), wavelet transform,
Wegener distribution, and quadratic time-fre-
quency distribution.

Fingerprint features based on STFT were
analyzed in Ref. [28]. In Ref. [29], the time—fre-
quency characteristics of binary signals were sys-
tematically analyzed. In Ref. [30], the wavelet
transform was used to extract the unintentional
modulation of RFID. In Ref. [31], transmitter
identification methods based on the wavelet
transform were systematically analyzed. In Ref.
[32], the improved Choi-Williams Distribution
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(CWD) of Wigner-Ville distribution was intro-
duced, the CWD was used to convert the one-di-
mensional (1D) time-domain signal to a two-di-
mensional (2D) time-frequency domain image,
and the modulation information was extracted in
the time-frequency plane.

Such fingerprint features are often limited by
the inherent drawbacks of time-frequency tools
and face a series of problems. For example,
(1)STFT has shortcomings in solving nonlinear
problems. (2)A contradiction exists between the
choice of window function and its length and the
resolution of the spectrogram. (3)The wavelet
transform method relies on the choice of wavelet
packet and has low precision and poor adaptabil-
ity. (4)There are serious cross terms in quadratic
time-frequency analysis methods, and the energy
of the entire time-frequency plane may appear
negative.

(2) High-order spectrum

Actual signals do not strictly obey the Gaus-
sian distribution, and the signals emitted by dif-
ferent emitters show non-Gaussian characteristics.
A high-order spectrum, like the Fourier trans-
form of high-order cumulants, is an effective non-
Gaussian analysis tool. The high-order spectrum
does not affect the time, can retain the signal
amplitude and phase information, and suppress
the Gaussian noise. Among them, the third-order
spectrum, also known as the bispectrum, with the
characteristics of a time-shift invariance, scale
variability, and phase retention, is the most
widely used in SEI. Fig. 4 shows the bispectrum
feature distribution of two FM radio signals,
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which indicates that there are significant differ-
ences in the bispectrum features of signals from
different radiation sources.

The bispectrum feature is a third-order stat-
istical feature with a relatively large complexity,
and the unique information of the transmitter is
scattered in a high-dimensional space, making
classification and recognition difficult. Therefore,
when utilizing high-order spectrum features, the
dimensionality reduction transform algorithms,
such as representative slice integration, should be
combined, and the dimensionality reduction fea-
ture based on the distribution of high-dimension-
al data should be extracted.

In Refs. [33-37], high-order spectra were
chosen as the preliminary high-dimensional fea-
tures, and different mathematical tools were used
to extract the secondary features. In Ref. [3], Loc-
ally Linear Embedding (LLE) manifold reduction
was used to perform a dimensionality reduction
analysis on high-dimensional Square Integral Bis-
pectra (SIB) features and improves the distance
definition of LLE samples and output dimension
estimation method for SEI.

(3) Cyclic spectrum

Cyclo-stationarity is an important character-
istic of a modulated signal. The cyclic spectral
density function contains information, such as fre-
quency and phase related to the modulated signal.
Cyclic spectrum analysis can distinguish the sig-
nal from the noise with non-cyclic stationery.
Therefore, the anti-interference, signal analysis,
and characterization ability of the cyclic spec-

trum analysis are stronger than those of the
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Fig. 4 Bispectrum characteristic images of two FM radio signal
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power spectrum®!. The most commonly used non-
parametric cyclic spectrum estimation methods
are the time-domain and frequency-domain
smooth periodogram methods.

In Ref. [39], the a cross-sectional spectrum
(cyclic spectrum slice) of the cyclic spectrum
density f =0 was chosen as the initial high-di-
mensional feature, and the cyclic spectrum differ-
ence in the signal was analyzed to achieve the
purpose of SEIL.

(4) Hilbert spectrum

The Hilbert spectrum is derived from the Hil-
bert-Huang Transform (HHT). Intrinsic Mode
Functions (IMFs) can be obtained after the Em-
pirical Mode Decomposition (EMD) of the signal
is subjected to the HT. After the HT, the rela-
tionship among time, frequency, and amplitude of
the IMF can be obtained. The distribution of
amplitude on the time-frequency plane is the Hil-
bert spectrum H (t,w).

Wang et al.*! used the improved HHT al-
gorithm to calculate the signal Hilbert spectrum .
Wang LiY! summarized some of the fingerprint
features that can be extracted on the basis of the
HHT. In Ref. [42], the Hilbert edge spectrum was
extracted. In Ref. [43], the performance of the
HHT fingerprint features in a single-hop scenario
and relaying scenario and in different channels

was paid attention to.

4.1.3 Signal special structure

Some signals have unique structural charac-
teristics and can be used for SEI, such as the pre-
amble of the wireless signal under the 802.11 pro-
tocols, and its format is shown in Fig. 5. Under
the same standard, the preamble contains the
same content, which can avoid the impact of dif-
ferent modulation information, is more robust
than other features, and is suitable for the identi-
fication of different wireless network devices.

In Refs. [23,44], a Wi-Fi signal preamble was
used to identify wireless network cards. In Ref.
[45], seven software radio peripheral transmitters
(Universal Software Radio Peripheral, USRP)
were combined with the signal generated by the
protocol simulation to identify emitters.

However, most types of signals do not have a
preamble, and in the case of non-cooperation, it is
usually impossible to obtain a complete data
frame header.

Similar to the preamble, radar signals also
have special structures or parameters that can be
used for identification, such as the Ambiguity
Function (AF) and Doppler*. Among them, the
AF was first used for radar analysis and wave-
form design, and now it is also often used to char-
acterize the individual differences of different sig-
nals. In Ref. [47], radar signal sorting was per-

formed by extracting the main ridge slice of the

PLCP Preamble

PLCP Header

Start Frame

Header Error | Whitened PSDU

(a) Preamble frame format
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Signal detect,  Coarse freq. Channel and fine RATE DATA
AGC, diversity offset frequency offset LENGTH
selection  estimation timing esitimation
synchronize

(b) Synchronization (SYNC) structure of preamble

Fig. 5 Preamble format of standard IEEE802.11b
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ambiguity function. In Ref. [48], the local AF slice
was defined, and its fast estimation algorithm was
proposed on the basis of the method in Ref. [47]
to extract and identify different radar pulse data.
Wang Lei et al.'*! further optimized the finger-
printing features of the AF .

4.1.4 Decomposition and reconstruction informa-
tion

SEI does not focus on the main information
conveyed in the signal transmission process, but it
pays attention to details other than the main
components of the signal. Using decomposition
and reconstruction algorithms to improve the ori-
ginal signal dimension, fingerprint-related fea-
tures can be extracted from a higher level, and at
the same time, a new idea for separating the main
component and secondary component (spurious
component) of the signal can be provided.

Commonly used decomposition methods in-
clude EMD, Intrinsic Time-scale Decomposition
(ITD), and Variational Mode Decomposition
(VMD). Reconstruction methods include phase
space reconstruction and segmentation reconstruc-
tion.

Decomposition and reconstruction make the
data have higher dimensions, more variables, and
more complex forms. Therefore, understanding
the differences and connections between different
signal components in a high-dimensional space
and extracting the truly meaningful information
are the keys to use such features to realize SEI.
Otherwise, mapping data to high-dimensional
space can only result in greater computational
pressure and information redundancy.

(1) EMD

EMD was first proposed by Norden et al."? in
1998, which is a posterior adaptive time-fre-
quency analysis method for nonlinear and non-
stationary signals.

The basic calculation method of EMD is to
use the tertiary spline interpolation method to
continuously and iteratively search for the upper
and lower envelopes of the local maximum and
minimum points of the original signal, obtain the
IMF components, and complete the decomposi-
tion process. Fig. 6 shows the time-domain wave-

forms of a signal and all the decomposed IMF's
after EMD. The first layer of the sub-pictures is
the original signal waveform, and the remaining
sub-pictures correspond to each IMF. The figure
shows that EMD basically works according to the
frequency from high to low. The first few layers of
IMF components with high frequency and low
amplitude can be roughly understood as high-fre-
quency spurious components attached to the sig-
nal.

In the past 20 years, there have been many
SEI-related studies based on EMD at home and
abroad. In Ref. [53], EMD was first used for SEI
and compared with wavelet decomposition. In
Ref. [54], IMF was used to reconstruct signals to
obtain stable time-frequency distribution charac-
teristics. Liang et al.’” used EMD to separate the
main components and spurious components con-
taining individual information about the radi-
ation source. In Ref. [42], the fractal features of
IMF in the time and frequency domains were ex-
tracted, combining IF and Hilbert edge spectrum
as fingerprint features. In Ref. [43], three differ-
ent features based on EMD were proposed, and
its performance was explored for the first time in
the relay scene.

(2) ITD

In 2007, Frei M G et al.” proposed ITD,
which decomposes a signal into the sum of sever-
al inherent rotation components and a monotonic
trend. Compared with EMD, the process of filter-
ing and interpolation is subtracted.

In Ref. [57], the instantaneous parameters of
ITD were used to reconstruct the time spectrum,
and the spectral symmetry deviation coefficient of
the signal spectrum was defined as a feature. In
Ref. [58], the fractal features, RJ features, and
edge spectrum features of different rotation com-
ponents after ITD were extracted. In Ref. [59],
ITD was combined with the nonlinear analysis
method, the correlation coefficient was used to fil-
ter out the appropriate signal components, and
the entropy data of each layer of the signal were
extracted. Ren et al.l) combined ITD and image
processing methods to extract corresponding fin-
gerprint features. In addition, ITD has a wide
range of applications in the fields of the biologic-
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Fig. 6 Schematic of empirical mode decomposition results

al signal®l, fault diagnosis/®?, and system detec-

6163

(3) VMD
VMD was proposed by Dragomiretskiy et

tio

al.™ in 2014. It is a non-recursive adaptive quasi-
orthogonal signal decomposition method in the
time and frequency domains. It plays an import-
ant role in the nonlinear signal analysis/®”. The
VMD method has stable decomposition results
with simple calculations and no modal aliasing
problems. The decomposed basic component IMF
has the characteristics of AM-FM modulated nar-
rowband signals, and its IF has a practical physic-
al meaning, which has natural advantages for
SEL Satija et al.”! applied VMD to fingerprint re-
cognition based on the method proposed in Ref.
[43] and constructed VMD entropy (VMD-En-
tropy) and cumulant (VMD-EM?) as fingerprint
features.

(4) Signal reconstruction

The received signal can be understood as a
1D time series formed by high-dimensional data
projections carrying transmission information and
emitter-specific fingerprint information. Therefore,
the reconstruction of the signal can also be called
ascending-dimensional restoration. Common re-
construction methods include phase space recon-
struction based on nonlinear signal characterist-
ics, segmentation reconstruction, and parameter
imaging.

The phase space analysis is one of the basic
analysis methods of nonlinear dynamics. Each
phase point in the phase space corresponds to a
state of the dynamic system, and the change in
the phase point corresponds to the state evolu-
tion of the system. The use of a time series to
construct a phase space equivalent to the original
phase space of the system, i.e., phase space recon-
struction, is the first step to analyze the nonlin-

earity of the time series®.
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Theoretically, different transmitters corres-
pond to different nonlinear systems, and there
must be hardware fingerprint characteristics in-
herent to the specific transmitter in the recon-
structed phase space. Carroll®” first used the
phase space reconstruction method to solve the
SEI problem. Xu Dan/?, Yuan Yingjun!®!, and
Zhu Shengli® discussed in detail the application
of phase space theory to SEI in their doctoral dis-
sertations.

In addition to phase space reconstruction, do-
mestic and foreign scholars have also tried other
segmentation reconstruction methods. For ex-
ample, T. J. Bihl et al."”! proposed a signal seg-
mentation and feature vector combination meth-
od based on a sliding window function. Zhul™ re-
constructed a time series into a Horizontal Visibil-
ity Graph (HVG).

4.1.5 Transmitter hardware characteristics

The analysis of the fingerprint mechanism is
an important research content of SEI, which is of
great significance for exploring the physical
nature of signal fingerprint features and extract-
ing effective fingerprint features.

In Ref. [72], the hardware structure of trans-
mitters was first introduced, the equivalent cir-
cuit model of the radio frequency oscillator for the
transmitter with a free-running oscillator was con-
structed, and a modeled SEI technology was pro-
posed. When the modulation voltage greatly
changes, this method can make up for the short-
comings of traditional methods in measuring the
rising- and falling-edge delays. Xu Zhijun et al.™
specifically studied the nonlinear distortion of
nonlinear power amplifiers by performing a
Taylor series analysis on the signal. Huang Yuan-
ling et al.™ analyzed the equivalent Mathematic-
al model of the transmitter frequency source cir-
cuit and established an Autoregressive Moving
Average (ARMA) model to describe the phase
noise characteristics of a transmitter. They pro-
posed to construct the fingerprint characteristics
of the radiation source through the ARMA para-
meter estimation, thereby completing SEI.

With the development of hardware, particu-

larly the development of programmable device

technology, the exploration of a fingerprint mech-
anism of a radiation source and extraction of an
effective feature method by modeling and analyz-
ing the transmitter hardware have become in-
creasingly difficult.

4.2 Dimensionality reduction transformation

In the SEI field, the direct measurement fea-
tures extracted above can be directly inputted to
the classifier for identification. However, due to
some specific reasons, such as high dimensional-
ity and limited characterization capabilities, some
direct measurement features need to be further
purified into the secondary feature. Secondary
feature extraction refers to feature transforma-
tion or dimensionality reduction on the premise of
keeping the original information of the feature as
much as possible, exploring deeper and more ac-
curate fingerprint features, and facilitating easy
classification or recognition by the classifier. In
this paper, this type of secondary feature is also
called the dimensionality reduction transform fea-
ture.

The dimensionality reduction transformation
feature is essentially a feature analysis and pro-
cessing method, which is mainly considered from
two perspectives in this paper:

(1) High-dimensional feature transformation:
This involves secondary features that are closely
related to the original signal structure and
primary features (direct measurement features).
Statistical tools are commonly used to character-
ize directly extracted high-dimensional features to
achieve feature dimensionality reduction or fea-
ture transformation according to the feature dis-
tribution.

(2) Traditional feature dimensionality reduc-
tion: The traditional dimensionality reduction
method of machine learning is directly used, and
the mathematical correlation is used to achieve
dimensionality reduction.

Parts of the dimensionality reduction trans-
formation features are shown in Tab. 2.

4.2.1 High-dimensional feature transformation

(1) Waveform skeleton

According to the principle of non-increasing
information in signal processing, the signal wave-
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form itself is the carrier of the subtle features of a
radiator signal that is more robust and contains
the most information. The waveform skeleton
method aims to minimize the influence of the
transmission channel and restore the signal wave-
form emitted by the emitter, which includes the
manifold learning-master curve method and com-
pressed sensing.

The master curve belongs to the category of
manifold learning, which refers to a smooth curve
that passes through the center of the data distri-
bution and satisfies self-consistency. This curve is
the skeleton of the data collection, which can bet-
ter describe the characteristics of the data distri-
bution and retain the information of the data, as
shown in Fig. 7. Using a smooth curve instead of
the principal component line to analyze the data
and finding the smooth curve between the sym-
metrical variables is an extension of the nonlin-
ear method that more accurately describes the ac-
tual problem!™.

In Refs. [76,77], the signal was analyzed by
combining the non-parametric power spectrum
and direct bispectrum, extract the spectrum skel-
eton of the spectral line distribution, and then
combine the multifractal dimension to describe

the skeleton as the signal fingerprint feature.

Tab. 2 Dimensionality reduction feature under feature frame-

work based on the inherent logic of fingerprint feature extraction

Feature Method Reference
Waveform skeleton [75-78]
Fractal and complexity [42,79,80]
Specific path integration/slicing (38,39,81]
Entropy (59,65,82-84]
SVD [36,38,85]
Traditional dimensionality reduction [3,86-88]

“~~ Waveform skeleton
-+ Original data

-1.0 -0.5 0 0.5 1.0
z

Fig. 7 Data skeleton extracted by principal curve

However, the power spectrum and bispectrum of
many signals are not suitable for extracting the
skeleton structure, and their representation abil-
ity is not strong in some cases. Hence, a lot of in-
formation will be lost.

In addition to the above-mentioned master
curve method, compressed sensing!™ can also be
used to extract the waveform skeleton.

(2) Fractal and complexity

A fractal is a powerful tool used to analyze
the irregularity of non-stationary series and has
been widely used in non-stationary and nonlinear
signal processing in recent years. Fractal features
commonly used in fingerprint feature extraction
are the information dimension, box dimension,
variance dimension, and Lempel-Ziv complexity.
Gui Yunchuan et al."? calculated the fractal fea-
tures of eigenmode functions (i.e., IMF) in the
time and frequency domains on the basis of the
EMD, combined with the fractal dimension on the
Hilbert edge spectrum and spectral symmetry
coefficient to form the feature vector. Tang et
al.™ calculated the variance fractal dimension of
a modulated radio signal and the Mandelbrot sin-
gular fractal dimension spectrum and projected
the modulation feature and nonlinear transforma-
tion feature of the signal to the fractal feature
space. In Ref. [80], the box dimension and vari-
ance dimension were used to characterize each
segment of the signal segmentation to realize SEIL.

(3) Specific path integration/slicing

Taking a bispectrum as an example, the dir-
ect use of a bispectrum matrix for feature extrac-
tion and recognition requires the calculation of
complex 2D templates, and the computational ef-
ficiency is relatively low. Therefore, it is neces-
sary to convert the 2D function into 1D by integ-
rating the bispectrum. Specific path integrals can
be divided into the Radial Integral Bispectrum
(RIB), Axial Integral Bispectrum (AIB), Circular
Integral Bispectrum (CIB), and SIB according to
different paths!*®!, as shown in Fig. 8.

In addition, the idea of slicing high-dimen-
sional spectrograms is similar to that of specific
path integration, but some slices are still high in

dimensionality. Hence, further feature dimension-
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ality reduction is needed. The dimensionality re-
duction method of cyclic spectrum features often
uses slices!*®,

(4) Entropy

Entropy is an indicator that measures the de-
gree of chaos in a system. In information theory,
it is also called Shannon entropy or information
entropy. After the received time series is decom-
posed and reconstructed, the dimensionality re-
duction transformation feature can be extracted
in combination with the basic principle of en-
tropy calculation. In Ref. [82], a method for ex-
tracting the individual characteristics of emitters
based on the permutation entropy of communica-
tion signals was proposed, and entropies that
characterize the subtle features of an original sys-
tem were extracted. In addition to permutation
entropy, other entropy algorithms include sample
entropy®, energy entropy!®), wavelet entropy!®?,
and correlation entropy!®".

(5) Singular value decomposition

Liu TingP® performed singular value decom-
position (SVD) on a matrix obtained via the cyc-
lic spectrum transformation, which extracted
comprehensive and subtle inherent characteristics
of a radiation source signal. Some scholars also
performed SVD of 2D full-plane information after
time—frequency spectrum transformation and then
combined the eigenvalue and eigenvectors into a
fingerprint feature. Sahmel® used the singular
value space method to study the identification of
SEI for OFDM signals. They also converted high-
dimensional features into images and converted
the extraction and identification of subtle fea-
tures of radiation sources into image recognition
problems.

ant analysis!®® and principal component

analysis®*75

I. However, this kind of method does
not fully integrate the structural characteristics of
fingerprint features, such as a high degree of non-
correlation and nonlinearity, and cannot main-
tain the original information well. Moreover, the
direct application of mathematical correlation to
SEI ignores the distribution characteristics of fea-

tures, and there are many adaptability problems.
5 Al and Fingerprint Feature Extraction

In recent years, the popularity of deep learn-
ing AT methods has continued to rise, and break-
throughs have been made in the fields of image
processing and natural language understanding.
Regarding the identification of individual radi-
ation sources, the addition of AI not only im-
proves the identification effect to a certain extent
but also affects the original classic SEI frame-
work and redefines the analysis and processing
process.

Early related research tended to use neural
networks as a classifier. The input of the network
is generally fingerprint features extracted with ex-
pert knowledge, usually high-dimensional features,
and the network structure is mainly a Convolu-
tional Neural Network (CNN). In Ref. [88], an
STFT time spectrogram was taken as an input. In
Ref. [89], the bispectrum feature was used after
dimensionality reduction. In Ref. [90], the author
considered the energy of the time-frequency distri-
bution and compared the CNN’s classification
performance with those of traditional classifiers,
such as Support Vector Machines (SVM), naive
Bayes, random forests, decision trees, and K-
nearest neighbors).

Later, some studies have merged two links,
namely, feature extraction and classification re-

cognition, directly inputted the received original
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I/Q complex data, and outputted radiation source
recognition results, which achieved a certain re-
cognition effect”). At this stage, the end-to-end
approach has become increasingly common!*>,

With the development of neural networks,
new research ideas, such as network structure im-
provements and adaptive testing of different sig-
nal styles, have gradually appeared in the SEI
field® %l In addition, due to the inherent advant-
ages of deep learning, such as strong learning and
computing capabilities, research on fingerprint re-
cognition in specific scenarios can be performed,
such as the use of a generative adversarial net-
work, to identify illegally confronted devices in
large-scale autonomous networks!”.

However, deep learning itself is poor in inter-
pretability. Its feature extraction and analysis lo-
gic are similar to a black box. In addition, the
corresponding mechanism behind fingerprint fea-
tures has not been completely solved. Therefore,
although the AI method has significantly im-
proved the recognition effect, the possibility of
overfitting is still large, and its performance in
new data and new scenarios is often unsatisfact-
ory. This bottleneck also limits the transforma-
tion of fingerprint identification methods based on
deep learning to practical application systems.

At this stage, two main solutions for such
problems are proposed:

(1) Data enhancement of original data

Common methods include changing the sig-
nal-to-noise ratio of the training data and adjust-
ing the signal carrier frequency. In Ref. [97], in-
spired by the image data enhancement techno-
logy, the data enhancement of SEI through the
random integration method was realized.

(2) Research combining the mechanism of fin-
gerprint features

Expert knowledge can be used to remove in-
terference information, artificially strip out non-
hardware circuit fingerprint factors, and guide the
neural network to learn real fingerprint features.
For example, in Ref. [98], the carrier frequency
offset was estimated and removed; the influence
of the channel environment, parameter changes,

and other related factors were reduced or elimin-

ated; and finally, the time-domain complex base-
band error signal was obtained as the input of the
deep CNN network. The recognition rate reached
92.29%.

Compared with the previous end-to-end
methods, the idea of combining fingerprint mech-
anisms to improve the performance of SEI sys-
tems based on deep learning puts forward higher
requirements for signal analysis and fingerprint

understanding.
6 Conclusions and Outlooks

After decades of development, the issue in
SEI has become more profound, and related tech-
nology applications have gradually matured.
Nowadays, traditional SEI largely relies on the
definition and extraction of fingerprint features.
Many types and numbers of features are involved,
and the angles of extraction and analysis and the
theoretical knowledge based on them are also dif-
ferent. However, as the electromagnetic environ-
ment is becoming increasingly complex, the man-
ufacturing process of related electronic devices has
been greatly improved, and the physical differ-
ences have been shrinking, making it more diffi-
cult to extract effective fingerprint features. In
the future, the related methods of SEI technology,
especially the feature extraction method, still
need in-depth research on the following three as-
pects:

6.1 Intelligent extraction of signal features

Deep learning-based SEI methods can get rid
of the dependence on expert knowledge, change
the traditional processing procedures that require
manual pre-definition, realize automatic learning
of fingerprint features, and improve the adaptabil-
ity of feature methods to a certain extent. Using
Al methods to mine the individual information of
radiation sources contained in electromagnetic sig-
nals will certainly play a great role in SEI issues
in the future.

However, at this stage, the intelligent and
automatic fingerprint feature extraction is still in
the trial and exploration stage. In particular, how
to combine expert experience, make better use of
the advantages of intelligent computing, and ex-

tract the truly stable and effective fingerprint fea-
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tures of the radiation source, among other issues,
require more detailed and in-depth research.

6.2 Comprehensive utilization of multiple fea-
tures

There are many types of existing features, the
scope of application of a single feature is limited,
and the advantages of different features are differ-
ent. Therefore, comprehensive utilization of fea-
tures will characterize the radio frequency finger-
prints of emitters from other angles and provide
more comprehensive information for SEI.

In the field of SEI, the comprehensive utiliza-
tion of feature methods not only includes the tra-
ditional problem of multi-feature fusion in pat-
tern recognition but also emphasizes the depend-
ence on the understanding of signals and aims to
combine the advantages of different types of fin-
gerprint features in the ability to describe the fin-
gerprint from different angles. We need to avoid
useless redundancy and prevent the omission of
information. For example, the time- and fre-
quency-domain features were integrated after
VMD decomposition in Ref. [9], while the de-
cision tree was used to select the optimal feature
combination subset in Ref. [99].

Aiming at the problem of SEI, the basic idea
of the comprehensive utilization of multiple fea-
tures in the future should be to improve the ad-
aptability of fingerprint features to different sig-
nals, enhance the pertinence of specific signals,
and promote the complementary advantages of
original features. In other words, future SEI-re-
lated research should improve the use of original
excellent features while defining and extracting
new features.

6.3 Adaptability and scalability

Most features can only be adapted to limited
signal types, and their scope and conditions of ap-
plications are unclear. When a new signal form
appears, it is usually necessary to combine expert
knowledge to explore and screen the available fea-
tures. In addition, the original recognition effect
in the face of a new situation is often greatly com-
promised or even invalid. The electromagnetic en-
vironment is becoming increasingly complex, and

the types and patterns of signals are increasing,

which changes the adaptability and scalability of
fingerprint features. In addition, the boundary
characteristics of the fingerprint feature of SEI
are worthy of attention.

As the application of SEI technology be-
comes increasingly extensive, growing require-
ments are put forward for fingerprint features.
Whether it is manually defined by expert know-
ledge or automatic learning based on AI techno-
logy, the fingerprint features of SEI technology in
the future will need to be developed in a more re-
fined, intelligent, complex, and in-depth direction.
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