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Abstract: The field of Synthetic Aperture Radar Automatic Target Recognition (SAR-ATR) lacks effective
black-box attack algorithms. Therefore, this research proposes a migration-based black-box attack algorithm by
combining the idea of the Momentum Iterative Fast Gradient Sign Method (MI-FGSM). First, random speckle
noise transformation is performed according to the characteristics of SAR images to alleviate model overfitting
to the speckle noise and improve the generalization performance of the algorithm. Second, an AdaBelief-
Nesterov optimizer is designed to rapidly find the optimal gradient descent direction, and the attack
effectiveness of the algorithm is improved through a rapid convergence of the model gradient. Finally, a
quasihyperbolic momentum operator is introduced to obtain a stable model gradient descent direction so that
the gradient can avoid falling into a local optimum during the rapid convergence and to further enhance the
success rate of black-box attacks on adversarial examples. Simulation experiments show that compared with
existing adversarial attack algorithms, the proposed algorithm improves the ensemble model black-box attack
success rate of mainstream SAR-ATR deep neural networks by 3%~55% and 6.0%~57.5% on the MSTAR and
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FUSAR-Ship datasets, respectively; the generated adversarial examples are highly concealable.
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Fig. 1 Schematic diagram of the TBAA algorithm
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Fig. 2 Transferability of adversarial examples
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3.1 SLIGRE
3.1.1 SLIHIEE

N RAEARSCERERA RN, ASCRAIPIASAR
ke, ol sh gk B i RE 510 (The
Moving and Stationary Target Acquisition and
Recognition, MSTAR)FTFIFUSAR-Ship£ #5546,

MSTAR Hi 3 [ [ By = 20 7 1H K5 (DAPRA)
s ERF RS = (AFRL)$24. BAEE R &
PRI TR AR TR IAR, 303 mx
0.3m. HHl, MSTARKEL iz N TEASSAR-
ATRIEREVEAEI T, BRI N12818 K < 12808 %,
BIEIOREHE LM E R, W2S1, BMP2, BRDM2,
BTR60, BTR70, D7, T62, T72, ZIL1318ZSU23/4,
HSAREMG W EI3FT/R . BEERE 4R 7T 40 br 454
21t (Standard Operating Condition, SOC) ¥ J&
TAEZAF (Extended Operating Condition, EOC).
AXHERHASOCH LT HI10KSAR H bx,
SOCHUE £ — K L7 0140 A B EL I 1 g Il 24
R A F Bl AE I gE, B4R H AR 3E )
MEE AR LR .
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FUSAR-Ship##i 42 th & B K% Gk A5 B8}
S T E R, WEURERE m S =S LEE
BEE, SHEEN1.124 mx1.728 m, WAL A
S DHFDV, i 7 &R0 B R FRME
5375 . FUSAR-Ship % #3&E H T & 2 1 1
RIS R5 TAE, —ILa850002 kA [F 250
ME%, B EUEIR ST Ns1218 R <5128 % .. A&
SR E YR A P 42K T B AR AT SE K. B
K5, BFEBulkCarrier, CargoShip, Fishing#ll
Tanker, HSAREGWE4FTR, IIZRERMNIKE
XI5 15 L AN 2R 2 7

3.1.2 SKIUM4E

A S SIS 3 B LOFh B 32 )R o 8 IR 4
AlexNetP VGGNet16/'”, ResNet181*), ResNet50*!,
InceptionV31*? A-ConvNet!®), MobileNet*?],
SqueezeNet! !l PVTv2* F1Mobile ViTv2*E Ny
SAR-ATREEA . 7E AL B BEXF SAR BUZ 47 B
NUBIEG . el . SRR S HOR S iR, ISR
Mg, At MITZREE S 4 — R 10% 4L

D7 T62 T72 ZIL131

78U23/4

3 MSTARKIREMSAREIEG
Fig. 3 SAR images of the MSTAR dataset

% 1 MSTARKUEHSOCTHISAREIRAASHAKE

Tab. 1 SAR image categories and number of samples under
SOC in MSTAR dataset

PR B4, AN SOK 2 2] R B 0,001,
FNNZRECHOR E 950, Wt E RN BCE 64, FHAE
FAdamfltfb #5147, P ESAR-ATREEAIZEMSTAR
FMFUSAR-Shipll i 52 R 5k B i R 3Fr 7w, H
1, FUSAR-Ship##E&EAAE FIASAR-ATRAB A
ISP AT ISR . SEER A Windows 1034
4, PyTorchiRFE¥ I KHELE, PythonfE NI
RIES . LK HICPU NIntel i 4i9-11900H, GPU
A NVIDIA GeForce RTX 3080 Laptop GPU.
3.1.3 BEZKRE

TESEE T, ASCH TR EIE 5 MI-FGSM P
NAMPU VMI-FGSMP, DI-FGSM®, Attack-Unet-
GANPTHIFast C&WPIHEHAT XS HLordir, Hidr, MI-
FGSM, NAM, VMI-FGSMAIDI-FGSM N H &
BN Z R TERN R GIEHEE, Attack-
Unet-GANATFast C&W A EFFISAR-ATRE S 5.

BulkCarrier

CargoShip Fishing Tanker

4 FUSAR-Ship##iE £ SARE %
Fig. 4 SAR images of the FUSAR-Ship dataset

% 2 FUSAR-ShipHiEEFSARBG LI SHA K=

Tab. 2 SAR image categories and number of samples in
FUSAR-Ship dataset

H 25 NGRS H DR B
BulkCarrier 97 25
CargoShip 126 32
Fishing 75 19
Tanker 36 10

e Mk

* 3 HEARREE

Tab. 3 Model recognition accuracy

H AR
R £ (°) ¥ {Em 8 (°) 18 HR MSTAR ACC (%) FUSAR-Ship ACC (%)
251 17 299 15 274 AlexNet 95.1 69.47
BRDM?2 17 298 15 274 VGG16 95.6 70.23
BTR60 17 233 15 195 ResNet18 96.6 68.10
D7 17 299 15 274 ResNet50 97.7 —
T62 17 299 15 273 InceptionV3 99.1 —
ZIL131 17 299 15 274 A-ConvNet 99.8 —
BMP2 17 233 15 195 MobileNet 97.8 —
7SU23/4 17 299 15 274 SqueezeNet 95.4 72.25
T72 17 232 15 196 PVTv2 98.8 —
BTR70 17 233 15 196 MobileViTv2 99.4 72.70
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3.1.4 BEHEE

ALY, X TFMI-FGSM, NAM, VMI-
FGSM, DI-FGSMFTBAA, K KIshitc & E
H0.06, IEAYEL TV E N10. T Attack-Unet-GAN
HFast C&W, %18 SCHR[27]F1 SCHR [26] 1S B04 B
XIFTBAA, ASCEAELLTFEGAR R E: ZHET
B=0.999, B, =0.99, B =0.999, WHFI R
v=0.7, REESHC=10E-8, MHp=05.

3.1.5 TFMHIEHR

A SIS TS A 200 AN I Rl P 9 A T X
mRIEAT A
FEBCEA RETT T, Sese A FH 2k il o F2 PO
FVFFERR, i (13) Frs:
. BRI EHIREA R
AN = R R R
oy, 1B KRR A EE VSAR-ATRAE AL /) 38
IEBIFEARSE, AR R ARSUE RO AE TR N
M JFHIANSAR-ATR 3 8070 R R I AE A H i
FEBCE RRRETT T, AR SO P 2 S5 AR DL RS
(Average Structural Similarity, ASS)“, [F]f~F
Biah kA A Rk sy, e i Bk v, Rk
HHRAXN

M
1
ASS(x, ") = i > SSIM(a, ™)
=1

SR 4

(13)

2/-“%“1,‘* +Cl)(2017 ¥ v +02)

oW

Het, MARARE, o VFRRSTRER, f,, pm
Hos,, o 7RIS B BB EHE R ER s 0 e
TRt 2, CLRICy & F T ORFF B S fe e 1 4.
3.2 BEAKHENMES TR

TEARNTH, AT WUEA SR B ERE,
Iy HIEMSTARE 5 4 MIFUSAR-Ship s 4 _E X}
BRSPS W 2 R AT X B . MSTARE 4
FIFUSAR-Ship##5 48 (1) 5158 7Y T i D) 5% 43 il Gl
TRAMESFR, Hobr«BEER R OSBRI,
HABER R BEWTH IR,

B HrR4an 1S, FEMSTAREIESE [, TBAA
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Tab. 4 Single model attack success rate on the MSTAR dataset (%)
RELER
RE|ARAY Bk 5k
AlexNet VGGNet16 ResNet18 ResNet50 InceptionV3 A-ConvNet MobileNet SqueezeNet PVTv2 MobileViTv2
MI-FGSM 100* 10.9 12.0 9.0 5.0 28.0 35.0 18.9 14.0 19.6
NAM 100%* 12.0 13.0 10.0 6.9 36.0 37.0 22.9 20.7 22.0
VMI-FGSM 100* 19.5 19.5 17.0 6.0 29.5 39.5 27.0 40.5 21.5
AlexNet DI-FGSM 100* 21.0 26.5 16.0 7.5 29.5 43.5 32.5 32.0 20.5
Attack-Unet-GAN 98.69* 7.0 8.0 7.5 4.0 20.5 32.5 14.5 12.5 9.5
Fast C&W 100%* 4.5 7.0 6.0 3.0 17.5 19.5 12.5 8.0 3.5
TBAA 100* 23.5 29.0 20.4 14.5 64.0 53.4 33.9 56.0 32.8
MI-FGSM 61.0 100* 58.0 56.0 40.0 55.0 41.0 43.0 26.0 30.0
NAM 60.0 100%* 61.0 59.0 42.0 61.0 45.0 47.0 31.0 35.0
VMI-FGSM 62.5 100%* 59.5 58.5 42.5 57.5 41.0 46.5 38.5 38.5
VGGNet16 DI-FGSM 63.5 100* 60.5 67.5 46.5 59.5 42.5 48.0 37.5 38.5
Attack-Unet-GAN  53.0 100* 40.5 32.5 24.5 32.5 38.5 39.0 23.0 24.5
Fast C&W 44.5 100* 31.0 37.5 24.0 31.5 22.0 24.5 13.5 14.5
TBAA 69.5 100%* 72.0 78.5 56.9 74.0 56.5 63.5 48.0 48.5
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AlexNet VGGNet16 ResNet18 ResNet50 InceptionV3 A-ConvNet MobileNet SqueezeNet PVTv2 MobileViTv2

B ik ik

MI-FGSM 13.0 9.9 100%* 20.9 13.9 39.0 26.0 15.0 14.0 5.0

NAM 15.0 9.0 100* 20.9 16.0 38.0 31.0 17.0 21.0 5.3

VMI-FGSM 17.0 16.5 100* 25.0 15.8 45.5 31.5 25.0 32.5 10.5

ResNet18 DI-FGSM 18.0 14.0 100* 21.0 19.0 41.0 29.5 30.0 23.5 8.6
Attack-Unet-GAN  12.5 6.5 100%* 11.5 5.0 19.5 18.5 11.5 11.0 3.0

Fast C&W 10.0 4.0 100* 6.0 3.0 9.0 11.5 12.0 13.5 4.0

TBAA 29.0 19.0 100* 25.0 35.5 64.0 42.5 30.0 54.0 24.0

MI-FGSM 8.0 12.0 10.5 100* 21.0 16.0 22.9 10.0 12.0 9.0

NAM 10.0 14.0 14.0 100%* 22.0 27.0 24.0 13.0 17.0 14.9

VMI-FGSM 19.5 19.0 14.5 100* 22.0 33.0 33.5 21.0 28.5 13.5

ResNet50 DI-FGSM 19.5 19.0 22.5 100* 23.5 26.5 23.0 22.5 28.0 11.5
Attack-Unet-GAN 6.5 10.5 6.5 100* 7.0 15.0 18.0 8.0 8.0 7.0

Fast C&W 5.0 4.5 7.5 100* 13.0 7.5 10.5 7.5 10.5 6.0

TBAA 24.5 19.9 27.5 100* 27.4 48.5 44.9 25.5 43.9 22.0

MI-FGSM 29.0 31.4 65.5 38.0 100* 65.0 31.0 39.0 12.0 28.0

NAM 36.0 35.0 67.9 42.0 100* 66.9 33.9 41.9 18.0 29.5

VMI-FGSM 33.0 31.5 52.5 39.0 100* 68.5 34.0 43.0 30.0 29.5

InceptionV3 DI-FGSM 34.0 34.5 56.0 41.0 100* 66.0 33.5 41.5 23.5 28.5
Attack-Unet-GAN  20.6 24.5 53.0 31.0 100* 32.5 25.0 26.5 9.0 24.5

Fast C&W 11.0 16.5 30.0 28.0 100* 20.0 12.0 15.0 10.5 16.5

TBAA 41.0 50.0 73.5 52.0 100* 76.5 49.5 47.0 45.9 43.9

MI-FGSM 19.9 15.5 29.5 20.9 11.5 100* 29.0 15.0 21.9 9.0

NAM 23.5 17.5 35.5 24.5 18.9 100* 32.5 18.0 24.0 13.0

VMI-FGSM 25.5 19.0 37.0 25.5 19.5 100* 36.5 31.0 31.0 12.5

A-ConvNet DI-FGSM 28.0 17.5 37.0 23.0 21.5 100* 36.5 29.5 26.5 10.5
Attack-Unet-GAN  10.8 5.6 9.0 13.0 7.0 98.0%* 11.6 11.0 14.7 8.0

Fast C&W 11.5 4.0 8.5 5.0 3.0 97.5% 10.5 12.5 13.5 4.0

TBAA 29.5 21.9 40.5 30.5 24.5 100* 38.0 32.9 36.0 24.0

MI-FGSM 16.0 15.1 10.0 15.0 15.6 18.0 100* 18.9 8.0 9.0

NAM 18.0 14.9 12.0 18.9 18.9 25.0 100* 26.9 9.5 10.5

VMI-FGSM 21.0 18.0 12.0 18.0 21.5 23.0 100* 23.5 22.0 14.0

MobileNet DI-FGSM 19.0 17.5 10.5 17.5 18.0 19.5 100* 20.5 22.0 14.5
Attack-Unet-GAN 9.0 3.5 7.5 7.8 2.5 12.5 100%* 11.0 7.3 5.0

Fast C&W 10.0 4.0 6.0 5.0 3.0 7.0 100* 10.0 6.5 4.0

TBAA 24.0 20.5 18.9 26.0 25.4 32.9 100* 30.0 24.0 25.0

MI-FGSM 19.5 9.5 20.5 18.0 6.0 40.5 314 100%* 18.0 18.0

NAM 18.5 10.3 20.9 19.5 6.5 40.5 32.9 100%* 24.0 21.0

VMI-FGSM 26.5 15.5 28.5 25.5 11.0 42.5 32.0 100* 28.5 19.5

SqueezeNet DI-FGSM 21.0 11.5 30.5 22.5 12.0 41.0 31.5 100* 23.0 21.5
Attack-Unet-GAN  13.0 8.0 16.5 17.0 4.5 17.5 17.0 100%* 12.5 14.5

Fast C&W 10.0 4.5 7.0 5.5 3.0 18.0 10.0 100%* 13.5 14.0

TBAA 28.0 18.5 32.5 31.0 12.5 53.5 38.5 100* 41.9 39.0
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AlexNet VGGNet16 ResNet18 ResNet50 InceptionV3 A-ConvNet MobileNet SqueezeNet PVTv2 MobileViTv2

AR Wi ik

MI-FGSM 10.0 7.3 9.0 12.0 15.5 6.0 18.0 7.8 100* 11.3

NAM 13.0 3.5 10.7 13.5 21.5 10.4 19.9 9.0 100* 18.5

VMI-FGSM 12.0 12.0 9.5 20.0 22.5 16.0 23.0 11.0 100* 19.5

PVTv2 DI-FGSM 11.0 13.5 11.0 15.0 23.5 12.0 23.5 12.6 100* 13.0
Attack-Unet-GAN 8.5 5.0 7.5 7.9 12.5 3.5 11.6 4.5 100* 9.0

Fast C&W 10.0 4.0 6.5 4.5 13.0 5.5 9.0 3.7 100* 4.0

TBAA 26.0 23.0 22.0 27.0 35.0 28.9 37.0 25.0 100* 32.0

MI-FGSM 14.0 16.0 19.0 18.3 7.9 43.8 30.0 18.0 52.0 100*

NAM 214 24.0 26.2 20.7 11.6 47.8 33.9 25.4 58.0 100*

VMI-FGSM 21.0 25.0 29.0 21.5 11.5 45.0 35.0 27.0 56.0 99.5%

MobileViTv2 DI-FGSM 22.5 23.1 29.0 24.0 10.5 46.3 38.0 27.5 58.5 98.0*
Attack-Unet-GAN  11.0 6.5 14.0 11.5 5.5 29.0 15.5 15.0 46.0 100*

Fast C&W 11.0 4.0 8.5 5.5 3.0 17.5 10.5 11.5 45.0 99.5%

TBAA 40.0 31.9 33.9 35.9 20.3 66.0 48.0 45.9 65.9 100*

W A AENRMRA, WEFEONRIME. *RR O BRI, RRBUER R B I .
#& 5 FUSAR-Ship##E5%E BRAKERINER (%)
Tab. 5 Single model attack success rate on the FUSAR-Ship dataset (%)

2 EHFH Y
AP Btk
AlexNet VGGNet16 ResNet18 SqueezeNet MobileViTv2
MI-FGSM 100%* 38.00 40.00 33.90 68.00
NAM 100* 48.00 62.00 45.90 76.00
VMI-FGSM 100* 47.10 63.60 42.60 70.00
AlexNet DI-FGSM 98.41* 47.40 63.56 44.93 74.94
Attack-Unet-GAN 100%* 23.80 33.20 15.60 30.00
Fast C&W 99.96* 18.70 29.10 12.40 24.00
TBAA 100* 60.00 84.00 56.00 80.00
MI-FGSM 28.00 100%* 24.00 40.00 46.00
NAM 33.90 100* 30.00 38.00 50.00
VMI-FGSM 33.90 98.62* 28.10 42.80 52.40
VGGNet16 DI-FGSM 37.60 98.76* 36.60 42.40 52.60
Attack-Unet-GAN 13.50 100%* 20.40 24.00 26.00
Fast C&W 9.30 99.96* 19.60 22.90 24.00
TBAA 43.90 100%* 48.00 62.00 56.00
MI-FGSM 6.00 7.90 100%* 15.90 40.00
NAM 7.90 9.90 100%* 21.90 50.00
VMI-FGSM 9.30 10.60 100%* 28.60 53.80
ResNet18 DI-FGSM 13.50 12.80 99.96* 29.91 54.60
Attack-Unet-GAN 4.50 5.60 100%* 10.40 17.80
Fast C&W 5.30 6.20 99.98* 6.70 12.90
TBAA 38.00 18.00 100* 50.00 60.00
MI-FGSM 16.00 9.90 28.00 100* 45.90
NAM 21.90 14.00 43.90 100* 56.00
VMI-FGSM 25.10 19.30 44.20 99.86* 53.30
SqueezeNet DI-FGSM 25.07 16.32 45.39 99.59% 59.40
Attack-Unet-GAN 14.50 7.90 22.00 100* 28.00

Fast C&W 10.10 6.30 20.10 98.69* 26.90
TBAA 39.90 31.90 65.90 100* 64.00
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AlexNet VGGNet16 ResNet18 SqueezeNet MobileViTv2

MI-FGSM 4.00 7.90 42.00 21.90 100*

NAM 9.00 16.00 48.00 26.00 100%*

VMI-FGSM 12.80 23.50 45.90 24.10 100%*

MobileViTv2 DI-FGSM 13.20 18.60 47.00 26.40 99.52%

Attack-Unet-GAN 2.90 5.30 25.60 18.00 100%*

Fast C&W 2.60 4.20 21.60 14.60 100%*

TBAA 24.00 16.00 67.90 43.90 100*
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Fe62h B TR LB FIRAE B S A IR AR
BRI B B . MSTAREIEAE 1 “ AlexNet”
—Hirh,  AHIE L R AlexNet /b HiAh 9 Y 3R 47
SRR, RSN, [, FUSAR-
ShipBHE£E EfY “AlexNet” — 51| FE /R 1E B AlexNet
A H A AT FEAT G A RO BURE A . 7R LA B
PR BRI, ASCHEIETBAARZRIERTA K
P28 1 A bl A 2R v LA S G R 1 X Bt
FEAS, ltn, BT VGGNet16¥ N B AR, 1F
MSTARE 4 [, 7R B0k 505 1 X0k i h 2R 4y
839.0%, 41.5%, 43.5%, 44.3%, 30.5%, 26.8%, 62.0%:
HEFUSAR-Ship¥di4e b, 7RIk Sk i Mok il zh
AN RH40.9%, 50.5%, 53.2%, 56.0%, 25.0%, 22.5%H1
62.0%. HRELHEEML, ACHEIEEMSTARE WS
& R REIGEE RIS T 3% ~55%;: fEFUSAR-
ShipZid£E b1 B I %4E 5 16.0%~57.5%.
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Tab. 6 Ensemble model attack success rate (%)

Hodh e UG AP

AlexNet VGGNet16 ResNet18 ResNet50 InceptionV3 A-ConvNet MobileNet SqueezeNet PVTv2 MobileViTv2

MI-FGSM 62.9 39.0 52.0 65.0 42.0 67.9 50.0 51.5 68.0 46.0
NAM 63.1 41.5 68.2 70.5 45.0 5.7 53.2 54.0 75.6 514
VMI-FGSM 66.4 43.5 72.5 65.8 46.5 74.6 52.0 53.0 76.3 56.0
MSTAR DI-FGSM 69.0 44.3 74.0 70.0 50.3 76.0 55.0 55.8 70.0 51.0
Attack-Unet-GAN  53.6 30.5 47.0 35.0 30.0 35.0 41.0 43.0 52.3 31.0
Fast C&W 46.0 26.8 35.0 38.0 28.0 33.0 28.5 30.0 51.0 24.0
TBAA 72.0 62.0 86.0 88.0 70.0 88.0 70.0 66.0 92.0 78.0
MI-FGSM 31.9 40.9 48.0 45.9 71.9
NAM 34.5 50.5 68.5 — — — — 48.5 — 78.0
VMI-FGSM 35.8 53.2 67.0 51.3 76.5
FUSAR-
. DI-FGSM 36.0 56.0 68.0 — — — — 50.0 — 78.0
Ship
Attack-Unet-GAN  16.0 25.0 38.0 28.5 38.4
Fast C&W 12.5 22.5 34.2 — — — — 26.0 — 32.0
TBAA 70.0 62.0 86.0 — — — — 64.0 — 88.0
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Fig. 5 The attack success rate changes with probability p
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Tab. 7 Ablation experiment method setup
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Tab. 8 Ablation experiment attack success rate (%)

b e B =R AlexNet VGGNet16 ResNet18 ResNet50 InceptionV3 A-ConvNet MobileNet SqueezeNet PVTv2 MobileViTv2

MI-FGSM 62.9 39.0 52.0 65.0 42.0 67.9 50.0 51.5 68.0 46

AN-QHMI-FGSM  65.7 48.0 75.0 78.0 56.0 82.0 56.0 57.2 82.0 58.0

MSTAR ABN-QHMI-FGSM  69.3 51.6 82.0 81.0 63.0 85.2 68.3 60.8 88.3 69.5

TBAA 72.0 62.0 86.0 88.0 70.0 88.0 70.0 66.0 92.0 78.0

MI-FGSM 31.9 40.9 38.0 — — — — 45.9 — 71.9

FUSAR- AN-QHMI-FGSM  36.9 52.0 76.0 50.0 81.6

Ship  ABN-QHMI-FGSM  43.9 59.9 815 - - - — 52.0 - 85.0

TBAA 70.0 62.0 86.0 — — — — 64.0 — 88.0
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Tab. 9 ASS of original SAR images and SAR adversarial examples under ensemble model attack on MSTAR dataset

B vE AlexNet VGGNetl6 ResNet18 ResNet50 InceptionV3 A-ConvNet MobileNet SqueezeNet PVTv2 MobileViTv2 Mean

MLFGSM 0951 0959 0968  0.976 0.970
NAM 0.962  0.965 0971  0.978 0.973
VMLFGSM 0965  0.961 0972  0.976 0.975
DLFGSM 0960 0970 0974  0.974 0.976
Attac‘;lzgnet' 0.968  0.975 0.975  0.978 0.978
Fast C&W  0.969 0974 0976  0.979 0.979
TBAA 0969  0.975 0979 0.981 0.978

0.962 0.969 0.960 0.963 0.960 0.9638
0.967 0.973 0.966 0.968 0.962 0.9685
0.969 0.977 0.967 0.969 0.965 0.9696
0.971 0.979 0.974 0.970 0.963 0.9711
0.974 0.982 0.975 0.972 0.968 0.9745
0.974 0.980 0.975 0.971 0.967 0.9744
0.975 0.981 0.973 0.972 0.967 0.9750
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Fig. 7 TBAA clean examples, adversarial perturbations and adversarial examples display
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Tab. 10 Adversarial examples generation efficiency (s)

Wi 7 i VGGNet16 ResNet18 ResNet50 InceptionV3 A-ConvNet MobileNet Squeezenet Ensemble
MI-FGSM 0.2970 0.2404 0.3621 0.5217 0.1797 0.3258 0.2550 1.8953
NAM 0.3014 0.2410 0.3623 0.5303 0.1822 0.3248 0.2257 1.8973
VMI-FGSM 0.2980 0.2498 0.3625 0.5289 0.1826 0.3289 0.2274 1.9766
DI-FGSM 0.2984 0.2485 0.3623 0.5280 0.1823 0.3283 0.2294 1.9795
Attack-Unet-GAN 0.0052 0.0052 0.0052 0.0052 0.0052 0.0052 0.0052 0.0052
Fast C&W 0.0053 0.0053 0.0053 0.0053 0.0053 0.0053 0.0053 0.0053
TBAA 0.3588 0.3046 0.4159 0.5676 0.2456 0.3876 0.2824 2.1357
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