Bl H4M ok
202348 H

S

Journal of Radars

BIA B EREIRAXHA FT IR

smE  RES x4
(BBAEKRF O TFHE SR

ZBHE R A

¥ 410073)

THE: ST UREEANE M4 10 B IA B8 BE IR E AR O & N TS B AL FE AU A AT s AN A s o R, TR B AR X 4%
PR 5y 52 FIRH BB 1By . Boi & vT AZE Bk 261 T % R ik B A IR RIS i AR T, 7 R LR )
A R . 1ZOSORIE T IR AR SR TR IA R RE D BUBIAR R SRR, BT T BUE Tk — 4/ 4RSI
LB 7 VRIS 7 0 A BT IR T A AT R A R BE IR B U AT AR A5 5 A 5 AN T I
FA: TGRS FEEMLML, MPisd R8s P
FESES: TP753 NHRFRIRAS: A

DOL: 10.12000/JR23098

XEHS: 2095-283X(2023)04-0696-17

SIAME: EihE, sREM, XU, & HIAGE RERNXS P A R ). Fik2E4R, 2023, 12(4): 696-712. doi: 10.12000/
JR23098.

Reference format: GAO Xunzhang, ZHANG Zhiwei, LIU Mei, et al. Intelligent radar image recognition
countermeasures: A review[J]. Journal of Radars, 2023, 12(4): 696-712. doi: 10.12000/JR23098.

Intelligent Radar Image Recognition Countermeasures: A Review
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LIU Mei LI Xiang

Abstract: Intelligent radar image recognition based on Deep Neural Networks (DNN) has become an important
topic in radar information processing. However, DNN models are susceptible to adversarial attacks. Malicious
attackers can cause intelligent image recognition models to make incorrect predictions, considerably reducing
their recognition accuracy and robustness. This article reviews recent research progress on intelligent radar
image recognition countermeasures. Then it summarizes the adversarial attack methods on one/two-dimensional
radar image recognition models and adversarial defense methods. Finally, it discusses five open questions

worthy of in-depth research in intelligent radar image recognition countermeasures.
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Fig. 1 Radar target adversarial sample
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Fig. 2 Recognition process of deep neural network
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Fig. 3 Categories of adversarial attack
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Tab. 1 Typical radar image adversarial attacks based on attribute scattering center model
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Tab. 2 Summary of adversarial attacks on radar two-dimensional image
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Fig. 4 All-range-cell® adversarial attacks on radar HRRP
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Fig. 5 Certain-range-cell® adversarial attacks on radar HRRP
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Tab. 3 Summary of adversarial attacks on radar HRRP

B NG TS R 7 ) D BOAF TR Hm e Wik A R
63] A& AR B LG H & X CNN 3EKHLEbR: HErod2; RGNS/ %26 HEEm w0
. . . I X . L AT GE,
4 & y NN % 42, FEWYN S/ 4226 E /AR
64 A R HEXC 3K KHLH AR E’ﬁi 2; JEMREN /I %26 € [ /AR ) T L
[65] AfE/BE  AFEEST HEXCNN; £EEML%  MSTARKEAEMHRRPIE 5 HHE SE I /EE )
AlexN
A, AP IFE ST,
[66] A&/BE FrelhEpno Den;eNet SEKHMLEFR: Mived2; ZEINS/I; %226 E/AEEN K& HARESZENR

InceptionNet

EN PNl




%4 A ISR RN BRI FU R 703

TiAbE]

pllR=s
Hid

e

Hodm o

i N\

s THFEA  « WA o DR

[ZE%H

02 04 06, 08 1.0 12 14 16

| |
g % 5 4t 3
| |& =

6 XTI TV 5y 2

Fig. 6 Categories of adversarial defense

logit a5 BEA5 LA, i w45 e H 9 kA
DU Bl 2 AR AE S

4.1 NIRRT

ftiy N 7 0 22 TR U A A e )1 A
AHEATACEE, R AT A BRI A G o A

WAL BT A R DU 7=, A B I
W RUBEAR He S AL 7 SR BR A A A o i AE 1
XA SCHR[68] % i A ) R AR K 34T B
WLZE FERBIIAXT GUREA AR 802 Hh BR AL,
GINIERAITESIYE R & RSN SEPN L Rty
B, AT RS T RPN RIFET . SCHR[69] K B (R
BEAT AEACBME 7 15 BN RIS, A3 RGH BR T
PURBHIREI . P TTIEAE T 5 B s EMNIS T
BB RIBOR, AERER KR 2 38 38 X e
AR ATEREA o SCHR[71)R X FLHR S AL AR e 7
FFINGR— A 70 5 X 28 0 A R AT TAL 2,
TR P i I ) PR i N D) 8 SR AT 1) 0 T 0 B )
o SCHR [ 724 B N BB AT /N 38 R AR 9 Ji
I, RIEERA SR SCE BT 7028, A R00
8T TUR B A B R ORE A B M. T TR
Kb B ) B A5 VR0 —a IR E T IR BURE A B
IR RCR (BB 25 TR REAS (R 3

B 50T IRV E A iR &
i) 2 3 BSOS Tl N X STt sh U, AT
I TR I ZRAEA BRI 7 U R R T 8 4
PE o SCHR[73]36 BT B R X b2 3T I R ]
CAME SRS AR R 7 BB X ST itk X Ees 2]
FEVI R AR A A il — AR e A, Lt
IR IEFEA S G SR [ BE B 0 A, SRR AE
2 (8] A SRR TR T R R A TR LA B . £

BR[73] IR EE Atk b, SCHR [74] BAXTFUREA AT 9 1 55 4
A%, SRR PUTE B B 2 STV Rt R v B T4
FEAR S X PUREA XS Bk, BE—2D iR m 7 SARK
B SRS T i S . Bl T AR
B A SR BE TR MU FEA AR 245 2, LA_EP
75 2 3 BUS AR T RE A DI AR L iR %
BEAR

4.2 HEB R

A T i 917 40 A7 BB A AR Y 1 B R R PR
XU A, 3 AT AL ISR H b ok B 2ot
R 2 235 K i Al 5 3K

PeAL H AR s BOE T N ZoRER, 1XKT7
RIS R THEREAROS PIREABEAT ISR, Xt
B e 7 E A 95 S G AN (2 R B R AN o ANTTR
BRI GRd R rh 2 2] B HUREA R IR AE B . K
SO E NS /e e o I T R A e Y
MBFA LT LA — RN PEARE] T S8
EHER], AR B R e s 2% 2] 31 3 4= 5 A RFAE
RT3 3608 . i ZRA5 B A AR Y BE 0 S A
Arb A R R IRFE, TR 2 00 i JR A P 0 e P
Pzh™le 2B HUINZRTT R TRADE I b
ARG E IR ZIR 0 N AR KRR E DR
FEZM, JRIERL AP AR ZE R E R B S
IRAE LRI eh . EFIBGE, SCR[T7)WE 5T 7 A
[7] 1 75 5 SAR P AR A TR B2 i, B B AL I
P LRGSR MRS, I A DE RS ' U Y
XFPUUMIZRAME A AT LASETES AR R IR Sl A6 7R [ %o
PUEERTE, AT BT 3R i LA AL G 7 AR A e
FEIRBEN BRI R o STHR[AT) X E B R HUREA
PRSI XL A R, 5 A St R T 2



704 %Ok

¥k

123

HuG, TR, BIFEXT B SR AR R P sh
2990 BARDKIR B ECOE O, SRR T E
IR {0k i S i € WA b7 7 R [P E /I = o N -2
T XTI LR B AR 7 72 R AR B 1 B, (EE AL
R+ RE,  HOT IR A T 1 — R

TE USSR 25 R 7 VR D7 ThT - SCHR [78] 42 HA K IR
FERE R [ Softmax |2 & # ok 5w g P It 8 4 2
(Competitive Overcomplete Output Layer), %=
HF 22 A0 22 0 i i SR 3 [R) ZRAE 2 — S il 1 Tt
g5, n{EMSTARHUE £ A &K DeepFool
HIEIE . SCHR[79) R FHSAR-BagNet "M £2SAR
EUR RIS AR, IR BB LEXT SAR 5 47117
B, R XERIE TR Z W KTk, a Xy
PRI 2= AR BISAR EE 1 B s X3,
H 2 33 Bl 25 77 Trade™ N H T SCHR[79] BT
HISAR-AD-BagNet AU B A5 1 SEAR K 70 K4
FEAS o FE T ol AR S5 1 () T IR R E X A AR
B BAF PR R, 7 E0 A A58 5 4 gk
ATiE, HMELARNH T8 A,

4.3 Him R

fi i A AR LB R ARSI, AT 5% B TE X A
TREAS & 75 BAT X & ik b e, AR B —
AT . DU X BRI 7 V08 Gt 4
A AR BE LV A, A A I AR A e B2
KRR 190 . A P SR A I R I A 2 7547
ERH .

20164F, Hendrycks% NS g R H 32 505 45
WL TR S PR AR E R, RIS HiRE
A [ 5 S R E T B BN TR A R E .
TR [82] 1 FH VIl 2R B2 1 A TR o £ ) 4% G )2 R 1)
A ESRI, SRR AR IRE ATE BRGBUZ Hh 16 43 A s
PEAN DU AN s PEAE A I b, 8 2 4 [
(177 3 F A G M IR R . SCHR[S3) 32 Hi 13 FH i

A5 N AELERE (Local Intrinsic Demensionality,
LID) R X 73 M TR A F A, AR PR A
FILIDAR L T REA I LIDE o SCHR[S4]38 Hi A
FEAS I RAAE ) 5 EREE B AR R A M BURE AT, AN
T FEALERG A F ) v (8] 2R AE 6 2 S 4% A v i 20
A (S IREEBAE /N ), 00 U A 228 55 248 2% A4 v 0
AT AN S IRFERER) . SCHR[85 N AFEAR 725
AR MR 20, IR 2 A kA5 B AR
R PR 3 B VR R AR VA I )9 . SCHR (8612 HY
FE T B AR FE AN Tk pR 5 (Nearest Neighbors Influ-
ence Function, NNIF)BtG Aok (16 ks il 77 4,
NNIFVE W AT 44 A 1) a0 <0 A AR B 5 i) 73 2%
S5 R FEA N AL T [R]— 73041, 0 HUREAS U AN /2 1
KFR. LER[ST)E T MR R T SAREIME X HirE A
PRSI 5 X ok i BEVERE Z AR &R, 4R H
RN B0 325 A e T A X A A 4 Bl i 2 1 T P T AR
o, It — AR AR A 5 0 FURE A R AR 20 AT
RIES BRI VERE N R, SRR R 5]
N TR A e 2 A 75 R 0f B 403 SR R S A 5 1K
PE B VR AN JR BB 4 FE 15 SA R B PURE A Rzl
Aeo SCHR[S8IJRZR 1 Hh3) X IR HO BLAT X HroAs il
HERZ, AE CAPEh XSS5 1 264 T R
PUREA NI 1R A (1) 8 B 22 S S A

e peN & A AS A DU E 7 SR IR R kS N
TIREBEMRAGR ST RE . R, XK
W77 TCiE W BRI E 2R, M LSRR
AAESS, EAE ) R ) RS AR R

KA T HATE IS 5 AR HE S 5 15 Bt
Bt 772
5  BIEGERRAIXAF A E)E

SMERE, ECR B BRI H Tk
FEEPFEREI R, A U RO PR
ARGk Z TSRS TT R, 5 SRR N AT AR AR AL

PYERE V)
AR Bt

I

argmin loss (f)(z+n), v)
[4

R

BRI,

7 ETL B AR R BRI T i

Fig. 7 Adversarial defense based on optimizing objective function
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